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Abstract: Scarchable encryption allows users to conduct a keyword search over encrypted data without de-
cryption. Typical searchable encryption schemes employ probabilistic encryption to combat the frequency
analysis in which an attacker would guess the keywords hidden in encrypted data by analyzing the frequency
of the encrypted data that is identical in binary form. In practice, however, conducting a keyword search will
reveal at least a small portion of the frequency of the hidden keywords and eventually the frequency analysis
may become a practical threat. We propose in this paper a searchable encryption scheme that counteracts
this security threat. In our scheme, encrypted data is distributed to multiple databases and thereby the
frequency of the hidden keywords in each database is distorted. Experimental results show that our scheme
is highly resistant to the frequency analysis and only two databases should suffice to distort the frequencys;
for example, when prefectures are designated as sensitive keywords, our scheme can suppress the adversary’s
correct estimation ratio from 78% to 17% using only two databases.

Keywords: encryption, searchable encryption, frequency analysis
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Table 1 An encrypted DB.

La—FRFID ®EsLr—% 57
1 Eq(d1) Ea(w1)
2 Ei(d2) Es(w2)
3 E1(ds3) Es(ws)
4 E1(ds) Es(wa)
5 By (ds) B (ws)

HAE RAEAT 5.

Bk

(2)RIE, CIZBHT LT =% dIxtL, BfEF—7—F
wEHTET 5.

(3)RIE, =% dBLU*—7—FwiE5IL, 155
NI7ZBEBALT — % Ei(d) BL Y 7 Ey(w) % C 123%
53 5.

(4)C &, R255E L7 Ei(d), Ey(w) ZxIefiiy7z9
2T, BE{L DB IIEHT L. BEOT— ¥ &2%fE -
B LAER, RS DB 22 IR 1 DL IS
%5,

LES

(5)S81E, MiEF—"7—F o 1ZET H2HRBRER Q(uw')
FHERL, CICEFETA.

(6)C L, Bt DB DKL I— FIZDoWT, ¥ 70k
EREX v T T AR T 5.

(7)Cl&, ¥y F L7y ZIRInd 2057 —% % S (12
#EET 5.

(8) S, ZELLBFALT—s 25, 77— %&5.

2.4 MERRES XFLICHT Z5EESHHRE
2.4.1 WEEMESICHT 25EE P TNE

Bk X 912, MEMRESEZFHLTY V2 ERKT 5L
TR R MBS RE &\ ) R A S % 75, WEERIRE 5 % Hijd
WCHW72F T, B L7728 7 OBES»S ¥ 7128
B3 5F =" — FEEET 5 HESITIE] 12550vewn
I RIESD 5 .

Ble LT, HARRERICET AMAMNER I 2R5{L LT
DB I2B8kT D0, BMEMOF—7— K& L CHERIES
EFRAL, INEMEENRTLTLILE2ERL. 2O
&, FEEMES{L 7V T) A8% Ep 358, =4+t
I DMRET AR S L DB I3 RIER 2 DX H Ik B,
22T, La—FID2, 5XBFAH %Y Ep(H) iXF—0
flEE B ENS, F—F LUy RTTDOF—T — FHSF—
THLIENWGnsb., 512, DBIZGENLEY 7OW
BMEBZAZ LT, 1L 2I13KR 3 DL RHEES &5
BIENTEDL (ZORETIEEY 7B ThF—T—
FIZHBLTWARW), &8, £3 0L 7%, HEDBIC

242



BRI F=EHEE Vol.60 No.1 240-249 (Jan. 2019)

x 2 51k DB (Mg 5Ty 7 2 AT 556)
Table 2 An encrypted DB with deterministic encryption.
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Table 3 Frequency of tags.

5 B (k)
Ep(#3%) | 10,528 (0.105)
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Table 4 Frequency of keywords.
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Table 5 Distribution probabilities.

F—1—=F Cy Co
HHL 0.362 0.638
FZE 0.585  0.415
KB 0.845 0.155
pAgsl 0.151  0.849
Bt 0.645 0.355

— 5k EE) LOBEIAELTRTHLE-D, &
Tk PR T REMTPEHET LI LIRS TR
{, ZORRIEHEEN UM ERHOEEZ 5.

3.1 4

R—EFANTIE, 77—V 2B Tt ¥ (1,0, ... I
WO TEET LD, ZOB, 59 LomEimhe L
T L7 IRV D USR] ITiE-> TRV U547 . IR
SUMERIZZEZER 5 DX HIERESHh, FhEho
MR [LEEF— T — FRESN T — 5 DB L
TC IR HHfER] #Kk3. 22T, ¥F—7—FZT&LIZ
B BIR) SIRERERET A ENRETHD, T
LoTET— LY I2BIT L8 FORENHEILENS.

3.2 iRY) B IHFEEREZTE O E A
IR Y T HESRIIRR 4 7 R TR %f%é# KETIE,
F— 17— FEGVEH - KAFNZENOHEITOoNWT, ik
DR E D BARB 2R Y. B, uhfu# 7 —
NESZ {w)}, F—T— Fw, PEEENT—5%C |
WY 51 BRERE ¢ TERT. F2, T &%/&mﬁ%
m (>2) &35,
3.2.1 ¥—7—FEEPEEHTH 354
HRMEDF—7 — FAEFICHBE LTV AEE (72E 2
R, WEHFRS, B4R L), %#—V—Fwiﬂf
LTUT2AT) 2T, IRV DUMHEFREZZET A LT
&5,

(1) [0,1) O—BEELEE m WAL, ... dm £T 5.
(2) bit%, A1 L b X EHILLZ b0 %IRD 45
JHERET D, $hDE, g5 =q;/ Yy D
oA, WY 5REE @%{%}ﬁﬂ&Mﬁ&&é

3.2.2 ¥—TJ7—FEEP KRN TH 315
HHNCTRTOF =7 = FHPA L2 WIS (728 21E
N&, 70 =U—=F k), £50L) 2R —7 V%
FHACHELZ LI TELRW., 2L BEAETYH, [F—
7= N w; D HIRY TR q;; & HEEINIZE NS B T
BI2EZIELUTOLINIZEDTRBL I ET, EHA %
FRICHEHTE 5.

(1) Kje{l,...om}P L, @#F&E Ny 2B He ©

© 2019 Information Processing Society of Japan

ARl L R LT by = Hi(wilj) %
CEH e LT o).
(2) Efi%, AFA1 £ L) EHIELAZbDRIRY &
TR LT 5. T2bD, g = hij/ > ey hik-
oW, Hx OWER K OAVUEHERE 2 5.

HY 5 (|

3.3 7IDOUZXL
HIROHE Y I FER 2 ) A7z, I—RETFROWMBLTE
=L FIORT.

(1) S, F— ¥ WEMAOH, ¥—7— NREHOHEEE
WA, Fo, T - F—T— FOBEFLIZHWS

A RIEMT 5.

(2) S 13, WEHRE L TR SUHEEEEL, R ISHE
MY 5.

Bk

(3)RIE, BT H7T—% dlxfL, BEF—T7—Fwx
ﬁ%Té.

(4) R 1, BEF—7— Fw CHT 3R I3RS

Vv, BEREC R UUET 5.

()R, =5 dBLU*F—"T—FwilsL, %
SN ELT— % E(d) BLUY 7 Ey(w) %, (4)
THRE LT C* IZREET 5.

(6)C* 1, R#%ﬁELtEﬂ)
2T, K5t DB ICBET 5.

M

(7) S, MEF—7—Fw 1THIET 2 HREER Q(w')
BEHRL, $RTOC ITRET 5.

(8) % C; 1&, B3t DB DKL I— FIZDWT, ¥ 778
MBEEREY Yy F T LDEMERT S

(9) % Cj ik, v v F LIy ZInd 2W51L7— % %
SITHEET 5.

(10)S &, §XTOC; »o2f5 L5t — 5 275
L, =% %H%

Bo(w) ZXET 729

3.4 %R 2T OEEREIC & B EE A MERE

REFREAVDE, HET7—5 2y THUISND Y 7
DHEIHIL I NS Z & 2 EFITRT.

HAREEDS —FEICBAZ 10 FANTOT— % %, #58
WFRA T =7 — F& LTEST L1, R 5 OERICHE-S
T2finT—5+t v 7| %b%i%% EEZL., 2Dk
&, ¥F—U—-F2HRETLF—% (&R0 10.6%1EE)
1%, FEFR0.362 TCy 12, MEF0.638 TCo ICBFRSINS T
B, RO 38RIEEDCy 12, EIRD 6.8%FEE LS Cy 125
FRINDZ LI D. MOFERFILIZOWT S FEFRICE 2
L, BT—=5 Ly 7 IEHINDL Y TOREIL L 2 1E
R6DEIHIIZHRY, ¥—T—FOHENPSLRELZLLT
WBZENRGHE. Lo, R GUEEZ HEER

244



BRI F=EHEE Vol.60 No.1 240-249 (Jan. 2019)

R 6 Y I7OHEESM, BLUK DBIIBIT S
Table 6 Frequency of tags, and the ratio in each DB.

5T C1 Co
Ep(#H) | 3,825 (0.071) | 6,703 (0.146)
Ep(##%)1) | 4,355 (0.080) | 3,038 (0.066)
Ep(KK) | 5,790 (0.107) | 1,092 (0.024)
Ep () 845 (0.016) 5,065 (0.111)
Ep(E) | 3,698 (0.068) | 1,986 (0.043)

e 54,228 45,772
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Table 7 An example of the adversary’s estimation.
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Table 8 An example of frequency of tags in the scheme 3.
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Fig. 1 Security comparison when prefectures are designated as

sensitive keywords.
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Fig. 2 The ratio of correct estimation for various number of
different keywords (1).
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Fig. 3 The ratio of correct estimation for various number of
different keywords (2).
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