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A Preliminary Study on a Vulnerability Scanner for Short-range
Wireless Communication

Shuhei SEGAWAT!'  Hidenori TSUJI2
Masaki HASHIMOTO

Abstract: In recent years, the use of [oT is expanding. At IoT, various wireless protocols currently exist due to technological
advances such as miniaturization / lightweight technology and wireless communication technology, but in general, small wireless
devices and their communication have security concerns primarily due to poor resource. Particularly with respect to IoT of the type
to be attached to the human body in order to acquire personal data, it is necessary to keep privacy. Therefore, In this research, in
anticipation of the spread of IoT which is expected to expand in various scenes from now on, in order to confirm the security
tolerance of small radio equipment and to make it the foundation for strengthening it, we will create a communication vulnerability
test tool. Particularly in new fields using IoT, it is expected that many vulnerable devices will be on the market, as in devices that
do not have encrypted communication during the transition period. Therefore, in some protocols, we aim to create tools that can
analyze data only if obfuscating communication only. We hope that the results of this research will be useful for preliminary
vulnerability examination and security collateral by each vendor.
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