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Abstract.

XML documents are transformed or synthesized into a new set of XML documents during information exchange. Access
control policies on XML documents must also be translated into new policies so that the same authorization decision is made after
the transformation.  Regarding this problem, we discuss simplifying policies after translation for efficient policy processing. In
particular, we discuss optimizing cascade settings on rules, and show a linear-time algorithm finding a policy having a minimum
number of policies.
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2. XACML(eXtensible Access Control Markup XML
Language)
XACMLI8] XML XML
XACML
XSLT
PolicySet
PolicySet Policy
1 Policy
Target Rule
Obligation
Target
Policy PolicySet
Policy Rule
Subject Resource
Action
Target
Target Policy
/
Deny-overrides
Rule
3
S
Deny-overrides ( ) $
Q)
Effect( ) deny P
deny permit
permit
NotApplicable permit
Permit-overrides (
Effect  permit permit
deny
deny NotApplicable
deny
First-applicable
app ( ) ML
<Target>
<Rule> <Target> Match
Condition True
Effect permit deny 1
permit deny
Context
NotApplicable
Indeterminate
2.
t
3.
1

0 1320

XML
XML
XML
XML
Permit-overrides
_’
_>
P
R XML
[3][5]
Ps
Ps
R
R
T


研究会Temp
テキストボックス
－132－


XPath
succeeding}

Pr

1 S

Pr R

Pr

4,
4.1 cascade

cascade

cascade

XPath

descendant-or-self
cascade

( )
P

deny
NotApplicable

cascade

0 1330

XPath
T e T
p e a deny permit
r
r
Pr
{child, n e
+ e ae)
T e cascade
- e ae)
€ cascade
S
) + e a(e)
cascade
€ a(e)
cascade
e
e
Pr
Pr
Pr
XPath
First-applicable, cascade 10
[2][6]
cascade
Pr
Pr
cascade
D
D
permit First-applicable, cascade 7


研究会Temp
テキストボックス
－133－


<1l,n>
<0,n> <0n> <0,n>
First-applicable, cascade 5
cascade
e
ale) {permit, deny}
n e cascade
+  ae e
cascade - ae e
cascade + ale)
e a(e)
cascade
cascade
10
cascade
X 1 +
cascade
y cascade
y
cascade
5 y
t y 1 y
0 cascade
4.2 First-applicable cascade
First-
applicable cascade
e O 1 a(e)
XML D
D Po
1.D e e rule(e) = “-
“ e e
{ey...ad &

D Poi
€ rule(e)
2. cost™ =0, cost =0, cost* = 1
3. foreachg in{ey,....a} {
if (a(e) =a(e)) then{
switch rule(e) {
case “+” : cost +=1; cost* +=1;
case “-” : cost +=1; cost* +=1;

case “+ 7
}

}

dse{
switch rule(e) {
case “+": cost’ +=1; cost +=1;

. cost” +=1; cost” += 2; cost* += 1;

case “-’ . cost’ +=1; cost +=1;
case “+ " : cost” += 1; cost’ += 2; costt += 2;
}
}
4. if (cost"=min(cost", cost’, cost*)) {
rule(e) =“+";

foreach g in{ey,....a} {
if (a(e) =a(g)) then{

if (rule(g) = “+")OR(rule(g) = “-") then
rule(e) ="n";
}
ese{
if (rule(g) = “+ ") then
rule(@) ="-;

elseif (cost* = min(cost™, cost™, cost*)) then {
rule(e) =+ 7,
foreach g in{ey,....a} {
if (a(e)# ae)) then{

if (rule(g) = “+")OR (rule(e) = “-" ) then
rule(e) ="n’;
}
}
}
dse{
rule(e) ="“-";

}
return;
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2. if a(e) = deny AND
uniform(g)="yes’ holdsfor every g in{e,...,a}
then {
rule(e) =“+"; uniform(e)="yes’;
return;

}

3. uniform(e) = “no”;
cost' = 0; cost'=0; cost* =1;
4. foreachg in{ey,....a} {
if (a(g) =ae)) then {
switch rule(e) {
case “+” : cost +=1; cost* +=1;
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case “-" 1 cost +=1; cost* +=1;
case “+ 7 : cost’ +=1; cost” += 2; cost* += 1;
}
}
ese{

switch rule(g) {
case “+": cost” +=1; cost” +=1;
case “-" : cost’ +=1; cost +=1;
case “+ " : cost” +=1; cost” += 2; cost* += 2;

}

5. if (cost” = min(cost™, cost™, cost* )) OR
(a(e)=deny AND cost” = min(cost”, cost’, cost*)) OR
(a(e)=permit AND cost* = min(cost”, cost’, cost* ))
then {
rule(e) =“-";
return;

}
6. if (a(e)=deny then {/* + */
rule(e) =“+";
foreach g in{ey,....a} {
if (a(e) =a(g)) then{

if (rule(g) = “+")OR(rule(g) = “-") then
rule(e) =*n';
ese{
if (rule(e) = “£ ") then
rule(e) ="-";
}
return;
}
7. It + */
rule(e) ="+ 7,

foreache in{e,,....a} {
if (a(e)# ae){
if (rule(fg) = “+")OR(rule(e) = “-" ) then
rule(g) =“n";
}

}
}

return;
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