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Assessment of National Capabilities Using
the Modified ‘Cybersecurity Capacity Maturity Model’

Shigeo Mori'!  Atsuhiro Goto'!

Abstract: The damages caused by cyber-attacks are becoming larger, broader and more serious. Now, even the essentials for daily
life of citizens, for example electricity, are exposed to cyber threat. Some cyber-attacks are arguably suspected to be parts of
national campaigns. Under such circumstances, the countermeasures by enterprises and individuals cannot sufficiently prevent
cyber-attacks from causing damages, and enhancement of proactive cybersecurity capabilities initiated by nations is needed. Then,
what capabilities does a nation have to have? It is important that a nation plans the political approaches for enhancing its
cybersecurity capabilities based on the recognition of strong and weak points in the various capabilities that nations must have. In
this paper, the authors propose the assessment of national cybersecurity capabilities using the Cybersecurity Capacity Maturity
Model for Nations developed by the Global Cyber Security Capacity Centre established around Oxford University in the UK with
the modification to the method.
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DRENIVETHAH. BEMIZEZ THTYH, FlziX
NI A N TR E 2 T T BRI RE MR 2B T D
ERH 5N, EOBEITEPITORNEICE D 288 /103:Kk
BB E, REETIIRD LN, HLLENS Z
TMBEERDENDFET HZEFALNLTHS.

T, BEMIZEDL S RV A =X 2 VT s8I0
E L~V TROOLNDDNERLTEHA RTA DL D7
HLOEBHDHDOTHAH I, BlZIE, SR 3 &
THZEDE, T AU N ENAEREEZERT (NIST) (2
EDEBEA LT TOY A NRN—t X2 )T 4 A LSEDLTE
DOT7L—AU—J[7]0, EFROLI bDTHS.

FEHEONRE LR CiX, EFEWOV A N—FF=2V
F A TA RTA AIFEL VD, HOF A X—tFx=
TARRDEREL LD LW IHIRRIEET D, 68 Eods
HEMD, HDVIX, BOESE S DICHIETORER T
LMD, EOLIBRIANN—x=2U T 48N ERILT
LZRED, EOXINERTENEEBRT 0 EHFT D
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2. BOYAN—tFa ) T1REBIMEDRA

2.1 ITU GCI

2017 42 7 B, EKEXEE#HES (International
Telecommunication Union (F&F5 : ITU)) OV A RN—tF =
UT 4 F—21%, FEOVA A—tF 2T 4 ~DOEHLA
EERITHEELE LT TR A AN—X2 U 7 1 5K
(Global Cybersecurity Index (B§#5 : GCI)) | #FHAE LAFE
L72[8]. GCILIX 2014 FIZHRRINTEY, 2017 FD Y
DON2EETHS.

GCLiE, iR, By, #Hik, wENBER, WHHD 5 >0
KA S5 25 HOBIBEICESSEERETHD.
ITU I, HEIC 1IS7THANS R 5EMELEML, B L
TEIZEMNS 237 #3HEL, ARLTWS. 2017 £0
FNEE, Z20ORaTER 1 OEBY THD.

# 1 GCI2017 fEH (LAZE)

[EliA GCIFR &5k
1 T R—IL 0.925
2 T AU BERE 0.919
3 ~L—>7 0.893
4 F~—r 0.871
5 TA =T 0.846
6 E—UT ¥ A 0.830
7 F—ARS U7 0.824
8 Ta—U7 0.819
75 X 0.819
10 HFE 0.818
11 A 0.788
12 HA 0.786
VT =— 0.786
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GCLIZ ITU OMEEE 193 »# E%E /83— LT\ 5.
BRI, BT T, v, R nE DT
bV, BIzIE, LTOXEIBRNETHD.

< A N—IATRIZBI I B ERIEEH B 2

cARET 7R AT L2EBIEH L0 ?
EHITHBIE B ICxE T BV A N—t X 2 U T ¢ JIFRIEIT
HLILTWNBEIN?

- AT E AN ER ST D D2

Y RLT VIR CE 22, ZhablloT, AN
—WENLEROZLELEESD, HLLTORAEN
ERLTVAEFEEWENARNENSHIRTH S.

2.2 Cybersecurity Capacity Maturity Model

KEA Y 7 A7 4 — FRFEEZHFLICESL SN, ZTr—
sV A NR—t X2 VT 458k Z— (Global Cyber
Security Capacity Centre) 1%, 20144F 12 A, WA X—&%
= U T 4 BB BAVE £ 7 )L (Cybersecurity Capability
Maturity Model) 1.2 fi&AFK L72[9]. D%, W DO0ND
EZRICBT 2 THRMEZT > 722 AT v 77— R L,
2017 422 A, HEDOLDDOH A "=t F 2 U T 1 HEFK
B £ 7 )L (Cybersecurity Capacity Maturity Model for
Nations) @FThii& L CHEY U —A L7=[10].

ZOETME, EEPAEOYA N—tx=) T 18
, YVATIT A4 v 7, 0, FENRKTETLE TS Z
EEIETHLEAME LTS, SN~k Fa )T
S BB, 5 DOERNLRDLEZEZLNTED, b
% [Dimension| &F:ATUN5. 5 D0 dimension (%, LT
DERY.

1L A NR—X2 T4 K)o —, BLO, K
2. A N—=b &t

3. YA N—tXxa VT 4 HAH, W, 2¥L

4. 1k, BXO, HflER

5. 1EHE, fHAk, KUY, £l

% dimension (X, W\ < 22® [Factor] IS, &5
IZ factor 1% TAspect] (235 S 41 CV 5. Factor X4 C 24
&, aspect 1T S3E D 5.

F, RAEESWIS CBEMARIT 6N TED, KT
TITIEZN% [Stage] L5, Stage (X 5 BeftdH V0, T
7 & [ Start-up ) [Formative | [ Established | [ Strategic | [ Dynamic |
Thb.

£ aspect O stage f#1Z, [Indicator| & MESSEERLE:ME
FINTWD. Indicator 1TFAE D —ATHEDH Y, &T
T LT enE, %3 stage ZEER L TCWD TR
Y AR

Dimension, factor, aspect, stage, indicator ® E3t% % X7~
T5&, M1OXSCk5.
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Dimension
Factor

Aspect

Formative [ Established | Strategic Dynamic
stage stage stage stage stage
Indicator Indicator Indicator Indicator Indicator
Indicator Indicator Indicator Indicator
Indicator Indicator

Start-up

M 1 T VRS OBR

I2MEHFEALT, ZhETIE, vV, BxHL, 7
— Xy, aVR, EERTEAAL  E2FERLTND
[11][12][13][14][15]. SGETRRAMEH L7e 7 B A A o M AT,
EERFINTOHARY. S, SToT7AUH, BLU,
710 TEHEEDKINEERE, B X, KMBRBITOA =T
FT T2 E bSETRE bETRRDZ NNV a v DET
NEFRALTTEAA L MEERL, FBREARLTND
[16]. HAIX, AR LRT A A MIEM L TWhgu.

AET VI, 53 fE D aspect 12 500 fifl &8 % 5 indicator A3
IRENTWD, Ty 7 A7 4 — NKREZTUHET AR
FOMRERLEBENSMLTEELLEZLOTHY, HL
NN TROEND VA NRN—tX 2 VT ¢ H8)) % ILFFHIC D
NR=LTN5EHDEERD.

3. YA NR—tXFa1 )T RNARFEDRE

31 YA NR—tEFa YT AEENBEOLEEH

L IIU®IC Tk bky, EELOHE, ENF
OREFAN—kF 2 VT 188, BLY, Znrwmibkd
L1-OORRIZEALTHA FEBLHZ L, THDH. 20Tz
DIZE L~V DF A R—tx 2 VT A EHEHETDZ L
BUETH D LR, ZOREE, ERFFORE YA
Nt X a2 VT A BNOEITHE ST, ENE ZA LN
LIABGMD Lo TV RITIER bR, Fan
Do TeH T, LR EOREMRILT 200 FHEED,
EBITIRENEERTL-ODO BN T EEEET DI
Thd. Krddl, M20E512725.

(Bl ] [ab |
T HEFE oot | [ Wdc |
FFo~ &
TLS [SRIEF o | [Hiok def]
Fikn | [EnD W 7Er | | ke |
A S ,

W N

e e S

X 2 REIMIE & bR R E O BGR
COBMTRA L, 22 TR LIEZERD 2D DY A 3 —

X2 VT A RRAMBEET ML, S3EE VD ZIRICIED
aspect IZFWVT, 5 BEREDORBVE KL R E L TR Y, 4748
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BTHhHD. Thbhb, KEFANFAN—tX2V T 1
RERETDHECTCORETA RERDZNEI DITHNTE
WT, ZORIEMED, EOREIINELS, EORNNBTHTOMN
EHIRT - 00REY —LE LTIE, EFITERALTVLD
EEZLND.

LkoT, KRETNLEZHNC, ELLOY A X—FF=a
UT 4 BEDOMEZEET D ZEIXIFEHATHLEEZD.
2L, EOEDNBM EOEDDT[ O E B, #
G2 AN—tXx 2V 7T A ROKREICHRT A Z L2 E
HIE LGS, RETAVZZOEEHEAL, KET LD
BEE D HIEHE - TEEAT 2 O TIER <, WEFEE—
ERM R L72E 5 A%, IER ORI E ORI IR TR T W
EEZD. WEIZT, TOHBRITOVWTHRRD,

32 AEAZRBROBE
BEFEEZSRET 2 HE, RET ML DEEARIERS
RE, P4 RX—tX2 74 @ROKREIZ, LVIEAHLL
FTFTBLTHD. FOEDITE, BELEKE, o
BN, EORBADBH L DNHMEICR L, Fz,
IR TETWRWEDIZTHNEHEEN TN D DNRES
Wb, DRETHDLEEZD.

FoT, MEFEOUBEE, LFOBENLMRFTLE
« 4% stage THER L T\ D HEOML, WHREL

- Stage & OFEA{L

BT, ZRENICOWTEEMR~NS.

33 EREBROMSME, ARk

ERDI=bDY A "=t F 2V T 1 RRIKRBEET VT,
HEARICLE TR IN TS, BlxiE, HAID aspect T
% 7% TIStrategy Development| 2331 % [Dynamic| stage @
FLRII T LB THD.

Continual revision and refinement of cybersecurity strategy is
conducted proactively to adapt to changing socio-political, threat
and technology environments.

The country is a leader within the international community and
the debate shaping the development of global cybersecurity
strategy.

DX, BFIXMRENEN 1 DD indicator, TDH
B EMZR L TWA. —J5, [Incident Response] factor @

[Coordination | aspect {2331} % [Established] stage IXLL T
DEITELNLTNS.

Routine and coordinated national incident response is
established and published between public and private sectors,
with lines of communication prepared for times of crisis.

International cooperation for incident response between
organisations exists to resolve incidents as they occur.

Z 2T, AFIDILD national incident response A3 establish
ENTWBZ L&, with LT communication line 73 &
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SNTWVBZ L, AN 29082 EMHTHD. L
ZhioT, ZOr—ATiE, UTFO3REeeTHHZI R
L, MEK stage ZEK TE 20,
cEHUANVDA T PRUSHE R TN L TV D
ST TR TE 2 BEMEN RS LTVD

- [EIBE T FHATRI AL L T D

ZIT, EFHELIE, XETENPNLTNDILDE[EA D
indicator |20 R4 DIEHEEFT 72, 4% stage ZEKR L TN D
PEPZHET DT THIE, T L 20k R EE
TR TIEROOTEDR, HELIZOL, MRRFO®E®IC
Hik T 2 720I2iE, @ indicator ZiEK L TWT, ED
indicator 23R E/R DAL T I2MLERNH D720 THD.

R, EPNTOD L OO, ZE L ITFFR N 0,
TRbb, XAT 4 TBRNETHY, FnaiiizLlTn5
MBI NWEEBEZ BN HORH 5. #l21E, [Organisation |
aspect @ [Formative| stage |ZLL FD L S IicENN TS,

A coordinated cybersecurity programme is being developed
through a multistakeholder consultative process.

However, budgets reside in disparate public departments
without a discrete cybersecurity budget line.

However LL FiX, THEN AT AT OHTFTHE ST
T, PAN—tFX2 VT HFHOTFRTITRVENS Z &
EBRXTND. 22T RICTEMETEHIA TS
Z @ indicator % i 7z & 724 0 T [Formative | stage & |3 fL72
SRRV END & BRE AR T EIF 2. L2 T,
however UL T i TR S W EE L.

[T & 97228 H T, Start-up) stage DFLE ¢ indicator &
FRARISRNWI L L L. RETNICET 2 —F FOBM
T& % [Start-up] stage |2 % indicator 2350k STV D73,
RIZZ 4L 5 @ indicator &3k L T e < T, [Start-up)
LRSS, TStart-up) XV TITIE stage 17206 Th
5. LIzRoT, 2B indicator 1E, TEffELWH XD,
WRREOHHATH - T, EHRL TWDIDERL TN E
BRETT 2 MBS 2 &k L7z,

indicator

3.4 Stage ¥I7E DL

Stage ¥/ EZ 1T ZH7=> T, £, indicator 1T, BEAL
LTWDDER L TWRNDZHE L T DI Th D03,
W< D indicator TiE, &< TETWRbIF Tl ifﬁb‘?ﬁ?

EIFTETWARY, $bbTE TV LS %%n

f%fw&w% YLD, LW E D 2/RRVIRELIC

. Iz 1%, TICT Security Standards| aspect ™ fStrategch
stage TIE, RO LI ENRRDLNLTWD

Government and organisations promote adoption of standards
and good practices according to assessment of national risks and

budgetary choices.
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YA R=ATIREERSNA NT T 7T 4 ANEAZRD
TVHENS ZETHDHA, SRz B\ TIX 5
LT D200, FEHLTHRNEZIALELD
THAHI. DI FHITTETND LV H IR
RETNVOHEFEIREZIE TRE] THLHA, @ik X

W HELEobosEE HE T 2 L EL, o
Bl EWOHIEEHAET LI L L L.

HO—R, FELTWLERL TWRWhEMrh
BN L TN, TOERPEITEE T TR 2425
72y, L9 indicator 35 5. B 21X, Llcb5IHLE
[Organisation | aspect @ [Formative] stage Ti%, LA T D &
HNZEINTVD

A coordinated cybersecurity programme is being developed
through a multistakeholder consultative process.

BBETEHBECY A X=X 2 VT 0707 T LD
INTEY, KRERE BTV, [R5 &5 HIEZE
52 LbEBZONDN, [ER T2 L& LT

o, RETAVOERLTEARA Y MFEE LT, &
stage D4 T indicator &K L TWDIHEIT, 2L stage
R E LT (Lo T, aspect I, 2: D stage |ZH
LZEWVHHENH D). FiL % factor IR L, & factor
D stage ZHETHZ LIl o> TN D.

FEHOPRETHHURFIETIE, factor HOEFITITH
9, aspect fED stage HIEZATHICL EDHZ L. 2

T &> T, WAFEHE S T28E ) BAAL TOFRVTF O3
BITE 5.
F 72, indicator D [k oK TREZE] OHE

ZRAUE, R TETWARNWEZDITIWEHE SN T-D)

HaIIND

35 AIEAZHBREDFTLS
EFEOODOHAN—X 2 U7 RRINREET V&

FAWTEHLARLVOHA N—X2 ) T 4 AZRETDHIC

&J?‘:o“( %@?ﬁﬂ“ﬁff*‘%%ﬁ'/f NR—tF =T 4 RRDORE
WIS A Z LA STHICEB WA ORIE T IEDOS B E

%33&“\7‘:. BEAA L MILLTO S ATh 5.

O EFTAVTRERXETENMLTWVDIH D%,
indicator (257 fi#

©@  FETRVE O indicator 2 5 ERA:

@ % indicator |Zxf LT [E#ERk] TG 12 oERk] &
M Z 7= 3 FEFECHIE

R

@ FHTROTWDEREZBEIEL TWHEAT TERK)
THIE

® Aspect 5D stage HIEIZ & £, factor /5D stage H|E
(ECE oA
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4. BAEY A/ N—tFX ) F1EEHORAIE

RAL— =L, EOVAN—FX= YT ¢ ERREICEH
BRI DHZEZHEMELT, Fa—s3L e AN —kF 2]
T AN LT, BEOZODY A N—kF
2 VT AREIRBAEET VA, WEFEICKRZMZ 125
ZTHEHLT, EL_AvOd A R "—kXx=2 VT 885 %

ETDHILERETLIODOTHS.

LovL, ZTnZ2HES/EICEA LA, #MhalokX s
RERBHETL 200E R T2 L1%, BREOFHEIC—E
DXEFEEZDLDEEZD. 22T, HBLETHLEED
WL DIRDOBPETH D08, BIERREELIFICRT.

# 2

RIECEE L, TAEOBR A LIRS 5121E, T A —
XU T BRI CFERk 27 /0D [17], TR CFERk 30 45

R [18],

[19][20][21][22]% % & B LT
PANR—EX =2 )T A BARAEET VEMEALIEX
RHET BT ACONTIE, 5. 20 OFRTHEMNTS.
Indicator D EREREFR 212, HERBROEHZE 3
IZ, aspect D stage HIEAL R 41TRT. R 2IFA—2A
D EIfR T dimension 1 D A5tk L 7=.

—U— FOHFLHL TVD.

(4 4 N—%F 2 U F 1 2015~ 2018 |

F 7=, 4 indicator |

FEHNZOWTIEEZRE D 72D D

YA N—%X =2 U T 4GS AE T T VRSL[10]% 2 BRFE

AYVAAR

Indicator D F N E OHIERE R (PRr)

: : Formative Established Strategic Dynamic
# | Dimension Factor Aspect y/n Keywords y/n Keywords y/n Keywords y/n Keywords
111 [Cybersecurity [National Strategy y :Outline of strategy y iStrategy established | y iReviewing process of y :Continual revision of
Policy and Cybersecurity |Development ’ strategy strategy
Strategy Strategy y iDevelopment process | y :Stakeholders' y iCyber exercises Contributing to
of strategy consultation in considered in strategy international debate of
strategy strategy
y iStakeholders y Implementation of y iMeasurement of K
involved in strategy strategy cybersecurity defined in
development strategy
y iCapacity building &
investment considered in
strategy
11 Organisation y :Cybersecurity y iCybersecurity y PDCA processes of Reassignment &
programme under programme agreed cybersecurity programme reallocation of resources
development for cybersecurity
programme
y iCoordinating body of | y Consolidated budget for Dissemination &
cybersecurity cybersecurity feedbacks about
programme cybersecurity programme
y iGoals &
measurement of
cybersecurity
programme
Discrete budget for
cybersecurity
113 Content y iRisk priorities of y iNational objectives y iMeasurement of ] y iContinual revision of
cybersecurity defined of cybersecurity cybersecurity defined in strategy
in strategy defined in strategy strategy
y iMinimum coverage y iProtection of critical Contributing to )
of strategy contents infrastructures defined in international cooperation
strategy
121 Incident Identification of | y iRecording incidents y iCentral registry of Regular revision of Adapted analysis of
Response Incidents incidents incident registry incidents
p_ Incident analysis
122 Organisation y :Key incident y iNational CSIRT y :Formalroles & Sustainability of incident
response responsibilities allocated response capability
organisations in
private sector
dentified | ¢ ool
y iAd-hoc responses y Roles& Adequate resources for Early warning capability
responsibilities of incident response
national CSIRT |
Capability to manage
threat landscape
123 Coordination y :Leading incident y iCoordination y :Subnational / sectorial Coordinating all Tevels /
response organisation established incident response sectors
designated organisations (.
Communication lines International coordination Regional coordination
for crisis
International p :Information sharing
cooperation in across sectors
incident response
124 Mode of y :Key incident y iIncident response y :Training & accreditation Scenario testing of
Operation response processes processes & tools for CSIRT members incident response
established established ~~~ _—- processes
y {CSIRT member y iRegular training for | p iSophisticated incident Evaluating effectiveness
training CSIRT members analysis of CSIRT members
training
y iLimited response to | y :Regular review of Tools against zero-day
national level incident response vulnerabilities
incidents processes
Forensics Regional coordination
International coordination :
131 |Cybersecurity [Critical Identification y :List of CT assets Audit of CT assets i Priority of CI risks Regular review of CI risk
Policy and Infrastructure  priorities
Strategy (cn Cl assets audit list Vulnerability & asset
Protection management of CI assets
m) [y |-k [p]: #5EmR | BESE
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: : Formative Established Strategic Dynamic
# | Dimension Factor Aspect y/n Keywords y/n Keywords Keywords Keywords
132[Cybersecurity |Critical Organisation y iInformal information | y ‘Information sharing Centralised management Ability to adjust of CT
Policy and Infrastructure sharing between CI established between of CI protection protection
Strategy (€I & government CI & government
Protection y Formal & consistent Public awareness . p :Irust between CI &
information sharing campaign of CI protection government
between CI &
government
Point of contact Su%[ily chain management
of
y :Government
engagement in CI
protection
133 Risk y iAccess control p Standards & best Cybersecurity oriented Regular audit of CT
Management implemented in CI practices in CI risk management in CI
and Response y iBasic capacity p :Risk management Regular review of impact ndirect costs inclusive in
against cyber threat processes in CI analysis of CI mpact analysis of CI
in CI ncidents
y iData security policy | p :National Cl incident | p Regular review of CI
in CI response plan incident response plans
Regular review of
resource allocation for CI
protection
p ;glls1der threat detection in
141 Crisis Crisis y :Assessment of y :National incident High-Tevel scenario of Peer observance of
Management |Management 'exqrézls? of national exercise done national incident exercise national incident exercise
inciden
y iExercise planning y iAppropriate . p | Trust between participants National incident
organisation resources for national of national incident exercise contributing to
designated for incident exercise exercise international challenges
national incident
y iStakeholders' y iRoles in national SMART objectives & KPI Internationally shared
participation in incident exercise of national incident result of national incident
national incident defined exercise exercise
exercise
y ilncentives to Evaluation of national National crisis )
participate in incident exercise management established
national incident informing investment
exercise
y ilrained monitors of | p iNational crisis .
national incident management aligned with
exercise international best
practices
y iEvaluation of y ilailored reports of
national incident national incident exercise
exercise
151 Cyber Strategy National-Tevel threats Cyber defence Dedicated resources for Rules of engagement in
Defence identified strategy exists cyber defence cyberspace
Capturln% landscape of Military doctrine in
1-Tevel threat cyberspace
efence strategy
meets objectives
152 Organisation y :Dispersed cyber Defined Advanced capabilities & Cross-border response
operations responsibility of situational awareness ability
cyber defence
organisation
153 Coordination Cyber defence oordination p Analytical capability in Leading international
capability between CI & yber defence debate about cyber
requirements agreed defence defence
p Intelligence sharing trengths & weaknesses Intelligence shared with
between CI & allies
“defence
161 Communi- Communi- y :Gaps in emergency Emergency response nt Optimised for extended
cations cations communication assets hardwired communications for key outages
Redundancy |Redundancy identified stakeholders
y iEmergency Communication Interoperability & Assisting neighbours
procedures between emergency functionality under
established response functions compromised situation
distributed
Testing, training, p Evaluation of national
drills of emergency cident exercise
response :informing investment
i Contribution to
international
communications'
redundancy

(Dimension 2 PLFIZE M)

#* 3

MRk TERSTIERR) TRE] O

Stage Formative Established Strategic Dynamic &5 wat
Dimension FER oY AHE|VERR FSY | TERK Sy RIE AR WY RIE AR HOY |
1 {Cybersecurity Policy and Strategy 2210 2 30 4 6 13116 17| 2 3 027|167 23 052|142
2 :Cyber Culture and Society 19: 0 0|19 3 1 9 6 2 4 111 |49 i 16 | 18 | 83
3 {Cybersecurity Education, Training and Skills 13 1 1 16 1 4 7 11 0 7 9 |34 16 i 25 | 75
4 iLegal and Regulatory Frameworks 24 1 1 21 0 9 12 0 0 19 6 3 20 | 63 4 149 | 116
5 iStandards, Organisations, and Technologies 27 0 0 |24 4 7 15 6 2 10 § 18 | 61 {29 | 31 | 121
=Xl 105 2 0 4 [110 12 27 | 47 (47 (59 |12 27 | 85 |274 88 (175
Indicator (& &t 111 149 153 124 537

[Formative | stage TI% [ »% 105/111 (9.6%),
[Established | stage Tl 110/149 (73.8%) & i\ A3, T Strategic |
stage Tl 47/153(30.7%) , [ Dynamic | stage T3 12/124(9.7%)
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LIRS 20, R TIE 274/537 (51.0%) & K95y O ER T

HD.

Dimension B\ 7.2 &, TEEK] O dimension 1 7> 5
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NEIZ, 47.2%, 59.0%, 45.3%, 54.3%, 504%& 78> Tk D,

dimension |2 X 2 KERZRII R LN,

#F 4 Aspect 5D stage HIE

5. £&O

ARR—=N—=TlL, EEDIANR—WENLERORZRE
DR EEESFDHOIEHOY A "=t x 2V T 1 HES %M
EERZZENRMETHD ZEERR, FORENME EEX
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Dimension Factor Aspect Dimension Factor Aspect
Cybersecurity [National Strategy Development Legal and Legal Framework | Legislative Framework
Policy and Cybersecurity Organisation Regulatory for ICT Security
Strategy Strategy Content Frameworks Privacy, Freedom of

Incident Identification of Speech & Other
Response Incidents Human Rights Online
Organisation Data Protection
Coordination Legislation
Mode of Operation Child Protection
Critical Identification Online i
Infrastructure Organisation Consumer Protection
(CI) Protection  [Risk Management and Legislation
Response Intellectual Property
Crisis - Legislation
Management Crisis Management Substantive o
Cyber Defence  [Strategy Cybercrime Legislation
Organisation Procedural Cybercrime
Coordination _ __|Legislation
Communications |Communications Criminal Justice |Law Enfprcement
Redundancy Redundancy System Prosecution
Cyber Culture |Cybersecurity Government Courts i
and Society  |Mind-set Private Sector Formal and Formal Cooperano_n
Users Informal.... Informal Cooperation
Trust and User Trust and Standards, Adherence to ICT Security Standards
Confidence on  |Confidence on the Organisations, |Standards Standards in
the Internet Internet and . Procurement
User Trust in E- Technologies Standards in Software
government Services — Development
User Trust in E- nterne Internet Infrastructure
commerce Services Infrastructure Resilience
User User Understanding of Resilience _
Understanding of [Personal Information Software Quality |Software Quality
Personal.... Protection Online Technical Technical Security
Reporting Reporting Mechani Security Controls |Controls
H eporting Mechanisms -
Mechamsms - P . 9 - gry;:tolgraphlc Cryptographic Controls
Media and Social [Media and Social ontrols _ .
Media Media Cybersecurity Cybersecurity
Cybersecurity |Awareness Awareness Raising Marketplace Technologies
Education, Raising Programmes = " Cyber Insurance
Training and Executive Awareness esponsible : :
Skills Raising Disclosure Responsible Disclosure
Erdamev_vork for [Provision _ S-u : Start-up, F: Formative, E : Established,
ucation Administration S : Strategic, D : Dynamic
Framework for  [Provision =
Professional Uptake s
Training P [ BES
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