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Compiler Classification from a Code Fragment
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Abstract: Even with the same source code, it is known that the distribution of outputted execution code
greatly differs depending on the type of compiler and setting of optimization level. The feature of the com-
piler was thought to appear largely in specific parts such as “how to specify arguments of subroutine call”.
Other parts were thought to be noise of compiler classification. In the past we have proposed a method
which can classify whether or not it is executable code from a fragment of a file of size of executable code 16
instructions with accuracy of 99% or more. For this classification of 15 classes combining compiler type and
optimization option, we conducted experiments on classification accuracy using this method. As a result, it
was confirmed that classification can be performed with an accuracy of 95% or more. Therefore, we found
that the differences in the distribution of execution code caused by different in compilers are so large that
compiler classification is possible with only 16-opcode-sequence.
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IZFEITI— RZHWAESILY 7 ORI EIEREFE
ZHEAXEAGE, YOLBEMEFETINGT Y
IR I ATHY, REDOFELYEIV A SDOEES
WL ZIT DA HEMEN D B

BWEDOE A< DFET, FEFEZHT7 71 IVOW
MOFEFI— RNENE 99N EOKEE CTRBTELF
% (o-glasses) ZH2EU 7~ [4][5]. ZOMEIX, AhT—4
% x86/x64 FIFTI—RE&ARL, IhrEEEMNIIE
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72 RFX T, o-glasses DMEBEMGE % 17\, o-glasses Y
AV FHECIZHILRTRETH S Z L 2O MU 7.

FSXORSBIFIRD E B THB. H2HTlE, RigxXD
BEMgE 2 I BT 5. 26 3 EiTIL, BEFETIE o-glasses 12
DWTHIAT 5. H4AHITIX, IV T HEEIZ o-glasses
ZHEAUZFERICOWTEHEd . 5 /T, ZLRET
W, FeHiTELDD.

2. BHEMRE

2.1 AV SHERFTI-NIIEZZHEICETIHE
Walenstein 5 (&, FEFI— RPFEBL TV I &IZ&
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VS ENMEE RT3,
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AV NEEREMALTEY, ZHEEFI—RPIFE
AZEEDTWSE., ULNLLADSL, TFAM T AV M
X3V S OFEPRELA T 3 v OREEZIT RN
F) V2477 0DTF—ZERELTVS,. Lizdio
T, BidR U7z Walenstein 508 f L 72, 7077 L12) v
PUEIATI)DREBEL NS EEIFE-OT WD,

3. 1d-CNN L L 2 ET3— FDRHE

ZITIE, HBAMBRICRBEUAZETI— RORBICH
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1 Schematic diagrams of a CNN and an MLP
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2 Illustration of the one-dimensional convolutional architec-

ture

3.1 CNN

o-glasses I&, CNN DJFFTZAE & BALA &\ D R
WHEBHLTWS., X1 D0LMIE CNN OE&X %, GHli%
2fE6 (FC : Fully-Connected) OBE&R 2R LT3,
WRTEEY, 2fAIEE ) — RBITRTERLTHED
XL, ONN 38 Z & IZERORIR 272> TW\Wa. il
BlIXEMOEO—ORBFRNET—2% AL LT3,
BFRT—R2% AL L T30, IROLGHIOETT—
BeRE KRG E LN R>TWd., BEALAIR,
Bt ERD ) — ROEAZLETLHAMATHS. K1
THNIE, HED3IARDFIAUEAZ AL TS, 7K
B 3IADMERMUEAZILAEL TWDE. ZOREMZAEYE
ZMMATEILT, ANT—RXOBENFKELTE, Th
TR EEN % R > 2R A O R E HV S Z &
ARE L R D,

WS OPDINTA=Z (T4 VAT AKX, T4 INADE
X, ARTIA RBLOTONRT VD) BNEAAAEOHL
S ZEFELU TS (H2). 740851 X (K) IF,
HHTZ 71 V8 (RMZEE) OKREITHSL. 71N
ADWE (D) Ik, 74 NVEAOHEEHDZ LT, ZOMEMNE
DEEHRNEORILBESE. ANTAR (S) 1K, 74
REBEHIEDETHD. YONTFT 4 VTIMEHL BN/
b, FHITBRZN, ANEORZ W eddE, HiE
DI (W - K)/S+1THEA5N5.

3.2 NEv NEERGSHDBAMZRE
o-glasses I, FEfTI1— ROFZFMIFHMLTH I L2 HIEL
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Program CFB

0000:83EC14 SUB ESP, @x14 0000:DACF ROR BH, ©X1
0003:53 PUSH EBX 0002:11E0 ADC EAX, ESP
0004:55 PUSH EBP 0004:A1B11AE100 MOV EAX, [@XE11AB1]
0005:8B602428 MOV EBP, [ESP+0x28] | | 0009:0000 ADD [EAX], AL
0009:8BC5 MOV EAX, EBP 0008:0000 ADD [EAX], AL
000B: 2080000000 SUB EAX, @x80 000D: 0000 ADD [EAX], AL
0010:742D JZ Ox3F 000F : 0000 ADD [EAX], AL
0012:83E840 SUB EAX, @x40 0011:0000 ADD [EAX], AL
0015:741C JZ 0x33 0013:0000 ADD [EAX], AL
0017:83E840 SUB EAX, x40 0015:0000 ADD [EAX], AL
001A:7408 JZ 0x27 0017:003E ADD [ESI], BH
001C:50 POP EBP 0019:0003 ADD [EBX], AL
001D:BBEQFFFFFF MOV EAX, OxFFFFFFEQ | | 001B:00FE ADD DH, BH
0022:5B POP EBX 001D:FFo9 DEC DWORD [ECX]
0023:83C414 ADD ESP, @x14 001F:0006 ADD [ESI], AL
0026:C3 RET 0021:0000 ADD [EAX], AL

3 The results of disassembling a native-code or CFB (.doc)
file

723y b7 —=7FTNTHS. FTI— & LKTITUEA
728 DEANT—2EL, 1d-CNN ZHWS LT, 11
FIZEPER UV ARMEZAT2EKTS. ZniZ&Y, €
DIREABED & T3 A 5 OBIRIEITE B U 22 BB I 0
5. EFA—-RBELUFEITI— RS DHIE LT CFB X
774 (doc HE3RF, xIs 53R, ppt HEARFE) 207
U TNURERER 3ITRT. FIRTEEY, x86/x64
DB DOEIIIHELZTHD. UNEHAIIEMEL 20D,
4% 1byte $27 23— RUARWE RN GEREIIAFIHL
BoTWd., TOEDIRFFIA—RETDEEANT—X
EUGE, 1Rl B U AZRIZETOREKIZITS Z
LIFTERY. £IT, ANINDEFTI—-—RENEY L
DREERMFIEBL, 74NVAFA XENETD, 35
2, ANTAREN LGB LT, EEEMDORMI
LU 7R 5B ORI b,
x86 D&, Intel DIERRE = AL &, EANIZMTOE

X 15 byte IZHIRI N TWD [11]. ULAULARAS, GEE
1% 15 byte D% E X2 Z LN TE 5. Intel DHEFEEIZ
ELTFDO LS IZEHABINTNS.

Exceeding the instruction length limit of 15 bytes

(this only can occur when redundant prefixes are

placed before an instruction).
o-glasses Tl&, &D%, Lk ELOEIDHIRZEZ /24
EXBTED L DIC U7 128-bit (16 byte) FERE L LT
Wb, 220, B LORIBRIZA.

3.3 o-glasses

o-glasses D3 Y N — I &kEX 4 IR, ABT—X
1%, 2048 ¥ MERIHIT, 128-bit EEEMFICEHIN
EFI-RE GO E LTV, 1EHIE 1d-CNN
T, 74NVEYA X% 128, AT RE128& 0L, 1 @4
DOR/FZETZEEL TS, HAXNEZF ¥ 2D
HIIE, 96 THB. 2EHE 1d-CNN T, 74 )&RY 1 X
22, ANIAREL FYURILVDEI%E 256 £ LT
5. ZOREIZEY, 2 00 BHOBEROREEES Z L
EHIfFL TS, 3~5 BHIZEHAT, / — REIE 400,
400, 22 LTW3. F/2, 3~4BHDASESIZIE, 2V
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x86 Instruction

83EC14
53
55
8B6C2428
Binary 8BC5
83 EC 14 53 55 8B 6C 24 52230@%@@
28 8B C5 2D 80 00 00 00 83E840
74 2D 83 E8 40 74 1C 83 7410
E8 40 74 0B 5D B8 E@ FF 83E840
FF FF 5B 83 C4 14 C3 7408
5D
BBEGFFFFFF
5B
83C414
c3

/

FC5

Softmax Cross Entropy

Our network

™ m 128-bit Length Instruction ™ —

o

4 Outline of our 1d-CNN

M= DFE T A% &) ZEAIEEEIT D
&, 2015 FIZ Toffe 5 A% L 72 Batch Nomalization[12]
2D ANTW S, HEEOEERRESIE, UTFOXTR
IND ReLU[13] ZfHHL T2

f(u) = max(u, 0) (1)

H 8 OTEPELEERUE, Softmax B ZHHL T3, 2w
M7= OHBRBIZHE LW T 5 ARk L RO — R
ZAUN, FHEI=LOEI=Y N k(=1,...,K) DA
H&uY THEALNEE X, Softmax BIEUZM FOX TR
INd. "
_ oy exply”)
Yk = 2y, ZjKleXP( (L )) (2)
5z, mERAREREZ Y bOY—2fHL TV, A
h7—42% z, € {0,1}208, ZHif55% t, € {0,1}F, b
L—=VIH VDR E N, 3875 Ak K, T
NIA—REwrkddE, RELYMAE—ILARORT
RIND.

Ey(w) = — Zng:1

rk

tnk 10g yi (2n, W) ®3)

3.4 SGD

Z DA E RIMET 27280, o-glasses TIEMERNA)
lidB% R 7% (SGD: Stochastic Gradient Descent) % {3
%. SGD &%, @il > T hn=1,...,ND>H—¥
DY > T % CGERZERB E(w) 2 5/MET 2 &5 1
NI RA—REFEHFTDHIETHD. E(w) ik, Kl
TN DEFIZOWTCEHEINDE B, DML L TRD
ATHRIND.

=Y Eu(w) (4)

BIEOEAZ w!, FEBEOEAE witt L42L, N
A—=BDOEFIIRDOATERIND.
OE(w)

+1 t
—wW -7
ow

; Q)

'w—wt
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ZZT, nld, FHEEBEH (learning rate) TH 5.

o-glasses Tl, BUEGIHZRRIT 2720, I=N\vF
(minibatch) ZFHTD. Tk, EADFEH %Y >~
T 1 DHALTIT S DTIRARL, DEOFIMY >~ TV Dk
EEOLFELDIZL, TOBMTEALZEHTDL. mE
HOI=NyF%& N gL, 28>y TNz
Mwﬂ@ﬁ@ﬁ?%ﬁﬂé.

BawW) =y 2 BaW) (©)

neNm™

4. B

TOTILINET VALYV TY VU a— RETFIC
COMEI VI S ORIBE-> TS0 2RSS~
», o-glasses T HWTLANDERE TR > /2.

4.1 RRT—YD#EE

AR TIZEEBRZ NI TDRET T &S 55k
TAVNRAININSZDW] D> TS YV TN+ HEu
HTHD. TIT, 1 VZ—FXYNETAFTELZA—T
V=AYV TR ZTDY—AD—REFHALZ. SHEIZ
GitHub™! ECA—7 vV =AYV 7 vz 7 2EL, EH
DAV T TREALNIVE R & TRKR IZEZR
MEAVNRAINEITF>E, ALK UEA TV o
I N7 74Oy ZIERE TIZET I — RS DA% Y
DL, BHENSIEEFIC 16 AT O g e TT—
2ty NEEKLZ. SREMLU 3251 T 1d Visual
CH++ 2007 (VC2007), Visual C++ 2003 (VC2003), GCC
B IV Clang D 4FETH . VC2003 IF 32bit DA T3
VIS U, FNLAAME 64bit B L O 32bit D STV
NANUTFz. UEoT, ARICU4 T ADT =21y
MNeZZo>TW5.

F/2, ANMT—=E0FEFI— RTRVEEIINIGT S 7
B, Others] &I INAHFLAET—4® Y }\%ﬁfﬁkbf:.
*I https://github.com/
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ZhiE, XEI77ANVEGIERLE. XE T 71V,
XEE, Wi, AXT—RBRERRLBEEOT—ANEEN
TWb. TO—HT, ZOXET7ANVNBYIVT =T TR
TIE, FEf7a— RBEEN TV S AEEME IO TR0
LRbhd., TIT, BAIIMBLY IV EHWT [rtf],
docl, Tdocx] B&U Tpdf] DAFEFHD T 71 IV EINEL,
VirusTotal*2 ZFHUL, DA NVAKNEY T NTEFDT 71
IRV 2T & UTHRAIINANZ L2 R L. 20D
ET, XFEI77ANVEFEFTI-ROESLARLT, %M
MHIEFRIZRBICE T TV LT I6 @S0 T OTF—
2EYYHT LT, [Others] £ I RIAHFUT—4
Ty NEERLU .

TORER. 15 77 ATIEN 21,04 D7 7 1 VInbE
7t 4,987,513 [ADFFE T — R T X 7=.

4.2 AVNRASERBIEF T a VD8

MUTOFERIZENT, FEEOHEIX 10 735128 EMGEE % 1T
W, TOWEE LS, BMFEE TV —LTU—2J & LTH
A UZZDIL, Python 2.7.6 L Chainer 4.0.0 THd. ¥
FRENX 0.01, I =%y FH 1 X 1,000, epoch [HIEIX
50 THd.

TRy NOMES K UEBROMEER 1 I0RT. &K
@ [Compiler] &3>850 FOFEHH, lArch.] ZHIIIH
527075 5T—RORKECPUT—FT27F v (32bit b
LU 64bit), [Opt.) (FEG#ELA 7Y 22T [Nonel I35
B2 L% Max] I ZRKROFR#EZ/RT. [Filel 33
YIRALIIZEHI U727 7ANVETHY, TDT 7AIVinb
PER U 723l — 2 #% Sample] TH 5.

[Precision] GHAHR) I&, SEEROFIZEDOFEE MR
NEENEINERL, MFOXRTRINS.
TP

Precision = ———
recision = s (7)

Recall] (FB{H) 1, EMDSH EDOREDNHT DT
LINTEERL, UMTFORTRINSG.

TP
Recall = m ; (8)

Z 2T, TP IZEEMY (True Positive), FP (X585
(False Positive), FN &4 (False Negative), TN I&
HiaPE (True Negative) %R

F-measure (F fl) I&FIR L HEEGROFHMFEE Z B>
FMETHY, UFOXRTRIND.

2 - Precision - Recall

Fmeasure =

Precision + Recall )
Flilxdsd 1 o025 AIZEEH L EZFMEETH Y,

SEDOERIZL I T ANETH D720, dHiifgiEs LT

Macro-F1 & & Uf Micro-F1 £ 3k 7~. Macro-F1 3% 7

*2 https://www.virustotal.com/
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AL DF EOHEMFEEITHY, Micro-F1 IZ24AD TP,
FN, FPB LU TN 2HIZULTHh S FEEZHELAEDT
H5.

5. B

5.1 A/ 1 S DOEHEEMOFE

FEEROKER, TOthers] MAICEHT DL, £fra—R
MEDPD D FEREEIL F ET 0.9972 TH o7z, Frx MBLAHT
fFo72EFI— ROELD 2 HAHEERIE, IV 1 50D
FEEEAY VO2017 D 32bit THRARDE#EALD 1 FIHD AT,
F 43 0.9990 TH o7z, SR VI3, 5 OFRFEMNEIZ
IBFEEML T 15 77 AL B ->TH, Ef7a—R"»
BINOEIIDNTIE, HEREAIEE A CET L TR,

ZDZ s, VL IOBENEINLAZE LT,
EFI— RPEDPODEREEIZIRZTEACHEEZ LS 2R
ZEMPMoT., ZOZEens, REHBDIVINA T THE
RINZEFI—-RTH->TH, x86/x64 DEFI—RT
HAUE, TV TOWERRIGR->T VWAL LTE, 5
FA—ROEPOREIFEL T2 eMfFIN5.

5.2 AV/IRASDEE

INET, AV IBNHENTEIEITI—ROERLL
T, B TN—F VIR L DOFIBOEEETE] % 54
4y DFEIR | 72 EOREEH S AIME T V81 SHEED
J AR BRBAEMENEZSENT O 6] ULALAENDS,
SEDEBROFER, EfTI—R1L5HEEELZ 16 a0 D
I— R 2T enTINE, MEBIZBEINT
HWHETIV S TORENTE D Z L Nbnor.
W22 Y, 16 e DI — RIFTHo>TE IV
DLW ZITDIeWbhro7z. 20D 16 malk, —
MRS L) NI RET - RY A XTH D20, &
TaA—REAWVEZEWEEZTO285481E, 2V 0%
HEHIRE UCTEYHT— X 2 HEMTI2HERD D,

Nl

5.3 BNV ISM4T3) DHE

B 51%, HBFETT77ANNSEY) {3 — R OAL
EERILENS 1 MFDOAT A RIY, FERTHWZF
BHRTABU ARz TEHMLAZEDZRL TS,

MOt £ Ml [Bit-Image] &, /N FVITF5 1 & [Stir-
ling] EAUFETET I 7AINEAHRALLEZEDTH
5. Bit-Image I& 1 ¥ 27X I)Vix 1 31 MIxFEL, NULL
(0x00) FE, HIECFH (0x01~0x1F) IdoKE, wEH
XFH (0x20~0x7F) 1377, TOMIZRAITINT 5.
KDY D 3 DD, o-glasses T15 7T AL 7~
BREEALAZEDOTHS. LlFa V31 T ORBEITE
HUZEGTHY, BEAFIE Visual C++HIZEH LU &G,
FflE Visual C++IZEHLDDNA—=Y 3 VEWNIZDOWT
IFERZYTRVERTHS.
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Table 1 The overview of our dataset and the result of our experiment

Compiler  Arch. Opt. File Sample | Precison Recall F measure
39bit None 1,170 369,605 0.8885 0.8824 0.8854
1
Max 1,147 255,143 0.9196 0.9204 0.9200
VC2017
64bit None 1,456 540,568 0.9935 0.9916 0.9925
1
Max 1,242 542,020 0.9841 0.9813 0.9827
39bit None 1,350 292,277 0.8513 0.8534 0.8523
1
Max 1,306 270,743 0.9236  0.9268 0.9252
VC2003
None - - - - -
64bit
Max - - - - -
39bit None 2,111 227,004 0.9793 0.9793 0.9793
1
GCC Max 1,844 239,821 0.9372  0.9459 0.9415
64bit None 1,582 283,276 0.9876  0.9858 0.9867
1
Max 1,580 287,775 0.9245 0.9281 0.9263
39bit None 1,205 101,024 0.9628  0.9664 0.9646
1
al Max 1,196 86,521 0.8533  0.8353 0.8442
an
& 64bit None 1,892 332,278 0.9893 0.9884 0.9888
1
Max 1,883 246,500 0.9194 0.9086 0.9140
Others 130 912,958 0.9951 0.9994 0.9972
Total 21,094 4,987,513
Macro 0.9406  0.9395 0.9401
Micro 0.9544  0.9543 0.9543
Bit-Image Visualized by our method
VC2003(32bit/none) VC2003(32bit/none) VC2003(32bit/none)
_ 0x20 VC2017(32bit/none) VC2017(32bit/none) VC2017(32bit/none)
£ 0x@1-x1F VC2003(32bi t/max) I VC2003(32bit/max) VC2003(32bi t/max)
gou 0x20-0xTF B VC2017(32bit/max) [ vC2017(32bit/max) VC2017(32bit/max)
3 g—‘ 0x80-0xFF W VC2017(64bit/none) VC2017(64bit/none) VC2017(64bit/none)
E g VC2017(64bit/max) VC2017(64bit/max) VC2017(64bit/max)
Fa GCC(32bit/none) GCC(32bit/none) GCC(32bit/none)
GCC(32bit/max) GCC(32bit/max) &[] GCC(32bit/max)
[ GCC(64bit/none) [] GCC(64bit/none)  =====[] GCC(64bit/none)

I

] Others

= [ GCC(64bit/max)

_ I Clang(32bit/none)
~— M Clang(32bit/max)
[l Clang(é4bit/none)
~ " Clang(64bit/max)

[ GCC(é4bit/max) [] GCC(64bit/max)
[ Clang(32bit/none) -~ — [] Clang(32bit/none)
=[] Clang(32bit/max) — ~——[] Clang(32bit/max)
=[] Clang(64bit/none) =[] Clang(64bit/none)

[ Clang(é4bit/max) [] Clang(64bit/max)

[] Others [] Others

5 An executable file visualized by our method

BlUIRT & B, 73— RS ORI & £ Thiifb
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HNRIT 2 TR o728 2 A, BB RFET 7 71 VOFE
FHIWMER U2 BONdETI—RTHY, BPESITH
WYY 5475V Thorz. VU IINIHNY V7
177V DFET, H—rrYarhilE@RoREtA T
YavTavISAININEEFTI-RWMREELTWE 2,
MHERTE /2. AT, o-glasses IZZ DKM % EF < AJ#H
bd2ZenTE .
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INEZFETI—ROAPEEND WHREMENE RS,

5.4 o-glasses DRF
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TH U 72 o-glasses 13 x86/x64 MDFEAT 31— R DOFERITKE
LU BB TH DI, AT —REEERMSICERT
550 % 2 G L ARM % MIPS D fthod CPU 77—
TIFXICHIET LI EIEARETHL. LNLENS, 2
DUAED CPU T —F 77 F v ICHAKHITIET S Z & ET
KE~NAN

6. BbHYIC

AR TlE, BEFTIE o-glasses % I 2 /81 T HEEIZH
AU, ZOMREHEZITo7~. TORE, 16 a0 DFEFT
J— R 5 95%DKEE Chol{bA 7Y a v e &dza 8
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TR AS T V8 SHEEIZE IR T X 2 Z D 5 5L
ol

S#1E, o-glasses D H ATREFHIK IC DWW THIZHER & 17
D & EIT, FIET ORNHRALIZEBRT £ % £ 512 o-glasses
DIGFHIZDWTHIEZ1TS.
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