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Analyze of Dynamic Analysis Log
for Estimating Object of Malware Infection Activity
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Abstract: In recent years, the number of attacks via the Internet has increased, and the damage has become
serious. Attacks via the Internet generally use malware. As the number of attacks increases and at the same
time the types and numbers of malware are increasing day by day, measures can not keep up with analyzing
malware one by one as in the past and taking measures for each malware. Therefore, if the purpose of the
attack is known in advance, it can be considered that measures can be taken that can intensively defend the
objective part. In this study, we analyzed the commonality and differences between specimens having the
same attack purpose using Soliton Dataset 2018 which is dynamic analysis log, and report the results.
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Table 1 Result of behavior labeling
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evt=file subEvt=close
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psPath="C:\Users\**\AppData\Local\Temp\fxvtd.exe"
path="C:\Users\**\AppData\Roaming\Microsoft\Windows\Cookies\index.dat"
read=32768 write=0 size=32768

03 ODO00OO0OOoOooo
Fig. 3 Example of dynamic analysis log
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Table 2 Word creation rules
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start ps:start:<category>
ps psistart:<path>(Windows 000 0000000000000DO0O0ODOOOO)
oo ps:<subEvt>:<category>
file:read: <category>(read=!0 00 write=0 00 0)
close file:write: <category>(read=0 0 0 write!l=0000)
file file:close: < category>(read!=0 0 O write!=0000)
copy file:copy:<src category>:<dst category>
rename file:rename: <src category>:<dst category>
oog file:<subEvt>:<category>
reg ooo reg:<subEvt>:<category>
con, dcon net:<subEvt>:<category>:<port num>
net ooo net:<subEvt>
ood ood <evt>:<subEvt>
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Table 3 Filepath category
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system C:\Windows
pefiles C:\Program Files
userprofile | C:\Users\<username>
appdata C:\Users\<username>\AppData\Roaming
temp C:\Users\<username>\AppData\Local\Temp
public C:\Users\Public
pgdata C:\ProgramData
C:\ProgramData\Microsoft
startup Windows\Start Menu\Programs\Startup
C:\Users\<username>\AppData\Roaming
startup-usr | Microsoft\Windows\Start Menu\Programs\Startup
other ooo
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startup CurrentVersion\Run 0000000 1700
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CurrentVersion\Internet Settings
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Table 5 number of extracted words
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1-gram 318044 208
2-gram 365655 2575
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Table 6 Feature importance (Top 5)
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file:create:other 0.207
reg:create:inet_setting 0.147
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node #0
file:create:other <= 3.5
entropy = 1.8171
samples = 81
value = [15, 30, 7, 29]
class = encrypt
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Fig. 4 Decision tree near encrypt class
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value = [5, 0, 0, 9]
class = infotheft

)

node #23
ps:stop:system <= 0.5
entropy = 0.8113
samples = 12
value = [3, 0, 0, 9]
class = infotheft

node #32
entropy = 0.0
samples = 2
value = [2, 0, 0, 0]
class = downloader
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Fig. 6 Decision tree near encrypt class
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Fig. 7 Decision tree near encrypt class
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Table 10 breakdown of sample labeling
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