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Abstract: When an attacker of a targeted attack broke into the internal network, it is important to obstruct
the stop of the ICT system and the leak of information and suppress the loss to the minimum. For that
purpose it is necessary to detect the attack activity at an early stage and execute an appropriate action for
that before the attack extends.The authors have proposed a high-speed network forensics method for the
analysis of the remote operation that the attacker executed and the misused account to specify the extent of
damage. In this paper the authors propose improvement method which automatically correlating accounts
with operations to improve accuracy of specifying the extent of damage. This paper describes the result of
analyzing MWS Datasets 2018 by using the program implemented the proposed method.
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Fig. 2 An Overview of Proposed Method
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Fig. 3 Automatically correlating accounts with operations - SMB
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% 1 BOS Dataset g15 (STARDUST) HK#EI >V % 1
Table 1 BOS Dataset g15 (STARDUST) Attack Scenario 1

HI¥ (UTC)

(T

(S

a—4

BERE

RS

201%/*/23 09:48:14
201%/* /23 09:48:14
201%/* /23 09:48:14
201%/* /23 09:48:14
201%/* /24 03:46:01
201%/* /24 03:47:54
201%/* /24 09:33:03
201% /% /25 00:45:49
201*/* /25 00:45:51
201%/*/25 00:45:54
201*/*/25 00:45:56
201*/* /25 00:46:29
201*/* /25 00:46:31
201*/* /25 00:46:51
201*/* /25 00:46:55
201%/* /25 00:47:02
201%/* /25 00:48:33

201%/* /25 00:48:46
201%/* /25 00:51:11
201%/*/25 00:51:13
201%/* /25 00:51:16
201%/*/25 00:52:09
201%/* /25 00:52:19

201% /% /25 00:52:29

201%/* /25 00:52:34
201%/*/25 00:53:33
201*/* /25 00:54:42
201%/* /25 00:55:09
201*/* /25 00:55:11
201%/*/25 00:55:13
201% /% /25 00:55:15
201*/* /25 00:55:22
201% /% /25 00:55:25
201% /% /25 00:56:08

201%/* /25 00:56:12
201*/*/25 00:56:13
201%/*/25 01:15:11

ik %% 16.110
ook k% 16.110
ook k% 16.110
ook k% 16.110
ok k% 16.110
k% 16.110
ok k% 16.110
ook KX 16.110
ook K% 16.110
ook KX 16.110
oK X 16.110
Rk X 16.110
Rk AKX 16.110
Rk AKX 16.110
kK AKX 16.110
Rk KX 16.110

ok FE% 16.110
ok k% 16.110
ook k% 16.110
ook k% 16.110
ok k% 16.110
ok k% 16.110

ok 1%%16.110

Rk X 16.110
Rk X 16.110
oK KX 16.110
kK KX 16.110
Rk AKX 16.110
K KX 16.110
K X 16.110
ik %% 16.110
ook k% 16.110
ook k% 16.110

HoRk kX 16.110
sk k% 16110
ok K% 16.110

*okk kkk g Q

okk Kokk g Q

*kk FEE Q9
*okk kkk g Q

*okk kkk g Q

tmaeda
tmaeda
tmaeda
tmaeda
NULL
NULL
NULL
Administrator
Administrator
Administrator
Administrator
Administrator
Administrator
Administrator
Administrator
Administrator

Administrator

Administrator
Administrator
Administrator
Administrator
Administrator

Administrator

Administrator

Administrator
Administrator
Administrator
Administrator
Administrator
Administrator
Administrator
Administrator
Administrator

Administrator

Administrator
Administrator

Administrator

net group /domain

net group 'Domain computers’ /domain

net group /domain

net group 'Domain computers’ /domain
SESSION_SETUP

SESSION_SETUP

SESSION_SETUP

net view ¥ ¥127.0.0.1

net use device ¥ ¥ 127.0.0.1 ¥ netlogon

net view ¥ ¥127.0.0.1

net use device ¥ ¥127.0.0.1 ¥ netlogon

net view ¥ ¥127.0.0.1

net use device ¥ ¥127.0.0.1 ¥ netlogon
WRITE ago.exe FileSize:57344

READ ago.exe FileSize:57344

net use device ¥ ¥127.0.0.1 ¥ netlogon

at ¥ ¥127.0.0.1 jobTime=35280000 daysOf-
Month=0x00000000 daysOfWeek=0x00 com-
mand=netlogon ¥ ago.exe jobid:1

at ¥ ¥127.0.0.1

net view ¥ ¥127.0.0.1

net use device ¥ ¥127.0.0.1 ¥ sysvol

net view ¥ ¥127.0.0.1

at ¥ ¥127.0.0.1

at ¥ ¥127.0.0.1 jobTime=35280000 daysOf-
Month=0x00000000 daysOfWeek=0x00 com-
mand=c: ¥ netlogon ¥ ago.exe jobid:2

at ¥ ¥127.0.0.1 jobTime=35520000 daysOf-
Month=0x00000000 daysOfWeek=0x00 com-
mand=netlogon ¥ ago.exe jobid:3

at ¥ ¥127.0.0.1

net use device ¥ ¥127.0.0.1 ¥ sysvol

net view ¥ ¥127.0.0.1

net use device ¥ ¥127.0.0.1 ¥ netlogon

READ ago.exe FileSize:57344

net view ¥ ¥127.0.0.1

net use device ¥ ¥127.0.0.1 ¥ sysvol

WRITE ago.exe FileSize:57344

READ ago.exe FileSize:57344

at ¥ ¥127.0.0.1 jobTime=35700000 daysOf-
Month=0x00000000 daysOfWeek=0x00 com-
mand=netlogon ¥ ago.exe jobid:4

at ¥ ¥127.0.0.1

READ ago.exe FileSize:57344

READ ago.exe FileSize:57344

J%Eh
J%Eh
J%Eh
J%Eh

J%Eh
J%Eh
J%Eh
J%Eh
J&Eh
1%
J%Eh
)
)
%

J%Eh
J%Eh
J%Eh
J%Eh
ESie
J%Eh

J%Eh

1%
1%
)
)
%
J%Eh
%
J%Eh
J%Eh
J%Eh

J%Eh
J%Eh
J%Eh
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% 2 BOS Dataset g15 (STARDUST) HK#®> >V % 2
Table 2 BOS Dataset g15 (STARDUST) Attack Scenario 2

HHEE (UTC) BET (T a—4 | BENE LR
201%/* /24 09:53:16 | *** <% 16,110 | ******810 | NULL | SESSION_SETUP K
201%/*/24 03:59:56 | **¥* *#¥*16.110 | *****¥*8.10 | admins | net use device ¥ ¥127.0.0.1¥ admin$ Flix 5
201%/*/24 03:59:57 | *F*¥*¥*16.110 | *** ***¥8.10 | admins | net use device ¥ ¥127.0.0.1 ¥ admin$ Pelhx 7
201%/*/24 04:01:58 | *** *#¥* 16,110 | *****¥*8.10 | admins | net use device ¥ ¥127.0.0.1¥ admin$ Flx 6
201%/*/25 04:01:19 | ¥k 5k 16,110 | ****** 810 | admins | net view ¥ ¥127.0.0.1 k2
201%/*/25 04:01:28 | ¥k ¥k 16,110 | *** *** 810 | admins | net view ¥ ¥127.0.0.1 ¥ FAFH 527
201%/*/25 04:01:31 | *#k ok 16,110 | *** *** 810 | admins | net view ¥ ¥127.0.0.1¥ A 527
201%*/*/25 04:01:34 | k%% 16110 | ****** 810 | admins | net view ¥ ¥127.0.0.1¥ B34 527
201%/* /25 04:01:37 | *** %€ 16,110 | ****** 810 | admins | net view ¥ ¥127.0.0.1 ¥ REHE J%Eh
201%/*/25 04:01:40 | *F* %k 16,110 | ****** 810 | admins | net view ¥ ¥127.0.0.1¥ FF—HHEH J%Eh
201%/* /25 04:05:45 | *F* ¥k 16,110 | **F**** 810 | admins | net view ¥ ¥127.0.0.1 527
201%/* /25 04:05:52 | *F* %k 16,110 | ****** 810 | admins | net view ¥ ¥127.0.0.1 ¥ f5H# > A T L ¥ 527
201%/*/24 04:16:50 | *** %k 16,110 | ****** 810 | NULL | SESSION_SETUP Fpx 3
201%/*/25 09:02:50 | *¥* 4k 16,110 | **F**** 810 | admins | net view ¥ ¥127.0.0.1 J 2
201%/*/25 09:02:52 | *H* <4k 16,110 | *F**** 810 | admins | net view ¥ ¥127.0.0.1 527
201%/*/25 09:02:59 | *Hk ¥k 16,110 | ******¥ 810 | admins | net view ¥ ¥127.0.0.1¥ RHEE 547
201%/*/25 09:03:03 | ***¥*¥*16.110 | *** **¥*¥ 810 | admins | net view ¥ ¥127.0.0.1 ¥ > X 7 LE D @7)]
201%/*/25 09:10:05 | *¥* %% 16,110 | ******810 | admins | net view ¥ ¥127.0.0.1¥ 25 = HEH 527
201%/%/25 09:10:13 | ***¥#¥*16.110 | *** ***¥ 810 | admins | net view ¥ ¥127.0.0.1% & 3 ID@7)]
201%/*/25 09:10:20 | ¥ ¥k 16,110 | ****** 810 | admins | net view ¥ ¥127.0.0.1¥ A Il
201%/*/25 09:44:13 | ***¥ 8% 16.110 | *** **¥*¥ 810 | admins | net view ¥ ¥127.0.0.1¥ £ ID@)]
201%/*/25 09:44:18 | *¥*¥ #¥% 16.110 | *** **¥*¥ 810 | admins | net view ¥ ¥127.0.0.1%¥ BiFEE D@)]
201%/*/25 09:53:16 | k% 16,110 | ******810 | NULL | SESSION_SETUP JHx 6

% 3 BOS Dataset g15 (STARDUST) HK#¥> )V % 3
Table 3 BOS Dataset g15 (STARDUST) Attack Scenario 3

HHEE (UTC) BET BES a—4 | BENE it R
201%*/*/23 09:46:55 | *H*F*k 16110 | ****** 8111 | NULL | net view J5 2
201%/*/23 10:06:11 | *** ***16.110 | ****** 8111 | NULL | net view /domain ]|

% 4 BOS Dataset g15 (STARDUST) K> FV# 4
Table 4 BOS Dataset g15 (STARDUST) Attack Scenario 4

HHEE (UTC) B ETT (S a—4 | BENE LR
201%/*/24 09:26:20 | **k ¥k 16,110 | *k<*k 8202 | NULL | SESSION_SETUP I
201%/*/24 09:28:41 | ¥k 16,110 | ***k <%k 8202 | NULL | SESSION_SETUP R
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