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Detection Method of Viewing Screen Forgery
in a Device Supporting TEE

Kenichiro Muto™  Kimihiro Yamakoshi!

Abstract: Trusted Execution Environment (TEE) isolate Application Execution Environment from Rich Execution Environment
(REE) for Secure Execution. In a device supporting TEE, Trusted User Interface provide 1/O interface between TEE and User
without I/O interface of REE. In this paper, We propose a detection method of viewing screen forgery in a device without hardware
indicator by using secure elements. Device user, that verify viewing screen using the secure elements, can detect screen forgery.
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Figure 4 Implementation of Security Indicator of TUI
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