Computer Security Symposium 2018
22 - 25 October 2018

T 7 DEERHIZESL
SSL/TLS ##|A L 1= C&CEHERHFX

SEAORRET AR IRt JEAR BET U AT

BWE: ~ Vo7 2 LY A = ClX, Command and Control —/ 13—t D x v F U — 7 (C&C #1E)
ZNLTCEB T =7 28ET2FENIVOND. 2070, <L = 7 IR LR e T 28807 F
BED12L LT, C&CHEEFEORMED LIRETITFERSS. LL, C&CIHEIFIZ SSL/TLS ZFIH L, C&C #fE
DYV ITIXF X EORFEERANT DL TeXa U 7 MBI L 2BRH A RERET 2IRRH 5. X512, SSL—
—IEE L L THCBAIFENKRICHM STV =2y, FES O HTTPS @12 O K IZfEV, HERFCIER O SSL
— R—FEHERFIHTE 5 X )2 o 7%, SSL/TLS %7 ﬂﬁ‘éﬁ(%?ﬁiiﬁﬂbﬂbfb\é ARFFETIE, FERRPN OSR
MEZIET 5 SSUUTLS BfE A EHR L, REMRBOBAIEOEANEZET =2V A XOFY DESFWE VST~V Y
= 7 OBE I B D RS SSL/TLS ZFIf L7- C&C 5 %@a—ﬂm“é LR ET D FIEERET S.

¥—7—F: %y hU—7, C&Ci{E, SSL/TLS, H#ERIME, ZIET—42)A4 X

the Detection Method for C&C Communication using SSL/TLS
based on Characteristics of Malware Communication

Seigo Terada’ Takashi Kobayashi’ Keiji Michine’ Koichi Yamashita'

Abstract: In cyber threats using malware, an attacker remote control a malware through network communication with Command
and Control server (C&C communication). Thus the detection method based on the characteristics of C&C communication for
infected machine is one of the effective means. But there are attacks hide characteristics such as signature of C&C communication
by using SSL/TLS to avoid a detection by security system. Furthermore, in previous attack, some attackers use self-signed
certificates as SSL server certificate, recently, some attackers use free authorized certificates due to the spread of adoption of
HTTPS. In this paper, we propose the detection method for C&C communication using SSL/TLS without decrypting by watching
SSL/TLS communication by computer machine and analyzing regularity of request interval and bias of response data size.
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CTU (Malware) Shifu 1
Kovter 1
Zbot 1
TrickBot 10
Dridex 6
Artemis 3
Ursnif 1
Cobalt 1
CoreBot 1
TrickStar 1
Banking;Trojan 1

Malware-Traffic-Analysis ZeusPanda 22
Trickbot 17
Dyre 3
Kovter 1
Ursnif V3 1
Ursnif 1
IcedID 2
Zusy 1
NanoCore RAT 1
Generic;Trojan 2

Hybrid-Analysis Bankshot 1
PowerStats 1
Threebyte 1
TeleBot 1
Wonder Botnet 2
Seduploader 1
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VBA downloader

Olympic Destroyer
Ramdo

StrongPity

Ursnif

Gootkit
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