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Abstract: In recent years, general-purpose computers equipped with an OS is used for various purposes.
As the society relies more on information infrastructure, attack surfaces are on the rise. On the other hand,
cyber attacks become more sophisticated. As the result, cyber defense is becoming more difficult. Under such
circumstances, the importance of the multi-layered defense and mandatory access control, which is one of the
implemetation, is increasing. Mandatory access control is based on an access control policy. Therefore, it is
considered to be an attack surface that must be securely protected. In this research, we propose a method to
robustly protect the policy of mandatory access control by making use of the security functions of processor

and OS.
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