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Experience of system anomaly detection by levelaging log message
format structure

MASAYOSHI MIZUTANT

Abstract: There are various triggers to detect security breaches of computer systems, one of which is the
visual log browsing by system administrator. In a system in which a security breach has occurred, there is
a high possibility that a log of a type different from usual is likely to appear, and by discovering this, it is
possible to notice a system abnormality. In conventional detection of anomalies using system logs, attention
was paid to the flow rate of logs and abnormal values parameters appearing in logs. In this paper, we describe
abnormality detection focusing on log types. In order to find abnormality in log type, it is necessary to grasp
all the patterns of logs, but this is realistically difficult for reasons such as different developers and security
officers. In this paper, we propose a method to detect anomalies without knowledge of the log patterns output
by automatically classifying the log types, and to examine the effectiveness of the method using actual log
data I verified.
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Algorithm 1 Training
Require: Lp,1 >th >0
F <+ ¢
while m € Ly do
T <+ tokenize(m)
f,s < searchFormat(F,T)
if f = ¢|s < th then
F + F UnewFormat(T)
else

mergeFormat(f,T)
end if
end while
return F

Algorithm 2 Detection
Require: m,F,1 >th >0
T <« tokenize(m)
f,s < searchFormat(F,T)
if f = ¢|s < th then
return ¢

else
return f
end if
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Algorithm 3 Update

Algorithm 4 function searchFormat

Require: m, f, F
T «+ tokenize(m)

if f = ¢ then
F + F UnewFormat(T)
else
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end if
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Require: F,T
F' + filter ByLength(F,|T|)
similar Format < ¢
mazRatio <— 0
while f € F/ do
s + calcSimilarity(f,T)
if s > maxRatio then
mazxRatio < s
similar Format < f
end if
return similar Format, maxRatio
end while
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Table 1 A result of anomaly detection experience

IN—"7 | BEE | Tae AFEEH | Dy ORJECEEME | D) on Bkl | Bk T av 24 (—BE T 02 22 )
e 0 142 33,157.34 70 | apache2, dbus, irgbalance, mysqld, postfix, nptd,
ncsd, postgresql, rsyslogd, systemd, zabbix
G2 1~5 31 199,482.74 537,574 | sshd, sssd, su, CRON, bash, dockerd, chronyd,
consul, influxd, cloud-init
Gs 6~10 11 5,092,074.09 58,529 | sudo
en 11 PAE 13 862,248.53 24,539 | kernel, dhclient, java, docker

O BT I3RS 3 AL BA TR D #5 T

x 2 REEWRHNERT — X OHE

Table 2 A summary of experience data for anomaly detection

OOHR | T2 A X | 70 AR
Dy | 77,650,359 | #18.76 GB 190
Do | 76,825,413 | #9 18.64 GB 197
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W5, TOt AHUE 142 TRIRD T0% A L7323 0 7D
BRI 2HD sRHREIZL EEF->TED, DyitBwTHrY
DY 1000 RGO 702 ABAH 98 Lin o> T, BERIIZ
I% apache, mysqld, dbus, nptd, zabbix Bi#E 7 &6 & %
1,000 fhiiE iz L b dhvwa g ThH s, Zhnidue s
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ruser=kxk*k* rhost= user=s*kx" (—#fITATFEMHR) &

UTHEERB O 72l LTz, filicd &7k i
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Table 3 Data summary and result of performance experience

T8R4 TR | TR | T A -7y MK
P, | BlueGene/L | 4,747,963 | 15.57 ¥ 82
P HDFS | 11,197,705 | 34.22 115
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