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Automatic Extraction of Conditions for Bypassing Malware
Anti-Analysis Techniques by Using Symbolic Execution

Yust Kuob @)  Takao Oxkupo!

Abstract: 1t is important in malware analysis to bypass the anti-analysis techniques implemented in mal-
ware, since recent malware often performs the intended actions after checking the analysis environment. In
this paper, we propose a method that utilizes symbolic execution to automatically extract the conditions for
bypassing malware anti-analysis techniques. We propose the method to automatically extract the branch
conditions along the execution path by specifying three addresses: the address at which the path exploration
starts, the address at which it targets and the address at which it avoids. We evaluate our method by
applying it to the program that implements 55 kinds of anti-analysis techniques to obtain the conditions for
bypassing them. We demonstrate our method can automatically extract accurate results in a short time.
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25 D41 0x45 T XOR I “00” TR ¥ 2% £ -
TWBRZERMIAL, /2, <)L 27 ONFIREED 2
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flicd s, o, 1976 £ James C. King 12 & b
REINL (12, 20, ¥RV v 7 EFICEAEHETO
HREZHAE I Y72 K. Sen 512 & % Concolic Testing [13]
% C. Cadar 512 & % flFUfiEY 12 83 % M 2 72 Execution
Generated Testing (EGT) [14] XBLINTHEL. 2
D%, 2011 4EIC C. Cadar 6 B3NN FHED 72D DR -
7B BJREIC T BTAED Y VR Y v 7 EITET 2 L,
SURY Y VEAVPHEFHZED S I L Lok [15].
COHRELT, YVARY y ZEITPMEREL T 51Ky
AN—DYFER 2V E 2 —F OVEREDREER 221 L7 &3
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Ator@rctiboT LS. —H, VYR v VET
T 70 7T LD B AJMEICRT L THUD 3 2 B D%
HeA FRFICHRER T2 2 L3 TE S [16].
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DWW TR Lol 2 INE L CHIZE L, BikEiddd 2
RE2G2. TS v RVAEITRTT L 725308 5501 858
Lt BEORICBEtzma L, BEDRIC
SIS % SOHE U 72 etk 2 Iz 2 Xcidid & 3 — o ik
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R, FIEORIEII > 7270 75 5 DFEFTITHIEZ BARK
B AIMED AR 7 EWHIRI Y LN —MHER S5,
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2B TD 2 >0REICEH L 72,
o NALMFDO & DG EEERE
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6.1 FHENRTIOIIL

FHEiSEER T, eV = 7 BEAT A YRRy 7 A
PANTEE OB T2 Ml AHIA A 727 €Y — )L Pafish
(Paranoid Fish) %ZFEAfiRD 70 7 F LEE L 72,
Pafish 34 =7V V—AD7uaY =27 FE LT, ET777
A VD pafishexe T THLEZDY — 23— FbAHZ
LT\ % [20]. pafish.exe 1 32 €'y + @ Windows DFE4T
T77ANVTHS,

2!§7°U 77 bk, GEF 55 O BT A ik % 52

HLTED, BMAKRBOME L FEINTHDOARETE 1
12 g, e LT, pafish.exe 2K <> — > D Windows
7SP1 (64t I) ETHETLALEZAE 2 DFRDBES
Nz, —DOBATEH IO\ THRENTERET % Bl L 72 BRIC X
“traced!” EFRL, MAIL Z2h o BRICIX “0K” & E£R
5. K777 L3EITEREORMK R 2 &R Y 5720
TR 2T EIZVZRWD, 7us T LIlRrAEng
FENTBREEUAIBERE X < L = T 3HEBRICHEA 9 2 ik 2 I
DANTDDTHY, FHEIEFRONSE 70 7 F 4L LT
YThsrLHEZEELT.

6.2 ERRE
PREFEOFMICIE, 32GB @ X €Y ¥ XU Intel Core i7
4GHz @ CPU Z## L T OS ¥ macOS High Sierra 10.13.4
TdH % iMac Late 2015 Z R A F v —> & L. VMware
Fusion Pro 8.5.10 Z{K#E{ky 7 b & L TR L 7. K
7Y =13 4GB DX €Y 2 ) 24T Ubuntu 16.04 (64
Ey b)) ZFHL, YRV 2 T7L—LT—7 L L
T angr 7.8.2.21 ZfHfH L 72,
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£ 1 FHINET 0T L OISR

RN RE o T 5 FREINH

TNy HRAI 2

VM #4 (CPU fE#RIHD <) 4

PRy 7 ARA 12

7 v 7 W 2

Sandboxie #iA]

Wine #%1 2

VirtualBox A1 17

VMware Al 8

Qemu A1 3

Bochs il 3

Cuckoo #Al 1
x Pafish { K3 -
Some ant i (debugger /¥YM/sandbox) tricks _J
used by malware for the general public.
[*] Windows version: 6.1 build 7601

[*%] CPU: Genuinelntel
Hypervisor: ViwareWware
CPU brand: Intel(R) Core(TM) i7-6700K CPU @ 4.00GHz

[-] Debuggers detection
[*] Using IsDebuggerPresent() ... [l

[-] CPU information based detections

[*] Checking the difference between CPU timestamp counters (rdtsc) ... Hi

[*] Checking the difference between CPU timestamp counters (rdtsc) forcing WM ex
traced!|

[x] Checking cpuid hypervisor vendor for known YM \-/éndors traced!

[-] Generic sandbox detection

[*] Using mouse activity ... [EEk

[%] Checking username ...

[*] Checking file path .

[x] Checking common sample names in drives root .. 0]

[*%] Checking if disk size <= 60GB via Devwceloﬂontrol() ... &

[%] Checking if disk size <= B0GB via GetDiskFreeSpaceExA() ... HH
[*] Checking if Sleep() is patched using GetTickCount() ...

[*] Checking if NumberOfProcessors is < 2 via raw access ...

[*] Checking if NumberOfProcessors is < 2 via GetSystemInfo() ... [}
[*] Checking if pysical memory is < 1Gb .

[*] Checking operating system uptime ua\ng GetT\ckCount() BNt aced ||
[*] Checking if operating system IsNativevhdBoot() ...

[-] Hooks detection
[*] Checking function Shel|ExecuteExW method 1 ...
[*] Checking function CreateProcessA method 1 ..

=l

B 2 pafish.exe # Windows 7 SP1 (64 £y ) THEATL f5HE

6.3 &

ARFEERTIE, pafish.exe I I N &El 55 FIHD BT
BRIBRRANEHE % [0hiE T 2 7 D D52 fhH L 72, pafish.exe
&, D ORI H I D W TRRATEREE & MU L 22 Bk
“traced!” EERNL, AL o BRICIE “0K” L £
T3, Lo T, ARFEEDHMNIE pafish.exe DM 2 % %
FENTBEE A PRI Lo v R v 2972 A L “oK”
LFEREEDODFMERDL L TH D,

AINTVEY —Ra—F [20] ZHERT 2 L, TRT
D FFEHTEREARANBERE X main BIBINICEEEEL T3 2 N
AL 72, B4, BASR 7 N L A% main BIBIN DRI DfE
WrEREIMAIBERE D IEETIC, FET FL A% main BABAD
Bt DT BB RIS BE D TR ICEE L CHIIR 7 L A
SENET FL ZICE B 0Tl TR EQIESEE 0T %
At L T2, FTEREOEENE L CEL 4 ) TR
R - 7. CORRAZAET 2 &, TSSO RE
IELRVEERE Y Y — 2ADOMHEDIER ML 72 7%
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00401848 nov  Lesp#534h+IVersionInfornat ion], offset alis
. 00401882 call  sub_d0 _
BIIA T RL R 1 I oy e offeet i sarbcuse ;
mov , offset aSandboxTrace =
004018C7 mov | offset sub_403858 ; int p— 13@%55 Rix
004018CF nov nlrfornat ion, offset ah [ FRENHERE
s 00401906 cal |
?g;%;tt;; 00401608 nov offset aHi_sandboxcpat ;™
B 004018E3 mov , offset aSandboxTrace_0 =
B 00401368 nov oot s b 1D DERATIRIE
00401873 nov ninformat iond, offset ach [ FRENMEEE
s 004019FA call
EIETRLR2 00401SFF nov offset aHi_sandbox_con ;™
FIT7FL A3 00401907 nov offset aSandboxTrace | 1D DRSS
0040190F ov b 403422 5 int fe o
00401917 nov ionInfornation], offset ath | ARENHERE
B)EFRLR3 0040191E call b, -
N —— 500401923 v Lesp#534h#Source], offset aHi_sandbox_dri ;
BAtL7 KL R4 e

3 pafish.exe ® main BIEWNBD a2 — F

DTHoT. HRHTEBRERFIEERE X, B\ ICHBIBIRIE 2
ST L 2 T2 ESICET LT3 23 Th b, 2
T, —EOY YR v 7 FTTT RCOMNTEEIR AR
2 ) DTIEZ <, RHTERBIMIBERE 2 & (SRR oD [alke
ZtERMHE L, ZOFE¥E% pafish.exe 125255 X 72 fRHTER
B sE 0t cdH 2 55 MK T2 Lic Lk,
pafish.exe D main Bz W7 v 7 VT 35 &, 3D
X9 I RTBREE RAEERE = & IR L 7 2 — RRINESIIC
WATWSE ZEDBDD %, call sub_402445 & \>9H LH
DR LFETIN TR B2, BI%K sub_402445 13 HAIRTD
RFIC “traced!”, MRAIRMIFFIC “0K” £ RN T I TH
%, BA% sub_402445 27y 7N T 3 L, BIBOKE
fHEIZE 4 D X 5127 FL & 0x40249A T “traced!”, 7
FL A 0x4024AC T “0K” £ FRT B8 H L Tw»
T, BT ELS»ORBEEEET 2 2 &AL 72,
DEDZ s, VRV vy 7EFEITICHED, T
T DRENTBIERFIFERE 20 L CHSE CRbEE 7 KL 2% B
¥ sub_402445 NI D “traced!” & FiRT %% N
HLTWEXD7 FL A, T4bb 0x40249A Z3ET %
CliT L, X, fRTEREIRIRERE 2 & IR T P LA
% main BIECN DI sub_402445 Z WOV L T 5 3XD
EHEOT FL AL, FHE7 FL A% ROBIE sub_402445
EEOHLTWAXDESHDT FLAICKELR., 20k
INCRET B E, W3DEHIT1 <i<54DIERITH
LT, i ZHOMBHBRERASIEOEET FL A i+ 1%
H ORI AR OMIR 7 FL R —HT 52 Lick
5, UEO7FLARETY YR v 737217 H &, &
MTERERAIREAE & & 1T “traced!” E R T 2B DELT
ZbiE L CRIEIERE A& Z D, Tabb, “OK” RT3
BB 69 F4T L CMAER AR Z 2 2 LiIck 2720, &
ARLEEEE 2 T E %,

FEROFER 2 FR 2 1R T, BAIRLESELE ORI
WTCIE, HETELTERE v, B TE R o T X,
MHTELDA D REMETHLFEIX A TRLTV S,

7. RERER

7.1 EEREROBE
% 2 OFEBHERD S, 55 FEOBATBRERATED 9
LA R b2 B TE -0k v £ A OBA R A
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e

E#7RLR

0040249F mov ource]
00402442 mov [esp+28h+Format], eax
00402445 cal | sub_4022E5
00402444 jmo short loc_4024B1

T

vy
00402481
004024B1 loc_4024B1:
004024B1 nop
004024B2 leave
00402483 retn
004024B3 sub_402445 endp)
00402483

traced! &R R ) OKER TR
v 5

= (FRENEF) PI= (BREN[E] BEEF)
00402494 00402440
00402494 |oc_40240A: 0040240 |oc_4024AC:

40249h call  sub_402173 004024AC call  sub_40210c]

e
o

4 pafish.exe OWRAFERTTBIE sub_402445 HFD 2 — F

L7z 45 tEC2E 0K 81.8% % o 5. Ml o Rl X il fE
EOBAITEOTE L1 RL 252 B L2 A 085G
ZERC L 34 FTH D 2EDR 61.8%% 5 5. FEITHRHE
2D TR, 55 il O T BRI IR RE 1< 6 L T2k T
665.6 HTH 1, 1 HDMHTERERFIFERE & 72 D £ 12.6 1
THo'-.

7.2 BITRBERAZEOEEEGF OB ICKB LIS

ARG, ETTEREIRIEEEE O nhBESE A o Ic Al L

725 E DRI O W TR 3,

o L URAY DR (VM WAl
EAX=1 DRAET cpuid firfr & FE1T L ZHHHE ECX D
31y FHD 1 THIUEKMEBEE L L THRAIT 3,
angr Cl%, cpuid i OEI{EZBHET 2 BRI ECX=0
£ 2779, ECXD31Ey PHIZFEIZ0 EAD, &
ANZHBIICEINBE Z E LR d, 2Dk, AT
B 2 AR TE ko,

o LY ¥ DfififiEad (VM HAl)
EAX=0x40000000 DIRFET cpuid A2 FETT 2 &,
EBX, ECX 8B XUOEDX L ¥ 2 #IZ CPU D #lyEsH:
NG XTI 12 XFDITHINTEMNI N 570, Y4
KGN BRI D N A 28— N A =125 2 37 L L
B L CABTIUSREEREE & L CTHAI$ %, angr Tl
cpuid M OB % BT 2 BRI EBX=0, ECX=0,
EDX=0x8001BF & T %7:8%, NA /$— A HF—%IR
FTXFFNBESNS Z i, BN H BRI [E8E
INBZELERD, 20D, KFHEICNT A%
iz TcE Lo o7,

o KEN—FFT4 A7 FIA4 7hoDid (> Ry

7 ARFHI)
GetProcAddress BY%% i L T kernel32.d11 25
IsNativeVhdBoot BI D 7 FL 2 2 MU L THEITL,
Z DFEFRD o KB A AT 5. angr T, ST
27 FLAILEEMO THY, IsNativeVhdBoot B4
BUIFETTELRD o7, LEDoT, ARAFEDHE
WA IZES d o 7z,

e APIDO7 FL A (7 v Z71H)

ShellExecuteExW B ¥ 72 1% CreateProcessA BI%L
D AAENTZ AN, FDT FLADI S, FEMD
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& 2 BAIBLESAE DAl R

TS B O ARt (P50 it
v AN X
TNy AR 2 2
VM #el (CPU E#tc <) 2 2 4
F v FR Y 7 AR 7 4 1 12
7 v 7 A 2 2
Sandboxie A1 1 1
Wine #41 1 1 2
VirtualBox %l 14 17
VMware B4 5 8
Qemu Al 2 1
Bochs 1 1 2
Cuckoo 41 1
&t 34 11 10 55

17854 B3 0x8b 222X D 1 2354 k23 0xff TH T
HIELEE, ZNDAAN 72 oA %, angr T, LikoBd
BDFHAAEND 7 F L ADR B 1 34 b 23EE
fli0 CHBIDBIHMENG Z LickD), KT
oGO IZR S Bh o T,

7 7 4 IV DFEAIAA (Sandboxie BIEI)
GetModuleHandle BH%t% i L C sbied11l.d1l 7 7
ANDNY BV ETEGTEIUIMBHBIEE L LTRAT
%, angr Cl¥, BT 23v FLIZEEMO TH 5
728, sbiedll.dll 7 7 A VDY FILERIGFTE %
W, Lo T, HEMICHRAZEEE T2 2 &Ik
72, [EEEEOHMBICIZR S Bh ok,
APID7 FL A (Wine #41)

GetModuleHandle B4%(% {#f L T kernel32.d11 7 7
ANDNY FVEER I GetProcAddress A%z il
L C wine_get_unix_file_name B(® 7 FL Az L
BoESMETERE & LCTRAT %, angr T, Y
39 % kernel32.d1l ® ¥ FIVIZFEEM 0 TH 5 72
O, HENICHAIZRREES 2 2 Lk b, LcdioT,
AT EDOEREEIEOMBICIZES o 7,
Taty JO4ET (Qemu HAl, Bochs Hik)
EAX=0x80000002, 0x80000003 & & ¥ 0x80000004 D
REET cpuid 29735 L, CPUDT7 IV %
RT ST 48 X FD EAX DfE T & 12 16 X7 TH
#WZns, B L7 16 XFOXFINEE 612 EAX,
EBX, ECX 8 X WWEDX L ¥ 2 %124 XLF$ 2504
LTHHENS, B L7 CPUD TS v FERT X
FINLL T OREEDLEIN D i 5 & A fRpTEEL &
LCHAIT 5.

— Qemu A

% “QEMU Virtual CPU”

— Bochs &40

* “AMD Athlon(tm) processor”

* “UunuuuuuuuououIntel (R) (Pentium (R) 4y

7
CPUI_I\_H_I\_I\_I\_I\_H_l

angr T, cpuid it F D W F 2 Bi#E T 2 i
EAX=0x543, EBX=0, ECX=0, EDX=0x8001BF &
T 579, BRANRD CPU D7 7 v FER$T T
BRroNnsd Z i3, RAZEBNICEESNS
EEhn, 20D, RFHFEITHT 2HASE ST
TERD oI,

8. EE

8.1 RERERICOWT
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