Computer Security Symposium 2018
22 - 25 October 2018

BEFZFLRAIERERIO—RFICEBRHUL
*v M7=V ETEFHODIN

HoRr BREAY MRl BER? R IR R ALEP e —&0 KRB i1

BE: CnFETny—7 %y MEHERO S TIETIR, REILT FLARSLER— RIS RETZNSD
B COFERBICER L2004 ThHh o, ZhuF, BB ZATUVARITZ D7 F L AHFHLRE
INBTEDDS, BoNAREEIRONTWVE I EICERT A D EELONS, LELEXNS, ¥F—
2%y b7 FLZANOERERICH L TSE T3 2 LT, EEEHOMHRfu—FBEons Lt Ebig,
SR OME T P L ZADRIBHIC L D, BEITH o DEFOMGEL: EO%E % & 513 LSBT 2 2
EWTES, ZOWETIE, FA—EREILL S OBHIEREZHEET 22 37 F L 2AOMAIERE & 75 E R
ERFHT S EICKD, REOPEDL I BIAFTEEL TV »E2HET S, £k, Z2o—HOEHR
EE%, BREOEREY —VOEHPEBIKEIN A u— FOBE L IBAT 2 2 L EEHNOHEE
WSO RER 2 N TES, HHTIE, REHDOHEL T FL ANER L ERER 7 v A~ IBE
L, 204 a—FZ28ML ZHERICAFELZEHL, 2y b —2EBEDHET EZ DA u— FicHD
CREOSHHREEZRL, ZOEMEZHS»ICT 3,

F—7—K =7 %y MBI, EEEE), WA 0—F, EEET

An Analysis of Network Scanning Activity Based on
Destination Address Order And Payload
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Abstract: In the previous analysis method for darknet observation, most methods perform statistical pro-
cessing such as source address, destination port number and their frequency. because of the stealth ob-
servation and its limited address range, obtained features will be limited. However, by responding to the
connection request of the darknet address, an initial payload of the scanning activity can be acquired, and
simultaneous observation of a large number of consecutive addresses enables observation of detail behaviors
such as continuous scanning. In this study, by measuring the mutual distance of the target sensor addresses
and the arrival time difference, it will be estimated in what order the scanner wants to scan. It is also
possible to obtain useful information for estimating the scanning purpose by comparing the series of scan-
ning activities with the behavior of the existing scanning tool and the type of payload actually transmitted.
Experimental results willl indicate that this analysis method is effective for observing the scan activity and
estimate an intention of the scanner.
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