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Social Engineering Countermeasures from the Viewpoint of
Buddhism (#1)

MASAKI FUJIKAWA™

Abstract: Social engineering, in the context of information security, exploits the vulnerability of human’s psychology. In order to
counter social engineering attacks, interdisciplinary approaches (such as psychology and physiology) have been conducting so far.
Inspired the words “Buddhist scriptures were unsurpassed texts for researching the mind” from Professor Marvin Minsky, known
as the father of Artificial Intelligence, author tries to study about the countermeasure for social engineering attacks from the
viewpoint of Buddhism. The goal of this study is discussing capable of constructing countermeasure programs for social
engineering attacks based on Buddhism without devotional exercises, like “Mindfulness” adopted by Google, etc. This paper
describes about the process of the occurrence of damages caused by the said attacks by referencing the twelve nidanas.
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Figure 1  The twelve nidanas (continuum of twelve phases that
lead to suffering).
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Figure 2 Relationship between three and five modes.
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Figure 3 The Four noble truths and the Noble eightfold path.
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Figure 4 The Ten Worlds.
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