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Evaluation of Security Appliance against Customized Malware
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Abstract: In recent years, security appliances that are designed to detect unknown binaries and protect users from malware
infection are becoming popular. However, adversaries can evade security appliances by implementing customized malware that
only reveal its behavior on targeted specific system. In this study, we evaluate resilience of security appliances against
customized malware. We consider two reconnaissance phase, (1) fingerprint based reconnaissance using browser fingerprinting
to collect information of target specific system, and (2) implant based reconnaissance by leaving traces in mail client, web
browser, or DNS resolver. We then use this information to implement a customized malware in the later phase. We evaluate an
actual security appliance deployed in an existing organization to see if it is effective against customized malware. From the
experiment, we found that adversaries can collect features from target specific system to implement a customized malware and
evade sandbox analysis of popular sandbox appliances. In our prior paper, we have already found that adversaries can evade
sandbox appliances using customized malware samples that search for implants. Therefore, we informed security venders with
details of the attack scenario, in order to protect against potential adversaries in the future.
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7 1. Browser fingerprinting CTUXET 2 1

Category

Feature

Description

Hardware

Software

Network

Device Pixel Ratio
Physical cores

Screen Size

Sorted Screen

SSE2

Touch Enable

Canvas Fingerprint
Font

HTTP Accept Language
HTTP Accept

HTTP Accept Encoding
HTTP Origin

HTTP Connection
HTTP Accept Charset
Plug-in

Time Zone

Local Storage Enable
Session Storage Enable
Do Not Track

Java Script User Agent
HTTP User Agent
Version-free User Agent
ISP

External IP address
Internal IP address

The ratio of the resolution in physical pixels

Estimated number of physical processors

Height and width of the screen

The size ignoring the orientation of the screen

Estimate existence of Streaming SIMD Extensions 2 by floating point calculation
Whether touch sensor is enabled or not

Image rendered with canvas API

A list of fonts installed in the system

Advertises which languages the client is able to understand

Advertises which content types, expressed as MIME types, the client is able to understand
Advertises which content encodings, usually compression algorithms, the client is able to understand
Indicates where a fetch originates from

Controls whether or not the network connection stays open

Advertises which character sets the client is able to understand

The list of plug-ins installed in the browser

System time zone

Local Storage APU exists and is usable

Session Storage API exists and is usable

Inform ‘do not track’ to third-party ad provider

User Agent with JavaScript

User Agent with HTTP header

User Agent with version information trimmed

Internet Service Provider assumed from IP address

Address used to access the Internet

Address used within the internal network

ET D, FERIZEET D URL IC
H£92% 2 &% HB LT 5 (1)Fingerprint N— X D{HEIT%

b, RIS A DAL Z L2 B LT 5 (2)Implant X
—ADHEEATANEZ BND. UTTHE, EhEiizon
T4 5.

Fingerprint X — 2 DHEITH : WEE L, FAEARD D UL
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ET DAY =T Z2AERT D22 N TE D, ERO R
EWET HHEIFIIZIGIZ 07525, Web 7 7 U DIF#R %
INETDHZ L2 HRE L7- browser fingerprinting £7iF DA
ZEHENEA TS, TOD, EHRAKEIZBNTYH
browser fingerprint & 459 %5 Web ¥ k& URL ZAEHIIC
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BE$ 52 LT L <, BEFEIIEAmAN SR Lih?‘“‘
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AL <A XL TWHERE T, ESmRICER, 23, ?
MICEDEMB DL VWRFEENEST D ENTED
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Web 7 U, DNS U VLR BIi#blF 2%+ 2L T,
BEHPRAR COHRIET 5~V Y =T 2{ERT 52 &R TE
L. TV OB ITRER AR OREFIIE 7 & A ¢ < B i
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Feature
1. Browser fingerprint =2 h 12 E—
ENKREXVIEEERENSH D)

IZ hardware, software, network ® 3 DIZ/HHT 5. F iz,
< 11T browser fingerprinting £t 2 VN CTUNEE T2 25 FEiH
DIEREE LD D.

(1) Hardware : > A7 LDOHEAR LI >TWNDH/NN— KT o
TEELETLEOIERER IR SBDPNDT2D,
browser fingerprinting TI4E T&E HERIT—EL T
HTENTHEEND. £7, FHHIY7 fingerprint 75 B
BTEDLAENHD (e.g., screen size 2560x1440) .

(2) Software: Y 7 b7 = 7IZOWTIdpkA e a IR
THZENTED., Bz, Web 77 UWIZEET 2
T80 plug-in (ZBI 3 D 1F#H, OSffHARETHD. ¥
AT DA VA=V TBHYT7 b oT T2 —HIC
KT HEZABRKRENVTED, AU N— T =7 ZF
MLT0L 2= THReD Y7 bY =T F#RHBI
LEINDFREMEDLH D

(3) Network: A v #—x >y bEFIHTL27-DIiERy B
T — 27 OERENMLETH 5. browser fingerprinting T
IETE D =R/ IP T FLADMIZ, Web Hr—
DT I AERNS T a— UL [P T R L AR ISP
DIERETGTEDHERN D D.

42 Y bI—=OF7FS54 7 ADOMWEEEME (K&K 1)
Browser fingerprint % Hf5 3% Web ¥+ F M55 L7=.
W% Web A NMIAFFEED Web %1 bO—ETHY,
R IUMBT I EATLHIENTE S, e, =2—F
DORIBEDE SN TZHAIZ D Fingerprint % 332 L 5%
ESNTWD. Z072), FENFLNIZGEIZDH Web

7' 7 WA JavaScript 4 7 > 1 — R L, Fingerprint % H45

LCH—NIZERT DA L 72> T 5. Browser

fingerprinting 77132 < DIEHY 4 b THRIHS N TS

D, Fax BEE LT Web A b~DT 7 EARFR Y bU—

ITTITAT RTINS AR H D, Ky FU—

77 77 AT AIX, Firewall, IDS/IPS, Web Application

Firewall(WAF), 227 Y 7 4 V2 7p ERkx IR REZ A L
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Touch Enable

HTTP Accept Charset
Plug-in

Screen Size
JavaScript UserAgent -

Time Zon
HTTP UserAgent

HTTP Connection
Local Storage Enable
HTTP Origin
Session Storage Enable
HTTP Accept
Do Not Track
Physical core:
Version-free UserAgen
HTTP Accept Language
Device Pixel Ratio
Canvas Fingerprint
Sorted Screen
1sp
Internal IP address e
External IP address 4

Feature
2. Browser fingerprint ORI L 221k
(ERRENZEBB DRV L E2EKT)

THEY, REMGHHBANOR Y FU—2 R Tt v 7 HER
LTHBEZRIHTL2ZE2AME LTS, £2°C, E#l
MCEA SN TVWD Ry NT—=0 T T T4 7 LV ADERT
\Zd DA Z T, 2017 44 A 12 HIZH5% Web ¥4k
DT 7R AETSTZ. T 7 AT 3D Web 7T ¥
# (IE, Chrome, Firefox) # W7z, EBROFERE, £2To
Web 7" Z 7 ¥/ & browser fingerprint 2 Fif4 2% = & N T
o, F, ERICAWESEEORY NU—I T T IAT
CADWTRNASbEF 2T 47 T — MIMER SR
ST, ZOW, KEFIT browser fingerprinting £117 &
WTEERIG R DR L ENTITHEREZINET 2 2 L 237 HE
Thod.
43 BHHMRTOHENET HREDIERL (Fingerprint)
FERISR AR D S IR L 72 15 & W TR R C 0 @)
BT DM & ER L7 MR IRITETRE O RA UL L,
B 52> UIERL L7z Fingerprint & —E L7238 10 DA FELT
REENDIEMTH D LYW+ 5. Fingerprint OERRIZIE, 15
AUMER CO R RAZT S, o, BRI K B2 Znd 720
BEERWDZELEE L. 22T, HBEL Web Y1 b
A vE—%y b EICABR L, INE SN 72 browser
fingerprint DT ZITH Z LT, ~/L 7 =7 OIERIZERD
IR A RRE LT, #1901, HEEELTZ Web Y1 b & 2014
9 Hn5 201746 A £ TOMICA 2 —F > M ETAH
LickZ A, 327[EH, 4470 DIP T RLANLT VA%
BTz EnTEZ. £72, 10,010 2 K5 browser
fingerprint G352 LN TE., H£T7 7 BRIZX LT
cookie [H# (LAMETIE, UID LIMESZ L 23 5) ZHEGL
TEY, ALTZ7UFNLDT 78R E—DitE izt
Z A, 3,370 FEFEH D browser fingerprint ZHf54 5 Z L8 T
E72. 1,332 D Web 7 7 U ¥ G 2 BILLEDT 7 ANTT
bhTun, &5IC, 822D Web 77 75 7 ALL L%
WLZRIZ2EROT 72 AR T T .
Browser fingerprint @ = b & B°— : 45 L 7= browser
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fingerprint N EDREL=—7 THLINKDOATERE SN
% Shannon Entropy % W CEHE L7z,

HP) =)

)
T, PA)IHEREERRETH Y Q7 Fingerprint DHES
Thd. 2L, YT NABORRDFHERRE KT S
ZEEFHELVWEY, ROKXTEL SN D Normalized
Shannon Entropy (NE) % HIV M7z,
H(P
E= 10;2121

ZIT, NEH U TAEDRFTHY, NEIZ0E 1 O
FHCRIA SN D, X 1 IZHUS L7z browser fingerprint (O =2
hab—2#HBELEMREEELDD. ZOMKEND,
UserAgent, plug-in, font, IP 7 RV ANE W hrbE—%
ALTHBY, BEOHEICAEDNTHL L THRIND. £z,
W 13U L 7= browser fingerprint % ¥l & o % H T,
FERSHARIZE A 72 Fingerprint Z/E T 5 2 E N T 5.
Browser fingerprint ORFEIZ X B2 E1L : i\ T, browser
fingerprint SFEH] & & HIZED X HITELT D FHE L 7=
Browser fingerprint % 2 EILL EEUG3 5 Z &3 TE 72 Web
TIUFHKLT, 1 EROT 7 ERE2EBOT 7R

P(A)log,P(A)

TG S AERE — BT 202 ROYM T LIZFHAE L.

2 |Z browser fingerprint DIFEEDEAL & 3 5H Lk R %

FLD.

Q) BHIOTI72ALROT 7AETOHELN, 0 B
L7 HUTOHE (FRTERD)

2 WmOOT7RHALRDOT 7 AETOHML, 8 ALL
E14 BUTORE (AL VB TRRL)

Q) BHUOT 7 EALROT 7 AL TOHMA, 15 H
LilE21 BUTORE (KRG THRL)

ZORERND, ~N— R = 7R RS L TH 21k
W, VT MU =T ROy MU — 7 MEEIIRER &
EHICRELS BT IHLENH DL LR otz ERT
A% L7 R0 2 <03 1L AN T HIUTE LR DT
B, WEFIIEE T = — X ERAT =—XOMEELT5
Z & ¢, BRI K BB 220 Fingerprint 2 1ER3 5 2
LNTE 5.

Fingerprint Z W= ZRRR TOLBET D MiE: =
nE—nE <, 20, FEMIZ X (kD7 9 FEEDFF
WMEFHTRELL. R2ICEZOMREELD L. 12k,
CPUT —FT 7 F¥R0SNN—Vay, 777F =3
1% UserAgent 7> HAlH L7z,

BEV T, BIE LI RFMAE O CEMSR TO R EMET S
IR ZEVERL LT, (ERL Lo BRI CHZ K-> THRES N5
TR OT7 7 AL THY, FETI4D L Windows API X
Windows B¥cz VT 9 flidH (12 ) OFRFENET 5.
ZLT, DUELTZE#RYH 52U E L7 Fingerprint &
—H LB BIC DR, ETERENEN TH D LHIlT 5.
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2. EIER CORBET DMK

DYERIZ AV D 1B
Feature Normalized Shannon Entropy Time stability
Hardware Screen size 0.296 80.8%
Physical cores 0.030 91.9%
CPU architecture 0.072 99.5%
Software OS version 0.385 94.1%
HTTP Accept Language 0.271 85.5%
Time zone 0.011 86.3%
Browser version 0.479 79.9%
Plug-in 0.598 74.0%
Network Internal 1P address 0.656 60.7%

# 3. FEBRIZHWZEERNEAR O Fingerprint

Feature Observation Anonymity set size

Hardware Screen size 2560x1440 42/10010
Physical cores 4 1330/6585

CPU architecture amdé64 3699/10010

Software OS version Windows 7 1140/10010
HTTP Accept Language ja-IP 1729/10010

Time zone 9 9720/10010

Browser version Chrome 57.0 68/10010

Firefox 52.0 15/10010

Internet Explorer 11.0 496/10010

Plug-in Shockwave Flash 25.0 151710010

Silverlight Plug-In 5.1 1315/10010

Network Internal IP address A F204 1/10010
Combined | Combination of Hardware 3 feature 13/10010
Combination of Software 5 feature 4710010

Combination of all 9 feature 1/10010

# 3 |THEH)URK O Fingerprint 2 F &£ 5.
TERL Lo 2 BRI K TF4T L7 & 2 5, browser
(chrome & firefox) & shockwave flash O /3N— 7 = U F#H N
—H Lo to. T, EREROE#RE IS L7z 2017
F4R 1285053 7 ALLERE L722017 487 A 11 BICHE
R LT-RIREFIT LI Th D, EEOBETIE, H2
Tz RERBAT 2= XAOMITEL, £ TOREN—ET
LI ENTFREINTD, FRLBIRITETORES —
B LGB ORI ARTH D Ll 2 L5 Lz,
=05, VB U 7o B A3 ith 0 BREE A SRS R T do 5 & 5|
WrLZ2WZ E&2fENPD DD, @mX[17]THELILTVWD
Anonymity set size #FH L7, Zhickbv, 7—%E> |k
DD B TR G ORI & OREIFIET D DD %R T
&, FHE X R OR R A OT — 2 T —F ey hOT—X
BeHEIND. HEOTFT—2ty ML, LERROERT
I 4E L7z 10,010 @ browser fingerprinting % 7=, £ 3 1
HEMEREZE DD, 72721, software [HHMOMEFITIX
browser version & L T ”Firefox 52.0” %, plug-in & L
T”Shockwave Flash 25.0”% T\ 5. ZORERND, 9
FEORKEAMAGDLED Z L TERICAWZT — 4 v
FOFNOIEANERE —BICRHETH I N TEDHLEER
5. T, B L IZRIR DM O BRI 2 AR R & W
TOHRMHEIIERWE PRI NAD. ok, A ARICITMHEE
DEEIP T FLARED Y THATN D, EROHEE
EAfk L TR LTV,
44 YU FRY P RT7 IS4 7 o ADMEFE (R 2)
ERR LTk 2 VW CH v Ry VAT T 74T AD
(BRI 2 A U7z, FEBUCA WS R B 2« DR
Wb TRy, 3 MEHOY L RRy J AT T4 T R
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DEMTIZHD. 12121, ZhoDT7 7 I3A4 TV AExRy
FU— B A TR LT R, R Lok E T
TAT VR, VAR — " NangiiT56Z LT
NRRy AT FIA T ANRERES D Dl LTz, &
BROFER, AFRL LI R1T 10 oY RR y 7 2 B THEAT
M7= (Windows 10, Windows 7, Windows XP, 32/64bit). "
v KA w7 2AOHIZIE OS version, browser version, plug-in,

HTTP Accept Language, Physical cores, CPU architecture @
=N =BT HLONFELZ. LaL, 4 EELERHEA
—HT LV Ry 7 RIFEE Lol £, 2 2D
YU RRy 7 2ATRRETORER R —EHTH-72. ZD7

B, WREIIFEEMAEDELFECTERICANVZY R
Ny 7 AREEMT D ENTED.

B#IZ, YO RRY I AT TIA4 T ADEX 2T+
T T — FERWESTC AR U TR A EA T L2 10 YRR
I ADI L, 9 HOY L KRy 7 ANBIET 7 — bl
BlShiehoiz. —F, 1 OV KRy 7 AmbaA— R
V=T WETLT = Bl N HEY L RRy
A% Windows XP Th 0, FEAIEGARIT Windows 7 TH D Z
&b, Windows 7 LAETHN LT A4 77 U 2RI L TH
RaemIgE L. Bl zE2ToY Ry 7 AT
FITLILEZA, WTROY U Ry 7 2A0b 8T 77— b
BRI SN 2otz FO, WEFIIERICHWEZ 3
DY RR Y VAT FITAT V ADETOY L Ry
JABEATNVAEMST HZENRTED. 20X, B
B IR R 2 B LR Lf:'%%li%ﬂ%b\f%&%f%f@&
ET DAY = TRIEEERL, X207 47754
TR K DA AT S AR B 5.

5. Implant NS—XDHEIZHT B
X1 Y T4 T T34 72 ADMETEE

ARFETIE, Implant H:417 2 W72 EE T AIC L W B L 7=
AT 2T T X2 VT4 T T7A4 T vV ADHHME
ERETT 5. EAERICER 2 DAL FIEIRRA B D
noan, RFFETE—FITHEN A —V%EEFE LT URL
Vvl SEDLEETRAERELTBY, A=V T4
72k, Web 7 7%, DNS U VL 370 BITIEHRE MDA
TeBEAARET D,

1) A—=NITFATbF:a—FEFA—NOLYD &V ELT
DIZ Web A=V EFATH5HE L, WmANICA
AN—=NENTEA—NTTATV NEFRT S
NEZOND. A—NTTAT 2 bOFIZE, A—L
Ny X—NICERENTWDEIA A= T 7 A V%A
VHA—Fy FH AT a— RT3 LDBIEMETS.
F7o, WAIAAT URL REBIIIHRENOF ¥~ a
WCRTEEND. 20D, WEFIAFOEHRTFILH
% URL & A —/b~~y X —HIZFLa U CHEERIZIEE T
HZ LT, BEAmRRICHERE DAL LN TE 5.
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(2) Web 75 UH¥ : Web 7' F U HFOREIHIZZILIC -5
2, Z O IIREE RS cookie [EMAR EDT 71 A
HRE T 7 AN, Fv v vaR IR ET D2 &M
LNTWD., T, WERFIZIAGOERTICHD
URL ZIEMIZEE LT, URLZ27 U v/ 3¢5 L
THEMSHAICHEREZHOIAL Z LN TE D,

(3) DNS U N =—HT Web ¥ F&MET BB
E1Z Domain Name System(DNS)ZF|H LT KA A »
Z&IPT7 RLAIZEH LTS, HiZ Windows BRiE
\Z1%, DNS stub resolver 237 7 # /L b A A h—/L X
NTHEY, FAL CELARIRIT 2OICHHIN DY
BNREZN. 20D, KRHFIZEGOEHR FICH D
URL ZIEMIZEE LT, URLZ27 U v/ 3¢5 L
THEMImARICHEREHDOATL Z &N TE 5.

ZOEHIE, WREFITHHOEI TICH D URL ZHEMIC

“E LT%E’Jﬁﬁ”%X CIEMEMOIATZ ENTED. Fi,

INHDE LTI Web 77 A L ERNE 2D

Ry NT—=I T F5A4T L ATORATHLW LA TR

ENs. FExIFFmLNZBWT, Web 77 U4 (Browser

History, Browser Cache, HTTP Cookie) & DNS U Y /L NITIE

WEHDIATLRES Y A2 BE L, ERICHW - ER G

KICAFEHEOEREZEDIAD DL Z L 2R L. o, &

ORI O~ T = TR ERT 5L L, =R

RITHDIAATZ1EH (Browser History, HTTP Cookie, DNS

VI NN) 1 L TEHEETT 8L~y =T

BiR 2 HOIA A TERE BRI LTz, £ LT, FEHlfkTE

AENTWR3FEHOY Y RRy VAT T T4 T v AIHE

RLIEREEERL, 2 TOT7 S IA4T VAT AT

BRENEZ SN TICHET AR T T2 L 2EERLE

(Windows 10, Windows 7, 32/64bit 7> 5 72 % 5{HH KR >

JA). Ele, WFNDT FIAT oAb b X2 YT o

TI—MNIBHENR ot 20D, HEHITERIC

AWEZETOY Y FRYy VAT T IAT Vv AR AT VA

BT 52 ENTE S, 20X HID, BREEITEAHRIC

HDIA AT A IV TREE BR FT®$%¢¢5?»W:

TRIREERL, €X2 VT 477747 AKX 5K

Z AR 5 TR B B .

6. EE

6.1 HEXE

AFEOLEE S F U F~OKEE LT, w7 =T RN
v RR Y 7 ZADNEREWNET dE5T &I 5 FENRE R
LD, ERICHWEY Y RRy VAT T T4 T L ADH
IZ1%, cookie fE#H7L EDRHA TG LRI EX 2 U 7 1
77— REMNTH5HLORMEERINTZRN, L0 E ORI
TT 77— NaWNTHOULERSD. ZD, KON
KREX2 VT 4T T4 7 2 ADOMEREM FICER 5 L&
ZbD.
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Browser fingerprinting X% : ARHFIEOKE L T U A ~Dxf
WD—>L LT, browser fingerprint DR 2 ¥ 1L < 2577
EREZOND. B2, Web 77 UV ORI %E #EFi b7
% plug-in NfFAET A[18,19,20]. 42, => b E—2E
KROBHEOBGEHLTHZ L THBEBEDOI A M
»oib. F£7-, JavaScript, CSS, Flash 72 &% E4{b+ 5
Z & T browser fingerprinting #4515 %. 727 L, Zhb%
b3 5 2 & Ca—Y ORMEMER R DI D REMED B
5. —FH, TNETHY PRy 7 222 —VEREITEST
DU PATONTERZD, o RAR v 7 2 &2 BRI R
(CEST 2 Z L THEZPCHENTE D AHETH H[22].

Implant R : KFEEOKEL TV F~DREDO—2L L
T, 2—=WIZEWIZ URL 2> FRy 7 AT F T34 T A
W7V w7 &FHZ LT, 2 RA vy 7 A implant %3
DAL FIEREBEZLND. 2720, MENO 2 —FIZmn
TETOURL~T 7 AT HZ LT LW, £/, B K
Ry 7 ADL L NIBRBEEE LT HUNENRH D72, HDIA
ENTAERPFICHEET D L3RS 0. —FF, EHEE
WCHEDAATERIT - EMRREIND D, =2 —PIET 7
7 YR EIES cookie DFRZE, F v v ¥ a OEMLEIT O
Z & T implant #EE L THHERB2OND. 2721,

2 —YFOFEMZ I O FTREIENH D728, REEIT OB
ITEEPMETH D, Fio, WBEIT implant ZHA G D
DL TENEZ#MT DI ENTED.

62 WESTUXORR

AIFGEDOBEE S F U A TIE, HET DMK ERAT D
KIZFA LMK THILERSH S, Lonl, HET7=2—XL
BAT7 2 —XFIA—ABHTITONLD2D, ZLEFhD T
== RIS DAL B BRI S 15 Rk
ThdLTHIND.

H8 7 = — X CIE, WREFILFE L7z URL &2 —H|2 s
Vw7 SELHMLENDD. FERIC, BAT = —XTIEEE
L7e7 7 ANEETIEDLERSDS. 207, 22—
BEERT Y =Yy V2o V=T VU SRR R RV D
RERHL. UL, Fx3mmXICB0TEE 7 =—X
\CHTML A—/VEZAWSHZETURLEZ Vv 7352 L

72 < BEERGRRNICIE M A HLDIAD D r — AR L TV D.

Fh, HE7x—XATHE, KEFTIAZGOEETNICHD
URL Z (5 U TR ARITIE WA A Te S, 4 1w
[INZTEBWTERY A FD URL Z3#DiATe 7y — R &R
TW5., ZDED, 20Xk REESF Y FITHONTIES
HBOBHELETS.

P KRy 7 AR —WFZkbniz URL 27 U v 7§
HEIICHESNTWESE, WEHFITHEID Fingerprint
FIGENDZENTRIND. LIL, WEFITEN
KRV KRR I AT T IZAT VAISFLNTNAZ L%
HETHZENTES. o, VU RBR vy 7 ADFEHRP =
—PIRANT B LILRb., Z0ED, fF—%v b
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sty FRy 7 2apa—Fickb iz URL &7
Vo3 BE0CEETHIEITEE LI R0,
6.3 HIRMEHIX G

AEFRIL, FFERK COARIET 2~V = TIC k5
VRR w7 A EREIC L, YA N—HEOEN LR
BOMBOErX 2T oM EICET LI EEANETD.
ZFDRw, AFREEEZY L PRy 7 2A4_ L —F 0k %
2 VT ¢ RUFIZIEMNOFEICE 2 5 L3k, BREIC
BHINDT AU v hEMOT2OIZ, UTFO XS 7FEK
ERol-. £, AMIRERICL IEBENREENRDD &
FRENDERICHNZT Y KRy I AT T34 TV AD
X2 )T RN FH IR LT, FRERE TOALEE
T BT = T BNEENTERICFIH SN AR H D RO
FREBRICH W RIRORME, HESE XN D3R iSO
WM EIT 7. 209 b, 1SR MHERICE S,
VAT AOREERToEOEKEEZIT D, ®iZ, P
VRRY I AT ITAT U AEMERB LTS X2 Y
T4 N HE T L TR AT o2, 209 b,
1t E IR Z 1T > TV D ETE & 5% DX RIZ OV THE
BERRW AT 2. %I, ERICAW-tX=21) T4
TS TGAT v ADLFRREIR O RE BN D IE WA TR T
HZ BT, ZoXHiT, AFRIEFEX =2V T TS
FTAT U AOMWR EIZEBRLTWS B2 NS
7. FLHESRDERE

BERK COLEET 24T 2T ICHT 28207
4T TITAT AOHREIEEZFANT D729, (1) browser
fingerprinting # A W CTHEMEHE K OHE R EZINE T 5
Fingerprint ~X— A DIHEEITE & (2) FEWHHARD A —/V 7 Z
ATk, Web 77 74, DNS U YA ITIEREZHDIAT
implant X—ZADEEITAZHEL, 2N L OE#REZHANT
FERJHARE~ DR AN ED L 51T D Ak Lz, #HE
EBROFER, FHBCEHAINTVWDEI Ry NIV—s T 75
AT VAT END Z LR IHFHRONENFRETH S Z
EEMR L. Fio, EHBETEHSNLTWS YRRy
TATTAT AR U TN OERERFRETH D 2 & & fik
LT, Foald, @O CTEEARARICHEDIA A 721G H 2
WTH YRRy 7 RAT T T4 7 2 AN K B O ERE A 7]
BECTHDHILEEMRLTWS., D), Zib O
REetXa )T _XUXCRL L, FERE COLEET
BT T ~DFEBME Z{T o 7=,

Lt OMBNE, THMOIETECHEDIAL B YET
5LLHIT, BILEZ ORETEREZITIFTHSH. iz,
KEBRETCOLBET 5~/ T =7 ~ORFEFEIZHONT
BitT2FTHD.
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B AWMERRE O —EIL, ENAFEREEA EEE
IS FERERENICT) D ZE3EHF 78 [ Web  BEAT U BB 56k SR B2 75 o
FERALIC BT 2 AF9ERRSE L Ic kv s, KIFgED
TESCERRLEE BN K RSO i b O SR A = T
L.
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