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Personal Authentication on Amartphone
Using Voice and Ear Obtained from the Capacitive Touchscreen

At Gomal®  Trrsusat OHKI?2 HIROSHI YOSHIURA! MASATSUGU ICHINO!

Abstract: With the spread of smartphones, they are used for various purposes, and the need for highly
accurate personal authentication is increasing. Therefore, biometric authentication attracts attention, and
now biometric authentication is used at smartphone login. In this research, we focus on calls, which is one of
applications for smartphones, and investigate the effectiveness of multimodal biometric authentication . By
acquiring the ear from the capacitive touchscreen of the smartphone simultaneously with the voice during
the call, it is possible to perform seamless and highly accurate authentication without imposing a burden on
the user by using natural actions in daily life . We evaluated and compared the performance of the proposed
method, voice and ear authenticaton respectively, and confirmed the effectiveness of the proposed method.
It was also confirmed that it is effective against data with differences in noise under the influence of noises
or at acquisition timings.

Keywords: smartphones, voice, ear, Multimodal biometric authentication
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Table 1 Result of Experiment A.
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Fig. 3 Schematic Diagram of Score Fusion.
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Table 2 Result of Experiment B.

03 ODocCcoooooooo
Table 3 Result of Experiment C.

oo0oo Accuracy  Precision Recall Fl-score EER oooo Accuracy  Precision Recall Fl-score EER
0o 93.15 52.21 90.43 65.59 11.30 oo 93.15 52.21 90.43 65.59 11.30
ooooo 1g | 97.81 81.57 89.86 85.43 3.41 ooooo 20 | 98.15 84.97 90.14 87.43 3.05
SVM 99.53 98.66 94.86 96.63 1.33 SVM 99.58 99.71 94.43 96.94 1.01
KNN 99.42 98.98 92.86 95.70 3.36 KNN 99.54 99.57 94.00 96.58 3.36
ooooo 99.29 95.85 94.43 94.96 1.61 ooooo 99.45 97.27 95.14 96.09 1.51
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Fig. 6 ROC Curve of Experiment B.
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04 000 30 Precision 000
Table 4 Change of Precision in Data 3.

gooo oo0o1 002 oo 3

oo 35.47 35.47 35.47
oo 95.56 95.04 98.00
SVM 93.18 100.00  100.00

05 0D0000O0O00DO0OO0O0D0O Precision 000
Table 5 Change of Precision in Data 3 When Testdata More
Noisy Than Traindata.

oooo ooo2 0003
oo 100.00 35.47
oo 100.00 56.67
SVM 100.00 80.00
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