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Identification of malware variants using fastText
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Abstract: This study attempts to judge whether an unknown malware is a variant of known ones or not
with a small number of data by using support vector machine (SVM) which is one of machine learning
methods. To perform the judgement, we need to characterize a malware with a multidimensional vector.
In natural language processing research fields, word2vec is a famous method to characterize words and to
make multidimensional vectors, and it has been shown that the word2vec is available to characterize API call
sequence obtained by dynamic analysis of malwares. Here, we will show that fastText, which is an extension
of word2vec, is useful to identify malware variants.
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Fig. 3 How to create a corpus
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Fig. 5 Malware name by Kaspersky
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Table 1 Names of malware family

RV T T77IV—4
Trojan-Spy.Win32.Zbot
Hoax.Win32.ArchSMS
Worm.Win32. WBNA
Trojan-Win32.Yakes
Trojan-Win32.Jorik
Trojan-Win32.Inject
Trojan-Win32.Agent
Worm.Win32.Vobfus
Trojan-Ransom.Win32.Foreign
Backdoor.Win32.Androm
Trojan-PSW.Win32.Tepfer
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Table 2 F-measure for each method in feature vector case.

VOER 50 word2vec word2vec fastText fastText
7t (BoW)  (Bit BoW) (BoW) (Bit BoW)
BE1 0.9175 0.9029 0.9212 0.9148
RE 2 0.9172 0.9266 0.9237 0.9267
RE3 0.9116 0.9265 0.9270 0.9373

£ 3 RE3IEZHVZRIGEI L OREA~RZ MLO F i
Table 3 F-measure for each dimensional feature vector case

using method3.

fastText(BoW)  fastText(Bit BoW)
WoTH (10) 0.9187 0.9305
I (50) 0.9270 0.9373
RIEH (100) 0.9180 0.9319
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Table A-1 F-measure for each method in three-dimensional

feature vector case.

VOEs 3 word2vec  word2vec  fastText fastText
7t (BoW)  (Bit BoW) (BoW)  (Bit BoW)
RE 2 0.8673 0.8823 0.9060 0.9123

%3 0.8672 0.8793 0.9006 0.9138
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Fig. A-1 Feature vector of malware with high F-measure
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Fig. A-2 Feature vector of malware with low F-measure



