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Proposal of Anomaly Intrusion Detection System
Specialized for IoT Devices

TATSUYA TAKIMOTO! HIROYUKI INABAZ

Abstract: In the recent years, with the development of the Internet, many IoT devices are used in every
aspect of life. On the other hand, various cyber attacks targeting IoT devices have been reported. Intrusion
Detection System (IDS) is often used as a countermeasure against this. IDS can be generally divided into
two types, signature type and anomaly type. While the former can not detect unknown attacks, the latter
can detect such attacks. On the other hand, there exists a problem that it is difficult for anomaly type to
define a normal state. However, in the case of IoT devices, the communication log is often composed of
limited types of packets unlike general PC. We generate a model of normal state of IoT communication, and
we propose an anomaly IDS specialized for IoT devices.
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