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ChatBot System for Vulnerability Detecting using Environmental Metrics
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Abstract: Chatbot is a widely accepted approach to improve operational efficiency in system management
activities. But its application to vulnerability management requires it to address unique challenges such as multiple
vulnerabilities, managed systems and highly complex processes of vulnerability patch and remediation.

We propose a new chatbot framework “SecBot”, which allows operators to focus on priority tasks with finer risk
assessment and user friendly interaction via chat-bot interface. We designed risk aggregation strategy to find the
highest risk vulnerabilities and systems allowing to focus on higher priority tasks. By using SecBot, the time before
initiating the tasks and the message size for interaction is reduced. These evaluations shows that our approach works
well to improve vulnerability management tasks.
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