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Authentication Method without Specific Authentication Key
based on One-Time Shape-Pattern Generation

KENTARO IsHITH'®  MASAKI KAGAWA?2

Abstract: In key-based authentication like usual password authentication, it is hard to except a non-genuine
user if the user acquires the authentication key. We propose an authentication method without a specific
authentication key aiming at reducing this problem. In the proposed method, a one-time correct figure
and dummy figures are generated based on predefined shape-pattern generation rules. The authenticated
person is authenticated by choosing the correct figure from the presented group of figures. Since different
figures are displayed each time, there is no specific authentication key, and it can be difficult for another
person to acquires the authentication key or the shape-pattern rule even if conducting shoulder hacking.
We performed an evaluation experiment that one participant who knew the shape-pattern generation rule
did authentication, while another participant who did not knows the rule did shoulder hacking. The re-
sult showed that high genuine user pass rates and high non-genuine user rejection rates were achieved with
some shape-pattern generation rules. Meanwhile, the proposed method showed a naive characteristic by the
shape-pattern rules in that, with other shape-pattern generation rules, some showed low genuine user pass
rates, and some showed low non-genuine user rejection rates. Based on this result, this paper discusses the
limitation and the possible improvements of the proposed method.
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Fig. 1 Shape Patterns Generated by the Basic Algorithm
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Fig. 2 Deflection by Translation of Midpoints
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Fig. 3 A Set of Shape Patterns Generated by the Authentication Generation Rules.

Each includes one correct and eight dummy figures.
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Fig. 4 Authentication Application (Android Application)

4. FH

4.1 =ERFIE

FERIL 2 % 1 HOFERSME ZBNTITD. 1 BDFEER
SIEVNEROWREZR L RY, €5 1 HOERSMNE
Y IV A=Y XV TR IEERIOWRIHE R L 2 5.
32 fiTH A7z 6 DOFRIEE G ERI) —IV & 3 DT DI
IV, SEEROEAHIZER - FEEHOZLENIRA U TEE %
F5. YON—IVDMAEDLE%Z EDEET 1 LDERK
SINFZ B DR D ML, V—IVEIOFE - HeE DR %
I3V R—=NF VA% >TERMTS. AFT
X, EHOWREEROERSINE 2 [ERSmnH (F)] -
FEEHDOWRIE R DOEBRSINE %2 [EgSnE GE)] &

AR
ST SRR — VI DWT, AR OFES: X THEER
=FERET S (H 5).

(1) FEBREWEBRSINE () ~GRGEESREEA 8L —
BIERTD. ZOBIZ, NI A—XOBHIZFLT,
3.2 i TR AR 72 E KA R B D A E AT S .

(2) EBsE (E) BFERIET 7V r— a3 VIO
H% 617D

(3) EBzE (E) BWRIET 7V r—ya VHHOT
AN%E3[EATS. TOM, FEERSE 9F) 3EHRS
mF GE) OFIETYald—NnNyxr %2475,

(4) FEBsE (F) O 3EOTANDKT#, EBSM
H (3[5) WY TV r—yaVFIHOT A N% 3 [
15

4.2 #R
1241 24 ZDEMRSINE B EIEHREFEELZ. H 612,

© 2018 Information Processing Society of Japan

(€ IPEUZ EIACE 32/
(IE)TZI“&?TO

NE—V%ERD

(EE)\BE2T>

—_—

(IE)FRMETS

5 ERTIE

Fig. 5 Experiment Procedure
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