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Report on In-vehicle network security exercise program

DAISUKE SouMA!  AKIRA MorI! HIDEKI YAMAMOTO? YOICHI HATAZ?

Abstract: Recently we have to mentioned about security of systems since various systems (automotive,
plant, factory, etc.) are connected to the network (Internet of Things). In fact, researchers reported remote
hacking of the actual automoitive and it caused a large-scale recall. Before now, it was no need for considering
security in such domains. Thus there are few personnel to consider practical security. To consider practical
security in automotive domain, we need the both knowledge about general IT security (encryption, authen-
tication, etc.) and specific background of automoitive systems. In order to develop human resources capable
of taking paractical secuirty in the automotive domain, we develop a exercise program to learn in-vehicle
network security. The exercise program inculde from the basics of the invehicle network to the advanced
attack experiments. In this paper we introduce the exercise program of in-vehicle network security and report
"Car Hahcking Workshop in JCSSSE 2018 Bangkok’ using the exercise program.
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Overview: IoT Secuirty and Recent Automotive Se-
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Break
e 10:50 - 12:00
CAN BUs Basics and Attack Methods (group work)
e 12:00 - 13:00
Lunch
e 13:00 - 16:00
CAN Bus Attack Exercises
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