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Files Management System Using Shadow Copy
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Abstract: In recent years, Solid State Drive (SSD) have started to replace Hard Disk Drive. An SSD is a
high-speed storage device with a Trim. However, an SSD cannot recover deleted files. Therefore, the user
is required to backup data for protection. It is also essential for digital forensics experts to secure evidence
of fraud. In this research, we recommend backup using the Volume Shadow Copy Service (VSS). However,
although it has tools for backup, they are complicated to use. In addition, they do not have functions for
dealing with ransomware and internal crime in an organization. Therefore, we propose file management
system named VSSManager, which has functions for basic backup and unauthorized deleting shadow copy.
VSSManager consists of (1) a backup function for personal use and (2) shadow copy management function
for the organization. Then, we develop prototype of (1) a backup function for personal use and evaluate it
from viewpoint of usability and functions requirements.
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Fig. 1 The configuration of files management system using

shadow copy.
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Fig. 2 The screens of Previous Versions. System Properies and

Volume Properies.

© 2018 Information Processing Society of Japan

THERL, ZORDPLIFEED T T A NVEHITLTE LY — )L
TH 5 [12].

[LRT o= 3 >~ | Tld SC OFERHEITLEITH 2 &8
TELD, TXTORREZ M T 5 720 12 IE T B H 2
DEMET 2LENH L. BRMICIE, SCIER & #E %17
I [T AT L OREE], 7 7 A VETLEATH I2IE [
Va—207ux7 4| OFHEEHIET S, SCICET 5
BEREDS T L bNTW AW, T—FPRIEICERES
EPEEINS. £72, SCIEHURREIX, HEO T AT
PEAETAHHE, TRXTOFIAL7TSCHERERTL
T, T-FOEMIIKLTFNIA 7RBEAEHELTLE
I WREMEA D H. SC HIBRBERE 2B L T b L SC 23 FTE
FTOLLATHRRL CHIBRT 22 LA TEY, o474
ROHIBASFEAT SN TL F 9. ShadowExplorer (&7 7 1
METLEHWE LY =V THY, SCIERLHELIT)
CENTERW, 72, EHE50Y Vb 7+ VY 2T
FTEHEE, 7HNTHADT 7 A VHPEFEINTVES EHTT
HIENTEY, WHSHFEISNTLE ) 2 eAh o7,
Mz T, BEAFEY —Vvid SC HIBBEICHIL T A2 HfE % A L
TBLT, FoV AT 2 T7THEORBEL TS EIZIET 7
ANVDEITLEITH TENTER W, ]’ LAY —VE
FLTOWABRER/RT. £ 1 X0, BEHFEY — VIIHERED
BMLTBY, —IEMICHEEZIRR WO IR RS %
ZF 5.

3.2.2 SC &TE - BxtREDiRET
VSSManager 25323554 %58y 72 7 v TOHARBEREL, [SC

3 ShadowExplorer O [
Fig. 3 The screen example of ShadowExplorer.

®1 Y- VOB
Table 1 The functions of existing tools.

o PHIDNN =T 3 & Shadow
sl AT A | RY 22— | Explorer
SCHERK A - -
SCHIBR A - -
RAERE O - -
7 7 A IVIRER - O
7 7 ANMET O O

O FEE, A HREE L TR, - BEEARL

1742



BRIEF=EmEE Vol.59 No.9 1739-1748 (Sep. 2018)

e

x 2 WY -V OFGE L UEENE

methods.

Table 2 The problems of existing tools and the improvement

BEAF Y — L D EREE 5,

KRBTk

SC 1ERE=° 7 7 A Vi IT
DOREZE —FECHEMHT
DB ENTE RN

FEABHE & —n I Rk
95 Z & THRIED AL
X7

BE DRI A T REE
TH5E, TXTDORT
A 7T SC 1ER D FEAT S
nWTLED

BED BT AT RIS
L840, SC BRI K
TATERIRTED LD
L

SC # R L CHIBRT 2
ZEMTES, KIAT
R TOHIBR LT
AR

B D SCHFHET D HE
X, = —% 2 SC Z#I L
THIBRCTE A L HICLT

TANEEEB LT D
B, 74 VENOT 7 A
IWBRETEINTND &
WIXTHZENTE R
|72

FATHD T 7 A VHBIFETE
T HEAE, 2 —VFIcED
T ANDIEFRERTRL,
FITOEEZITZ A LD
L

SC HIBRM IR IE L T
WRWe®, T Ay
= 7 HEDOHEIKIET
LT EMTE RN

323 HTHlT 5 SC &
A EETH LT
SC HIFRHEITHHIETE S
oLz

DYERL - W] [SC DfRE#RZE] [ 7 7 A VO] TH 5.
[SC DfRE T ] I FREFIRDILK - M/ NFOBRIEERAT .
INSDEARBEREE —TCIICERET L2 LT, YIS
INY T TREILEAT) TEDTEL., MAT, B
BNy 2Ty TEFNTTH72DIZ SCERD A ¥ 2 —
N ETE LT HICEREST L, $/2, 323HT
BReDFMEBIR ST 225, F U LY 2 TIRGEZICNT A
TEEILT DR, BEERIO SC * HEIR I HERE & 457
7z, T, - % SC T RO A A RS
FTIENTEBEERIZIOTHE, # LT, BAEY—
DB ESTRIZ)RT, Flehr—FA 0y 72— 2A
TEETL, T2 ISV - VORES EF T B
HHEERT.
3.2.3 SC REMBEDOHE

VAED T L7 271 SC OYlREzR_ATEY, 12—
FIZSC I AL &L nwEkH)lcLTw5, SClEy
AT LT T7ANTHY, 77 AR %2 —FITHI
THIENTERV, ZD720H, SCEHIRT 5I121E, &3
WRT VSS~ND T 7 v AR G- 2T b7 7 1)1
AT ALEDSID Y, FNLSOEIBRITEIIFEREL W
EHERD.EE, S AT TIINSDT A NVEF)
ALTSCHIBEZRATHS., —fladblTre, 742
7 =7 WannaCrypt (& vssadmin.exe & wmic.exe % H W

© 2018 Information Processing Society of Japan

&3 SCHIRIZEMNENL 7 74V
Table 3 The files used for deleting shadow copy.
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Fig. 4 The procedure for protecting shadow copy.
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organization.
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Table 6 The evaluation of interface obtained by test users.
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