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Abstract: In Android applications (apps), global IDs are used for identifying a device or a user. Some global
IDs, such as Android ID, IMEI, IMSI, ICCID, Phone Number and MAC Address, have a risk of identifying
an individual because they cannot be changed by a user. As a measure against these unrecommended IDs,
Advertising ID and Instance ID appeared as substitutes that can be changed by a user. However, whether the
substitute IDs are used or not is fully depend on developers of apps, and the circumstances are unclear. On
the other hand, many apps use external modules developed by other companies, etc., not an app’s developer.
So there is a concern of the use of the unrecommended IDs by the modules. In this paper, we conducted a
dynamic analysis on 1,761 apps on a app market in order to clarify the circumstance of transferring global
IDs outside. To achieve the purpose, we observed API calls from modules, and their package name, by the
method based on JDWP. As a result, we revealed that approximately 26% of apps sent the unrecommended
IDs outside. Moreover, we revealed that approximately 15% of apps sent them outside via external modules.
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Fig. 1 Mechanism of API tracing with JDWP.
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Fig. 2 Example of API tracing log.
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Message object.
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Fig. 5 Usage of global IDs without privacy consideration.
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= 2 App Rt & Ad 01, Monitor 04, Support 12 25HlAA F
N7 App %
Table 2 Numbers of apps contains Ad 01, Monitor 04 and Sup-

port 12 for each app’s releasers.

P9t | AdO1  Monitor04  Supportl2 | App OFEH
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03 3 3 B
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