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Abstract: When users use various [oT devices surrounding our daily lives, the user conduct physical touch
ineluctably to the devices by a user belonging to signal for starting the use IoT services. By the physical
touch using user belongings, it is possible to authenticate the possessor that desired to use the service, how-
ever in case of IoT service which would wide spread hereafter, that is not enough, then it would be required
to cut out the burden to choose the service that user wanted form the various services, to authentication the
user for billing transaction that would be required in addition to the authentication by the possession, and
to confirm the user existence in front of the IoT devices. At the same time, caring about quality of service
for the network and ensuring the scalability of the service are needed as the infrastructure to accommodate
the increasing IoT services. Then in this paper, we propose a framework that compound the action of phys-
ical touch to automatic determination and initiation of the service that user trying to use by a smartphone
penetrated in our daily life, and to proof of the user existence in front of a IoT device. In that regard, to
overcome the issue of shortage of spectrum of the mobile Internet that would worsen by communication of
ToT services, we provide a data offloading method targeting for IoT service that detour the payload to local
communication channel between smartphone and IoT device by accommodating authentication and services
protocols in it safely.
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Fig. 1 Conceptual diagram of cloud online service and IoT

service.
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Fig. 3 Transaction of FIDO UAF protocol.
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Fig. 4 System configuration of proposed method.
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Fig. 5 Automated pairing for BLE.
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Fig. 7 Evaluation environment for door lock.
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Fig. 8 Behavior of detection of IoT and authentication.
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