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Abstract: With increasingly tight integration of complex and diverse technologies (More–than–Moore) in VLSI, logic
diagnosis algorithms become ineffective because of unpredictable defect mechanisms. This paper introduces a new
concept called Interactive Logic Diagnosis that tackles this problem by combining automated diagnosis directly with
human reasoning of expert engineers. To achieve interactive diagnosis, the diagnosis method needs to be responsive as
well as transparent. For both aspects, this paper will share initial ideas and results of the ongoing research.

1. Introduction
Logic diagnosis is the process of inferring probable internal

defects from the erroneous outputs of a logic circuit [1]. It is
an essential part of modern VLSI chip development for identi-
fying and eliminating issues that cause erroneous behavior, limit
production yield or decrease reliability in the field [2]. Auto-
mated diagnosis methods rely on a–priori assumptions about de-
fect mechanisms in order to produce a list of fault candidates that
best explains the observed errors [3]. As VLSI technology com-
plexity and diversity increases with the tight integration of digital-
, analogue- and RF–cores [4], complex ultra–low–power manage-
ment, test infrastructure and 3D–integration, defect mechanisms
became much more diverse and unpredictable. Dealing with un-
known defect mechanisms is extremely important for the success
rate in a precision diagnosis setting. Precision diagnosis is used
as preparation for destructive physical failure analysis to locate
the exact circuit structure that is affected by an unknown defect.
As shown in Figure 1, designers and production engineers inter-
pret the fault candidate lists generated by logic diagnosis tools to
understand the underlying defect mechanisms and take appropri-
ate actions. However, as these fault candidate lists may already
be tainted by inaccurate a–priori assumptions and engineers may
be mislead in their quest to understand the true defect. Currently,
post–silicon debug of prototypes usually adds many months to
time–to–market [5], and cases of No trouble found (NTF) in
field–returns are on the rise [6]. As engineers struggle to under-
stand the root causes of failures, production yields remain low or
product qualities fail to meet the ever–stricter Defects per Million
(DPM) requirements.

This paper proposes a new logic diagnosis paradigm that fos-
ters a much more direct interaction between the failure analysis
engineer and the diagnosis algorithm. Such an Interactive Logic
Diagnosis approach holds the promise to be much more effective
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Fig. 1 Classic Diagnosis with unknown defect types.

in dealing with unforeseen defect mechanisms compared to tra-
ditional logic diagnosis in which the engineer can only interpret
finished fault candidate lists and apply different diagnosis meth-
ods with various models in a trial–and–error fashion.

This paper is organized as follows: Section 2 gives an overview
over the state–of–the–art in logic diagnosis. Section 3 dis-
cusses the relation between a–priori assumptions and diagnosis
outcomes. Section 4 introduces the new interactive diagnosis
paradigm and discusses its requirements. Section 5 shows how
a potential interactive diagnosis method can be made responsive
using GPU–based acceleration. Section 6 concludes this paper.

2. State–of–the–Art
In the literature, logic diagnosis algorithms are often classified

into cause–effect and effect–cause [7] paradigms.
Cause–effect analysis [8] starts with a set F of possible causes

in the circuit. An element of this set f ∈ F is called a fault and
the set is generated according to a fault model. Diagnosis is per-
formed by comparing for each test t ∈ T and each fault f ∈ F the
failures generated by the fault f with the observed response of the
circuit under diagnosis. The result of logic diagnosis is the set of
faults, which show the same behavior as the defective circuit.
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In order to avoid costly fault simulations during diagnosis, a
fault dictionary is constructed. This dictionary is created once
by simulating every fault f1, . . . , fn ∈ F with every pattern
t1, . . . , tm ∈ T in the circuit C and storing the responses in a ta-
ble. Two major disadvantages with this procedure were quickly
identified. First, the size of the fault dictionary became a major
issue and a lot of research effort was spend on reducing its size by
various means [9], [10]. As the size of the dictionary grows with
the size of F, this approach is not very effective for more complex
fault models. The second disadvantage is the a–priori selection of
a fault model to generate F. Many defects cause a behavior of the
circuit under diagnosis, that does not match with any of the faults
in F. In this case, cause–effect diagnosis will fail.

As a response to the rising variety of defect mechanisms in
modern VLSI technology, research in logic diagnosis has been
pushing to reduce a–priori fault assumptions by means of gener-
alized fault models, location–based diagnosis and adaptive diag-
nosis.

To reduce the dependency on a single fault model as well as
to handle fault models with very large number of faults, effect–
cause diagnosis was proposed [11], [12], [13]. Effect–cause based
diagnosis algorithms derive candidate causes directly from the
observed effects. The majority of modern diagnosis algorithms
implement effect–cause methods and there is also a trend of com-
bining effect–cause and cause–effect ideas and diagnose a defect
in two passes. First, a fast effect–cause analysis is performed to
constrain the circuits region where possible culprits may be lo-
cated. Second, for each of the possible fault sites and suspected
fault model, a cause–effect approach is performed for identifying
those faults which match the real observed behavior [14], [15].

Inject–and–validate is a per–test analysis concept, that follows
the cause–effect principle. Also here, a set of faults F are sim-
ulated and their responses are compared to the responses of the
circuit under diagnosis. But inject–and–validate procedures do
not restrict themselves to exact matches between the simulated
faults and the defective behavior of the circuit under diagnosis.
Instead, they determine fault candidates based on the similarity
between the simulated and the observed responses. The diagno-
sis approach in [16] was one of the first proposing this procedure
to localize defects. This diagnosis method reports stuck–at faults,
that are able to explain most of the failing responses.

One of the most prominent technique is the Single Location
At a Time (SLAT) method introduced in [3], [17]. A test pattern
t ∈ T has the SLAT property, if there is at least one observable
stuck–at fault f ∈ F which produces a response on that pattern
identical with the response of the circuit under diagnosis. As di-
agnosis result, SLAT based algorithms report a set of multiplets.
A multiplet M is a subset of F with the property, that each SLAT
pattern observed in the circuit under diagnosis is explained by at
least one fault in M.

By using multi–valued logic simulation in inject–and–validate
diagnosis algorithms, defects can be located in a circuit despite
incomplete knowledge on their actual behavior [18]. Such a di-
agnosis algorithm reports the minimum set of signal lines that
need to be set to an unknown value (X–value) in the fault simu-
lator, such that fault simulation will produce a X for every fail-

ing response bit from the circuit under diagnosis. The same idea
was used more recently [19] for diagnosing delay faults. Three–
valued logic simulation is pessimistic and will result in X–values
at outputs which are actually fault–free. The works [20], [21] al-
leviate this problem by using distinct X–symbols for every sig-
nal line and a more sophisticated X–propagation method that
preserves some logic properties during X–propagation (inversion
and branches). After location of the defect site, the unknown val-
ues at the site are resolved by 2–valued simulation exhaustively
assigning the X–symbols to logic values. Inject–and–validate di-
agnosis is computational expensive as it relies heavily on fault
simulation of many possible candidates. Many proposals on high
performance fault simulation are also applicable to inject–and–
validate algorithms. Common techniques used in fast fault sim-
ulation can be found in [22]. Another canonical way is to trade
computing time against memory storage by constructing a fault
dictionary [8], [9]. In contrast to cause–effect approaches, the dic-
tionary is only used to replace some fault simulation runs by ta-
ble lookups. The fault simulation problem can also be mapped to
emerging data parallel architectures like General Purpose Graph-
ics Processing Units (GPGPUs) [23], [24], [25] or hybrid systems
as the Cell Broadband Engine [26] to gain speedup compared to
a simulation on standard hardware.

Critical path tracing techniques trace back error propagation
paths from the outputs towards the possible culprits within the
circuit. The concept of critical path tracing was first introduced
in [27] as an efficient alternative to fault simulation and was first
applied to delay fault diagnosis in [28], [29]. The diagnosis pro-
cedure for delay faults uses a six–valued logic algebra to de-
scribe logic values, transitions and hazards in the circuit. This
approach was later refined [30], applied to bridging fault diag-
nosis [31], [32] as well as to crosstalk–induced delay faults [33].
Path tracing based diagnosis can be improved by taking into ac-
count the timing uncertainties (variation) of manufactured circuits
[34]. The approach in [35] extends back–tracing over multiple
time frames to analyze responses of functional tests. Many path
tracing based diagnosis techniques fail in the case of multiple in-
teracting faults in the circuit under diagnosis as they assume all
the off–path signals of the currently traced fault propagation path
to be fault–free or affected by the same fault in case of a re–
convergence. If multiple faults are present, the effect of a fault
x may sensitize a propagation path of a fault y at gate g. If fault x
is not considered, path tracing would assume, that the fault is lo-
cated between g and the outputs, because a fault effect stemming
from ywould not propagate over g. This challenge was addressed
in [36], [37], [38] by using a more conservative path tracing ap-
proach in combination with fault simulation to diagnose multiple
stuck–at, bridges and transition faults.

3. Assumptions and Diagnosis Complexity
Over the past years, the reliance on restricting fault model as-

sumptions has been reduced to accomodate for unforeseen and
more complex defect behaviors. This trend leads to three chal-
lenges. The first two challenges are a direct result of having less
constraints during logic diagnosis. The lack of contstraints in-
creases the search space of possible faults dramatically which in
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turn increases the diagnosis runtime. At the same time, the diag-
nosis results become less expressive as less information on pos-
sible defect behaviors are available. The third challenge relates
to redidual assumptions that are still present in the diagnosis al-
gorithms themselves and can limit their effectiveness with certain
types of defects.

3.1 Complexity
It is easy to see that diagnosis complexity increases with less

strict assumptions. For instance, with a single–stuck–at fault as-
sumption, the diagnosis algorithm can select from O(n) different
fault candidates (n being the number of gates in the circuit). Al-
ready with a slightly less strict assumption of one- or two–stuck–
at faults, the number of possible faults increases to O(n2). In
general, diagnosis complexity rises exponentially with fault mul-
tiplicity.

To cope with complexity, diagnosis algorithms can also exploit
behavioral properties of an assumed fault model. For instance,
if diagnosis is constraint to bridges like wired–AND, wired–OR
or similar, diagnosis becomes much easier than a more general
two–fault diagnosis. The bridge diagnosis approach in [39] ex-
ploits the fact that the two signals involved in a bridge need to
carry different logic values to activate the fault. In other words,
whenever two signals carry the same logic value for a failing test,
the bridge cannot be located between these two signals because
the fault would not be active and lead to a failing test. With this
knowledge about bridge behavior, the algorithm is able to diag-
nose bridges with linear runtime complexity O(n).

3.2 Results Expressiveness
The more general a fault modeling approach is, the less expres-

sive diagnosis results become. Every fault model carries with it a
certain expectations about the types of defects in the circuit under
diagnosis. Whenever the observed evidence matches a candidate
within the employed fault model (such as a bridging fault), this
candidate can be directly used as result.

If the fault modeling approach is more general, fault candi-
dates in the results become more general as well and must then
be interpreted by engineers using their domain knowledge and
expectations.

For example, figure 2 shows a circuit (which is just an AND–
gate) with some patterns and observed responses. Stuck–at fault
diagnosis (fig. 2a)) would yield no candidates, because no stuck–
at fault on any signal can explain all the observed responses. The
Conditional Line Flip (CLF) model [40] is a more general mod-
eling approach that expresses that a signal is faulty under some
(possibly unknown) fault activation condition. A diagnosis under
such a CLF model (fig. 2b)) would yield the correct location of
the defect but the details of the faulty behavior remains unknown.
The actual faulty behavior in this example can be interpreted in
various ways depending on the diagnosis context as shown in fig.
2c). In a silicon chip, the inputs of the gate may be shorted with
a wired–OR bridge. In a design validation context, the gate could
have been acidentally exchanged with an OR–gate.

Knowledge about the diagnosis context and possible defec-
tive behaviors is important to introduce into the diagnosis pro-
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Fig. 2 Expressiveness of diagnosis results with various fault models.

cess. However, one has to be very careful not to overconstrain
the search space and then ending up with no or even misleading
results.

3.3 Remaining Assumptions
All diagnosis algorithms found in literature still include nu-

merous assumptions regarding the behavior of the circuit under
diagnosis.

For example, inject–and–validate approaches use a certain cir-
cuit model to evaluate the propagation behavior of faulty inter-
nal signal values. For performance reasons such circuit models
usually do not include gate and signal delays and are therefore
unsuitable for defects with timing–related fault effects. Gross–
delay or transition–fault models work around this issue as they
demand, at the time the delay fault is active, that the response
is the same as a stuck–at fault at the same location. If a defect
behaves like a small–delay fault, however, its response may be
different from that of a stuck–at fault and diagnosis approaches
that do not model accurate timing in the activation and propaga-
tion paths may fail. Specialized algorithms are available for delay
faults [28], but they are again inefficient with permanent faults or
other defective behavior.

Modeling the actual physical behavior of the circuit and the
defects in every detail is clearly infeasible. However, care must
be taken to model sufficient detail whenever necessary for a given
diagnosis problem.

4. Interactive Diagnosis
The main cause of the aforementioned challenges is that as-

sumptions are made before the logic diagnosis process starts and
the only way an engineer can judge the validity of the assump-
tions is by interpreting the diagnosis results after logic diagno-
sis has finished. There is currently no way to manage and adapt
assumptions during the logic diagnosis process itself other than
restarting diagnosis from scratch with different assumptions or

c© 2018 Information Processing Society of Japan

DAシンポジウム 
Design Automation Symposium

193

DAS2018
2018/8/31



different algorithms if the previous results are unsatisfactory.
The key idea of interactive diagnosis is to enable engineers

to gain insight into the diagnosis process itself, follow its rea-
sonings and guide the process by giving additional information
such as carefully considered assumptions, additional evidence, or
defect hypotheses. This interaction between engineers and di-
agnosis algorithm has two advantages: (1) Assumptions can be
changed and adapted during the diagnosis process which allevi-
ates the problem of misguided a–priori assumptions, and (2) the
engineer gains a better understanding of the defective behavior
within the circuit under diagnosis.

Interactive diagnosis requires two major features: (1) The di-
agnosis process has to be transparent so that the engineer can
observe and guide, and (2) the interaction has to be responsive
for smooth user experience. Both aspects are discussed below in
more detail.

4.1 Transparency
In general, diagnosis algorithms process some observed evi-

dence such as passing tests, failing tests and their erroneous re-
sponses and produce internally a series of implications. For ex-
ample, if only one output of the circuit shows an erroneous value
for the whole test, it implies that all defects are located in the
structural input cone of this erroneous output. If multiple out-
puts are incorrect during the test, all defects are located in the
union–set of all structural input cones of all failing outputs. With
a single–defect–assumption, the implied circuit part can be fur-
ther reduced to the intersection of all these structural input cones.
The implications are therefore strongly dependent on the assump-
tions used during the diagnosis process. For interactive diagno-
sis, all used assumptions have to be made explicit and clear to
the user. The user can then decide to change or remove some as-
sumptions, or, if some assumptions cannot be changed, be at least
informed on the limitations of the diagnosis algorithm and work
around them.

The diagnosis process lends itself to a contract–based knowl-
edge model. Simply put, a contract is an implication that goes
from a set of demands to a set of guarantees. Demands can be
certain observed signal values at the outputs for different patterns
(evidence), assumptions regarding defect multiplicity, model, or
faulty value propagation. Guarantees can be the values of certain
internal signals, parts of the circuit that must be free of any de-
fects, or aspects of the behavior of the defect itself. In interactive
diagnosis, all such implications have to be filtered for relevancy
and bundled appropriately such that an engineer can understand
them and make informed descisions on the employed assump-
tions, the collection of additional evidence or educated guesses
(hypotheses) of some demands to explore and understand the cir-
cuit under diagnosis.

4.2 Responsiveness
The second novel requirement for interactive diagnosis is its

responsiveness to new inputs, demands, and hypotheses from the
user. Traditional diagnosis systems work independently from a
user’s attention and are free to work on a diagnosis problems
for several minutes or even hours. Interactive diagnosis, how-

ever, work in conjunction with human engineers and are there-
fore required to provide evaluations and results within a mat-
ter of seconds from an input. In addition, the diagnosis system
has to be flexible enough to accomodate various assumptions (or
thelack thereof) for a variety of different defect types. How to ap-
proach this level of performance in logic diagnosis is still an un-
solved problem. Using data–parallel architectures like general–
purpose computing on graphics processing units (GPGPU) [41]
holds some promise on delivering the necessary responsiveness
for an interactive diagnosis system. Preliminary results on such a
simulation approach is discussed in the next section.

5. GPU–Acceleration for Logic Diagnosis
As an essential part of logic diagnosis, diagnostic fault simula-

tion is a prime candidate for acceleration using graphics process-
ing units (GPUs). Fault simulation is a very common bottleneck
in current diagnosis algorithms which will become even more
pronounced with added flexibility requirements such as timing–
accurate simulations.

In recent works, we explored using GPUs for timing simula-
tions of combinational circuits and for small–delay–fault simula-
tions [25], [42]. The main idea of this simulation approach is to
process a massive amount of independent patterns or faults in a
data–parallel manner (see figure 3).
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Fig. 3 Multiple dimensions of parallelism during waveform propagation en-
ables high–throughput simulation performance.

By using complete waveforms instead of simple logic values at
each stage of the simulation, full timing simulation is supported
within the combinational part of the circuit without compromiz-
ing on performance. Compared to traditional event–driven timing
simulation, GPU–based simulation provides 500X–1000X faster
performance [25] even for million–gate designs. This enables
potential interactive logic diagnosis algorithms to quickly simu-
late many suspects for many patterns under various conditions.
Furthermore, this simulator supports keeping the full simulation
state in GPU memory so the a user can directly manipulate gate
or interconnect timings and re–simulate the whole circuit again
without any initialization overhead.
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6. Concluding Remarks
With increasingly tight integration of complex and diverse

technologies (More–than–Moore) in VLSI, logic diagnosis algo-
rithms become ineffective because of unpredictable defect mech-
anisms. Too strict a–priori assumptions during diagnosis lead to
no or even misleading results, too few a–priori assumptions lead
to increased diagnosis complexity and less expressive results.

This paper introduced an alternative concept called Interactive
Logic Diagnosis that tackles this problem by combining auto-
mated diagnosis directly with human reasoning of expert engi-
neers. This way, assumptions remain flexible and changeable by
the user. Interactive diagnosis requires responsiveness as well
as transparency. As an initial idea to achieve transparency, a
contract–based knowledge model was proposed. To achieve the
necessary responsiveness, GPU–accelerated simulators hold a lot
of promise due to their extremely high performance compared to
traditional simulation methods.
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