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Suspicious Access Detection and Blocking System on User Terminals
for Outbound Measure Based on DNS Queries

KuniTAKA Kakorh™!  Narrvosur YaAMAI®  Yong JiN?2 Naova KiTacawa! MASAHIKO TOMOISHI?

Abstract: With the wide spread of the Internet, the damage caused by malware infection has become a se-
rious problem all over the world. To mitigate this problem, early detection of malware infection is required.
After intruding into a PC, malware often communicates with a Command and Control (C&C) server to
receive instructions from attackers. The C&C server usually specifies target hosts by their IP addresses. In
this case, the malware tries to establish TCP connections to the specified hosts directly without DNS name
resolution. In this research, we focus on the DNS name resolution and propose a system that detects and
blocks the communication performed by malware based on the absence of DNS queries.
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