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Analysis of SSH attack tendency based on Darknet analysis
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Abstract: The number of devices that can be accessed from the Internet is on the rise, and the possibility
of being attacked / damaged is increasing. It seems that servers that are not well managed and devices
operating with the default ID and password are specifically targeted, and the administrator can grasp the
trend as soon as possible and change the operation method of the server Measures are necessary.

Our laboratory operates SSH honeypot, and we are working on research to prevent password brute force
attack etc. In order to grasp a more detailed attack tendency, we analyzed the access log to Darknet and

analyzed the correlation between access to Darknet and SSH honeypot. As a result, access to the SSH
honeypot occurred within about 1 day after accessing Darknet, and most of it was found to be concentrated

within 14 hours.
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Hour Minute Second MicroSec  Datetime
2017 9 29 0 11 38
2017 9 25 V] 11 35
2017 11 2 16 46 14
2017 11 2 20 31 31
2017 11 10 20 3 6
2017 11 10 20 3 15

857542 2017-09-2900:11:38.857542
263457 2017-09-2900:11:39.263457
319765 2017-11-02 16:46:14.319765
217490 2017-11-02 20:31:31.217490
314261 2017-11-1020:03:06.314261
102143 2017-11-10 20:03:15.102143
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