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Distributed range request scheme against website fingerprinting

and Timing attack on the Tor anonymous system

KENYA Yasurtl®  Yosurrumi MANABET!P)

Abstract: Tor proxy is used for anonymous transmission on the Internet. Tor transmits encrypted data via
multiple proxies called onion router (OR). It is impossible for a third party to directly grasp the transmit-
ter and the contents of the data flowing among the ORs since multiple encryption is performed. However,
fingerprint attacks, timing attacks, and their combination are considered as methods for specifying data
contents, senders, and receivers. Fingerprint attacks can identify the access page by statistically analyzing
the amount of data and characteristics of traffic. Timing attacks are to link transmission among multiple
ORs by generating delays in routers and switches. In this paper, we propose a range access to a cache file
which summarizes contents on a web page to one data at the Exit Relay(OR). Furthermore, we propose a
method to make fingerprint attacks and attacks difficult without increasing the amount of network traffic
between ORs by using multiple routes at the same time.
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