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Proposal of /-Diversity Algorithm Considering Distance between Sensitive
Attribute Values
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Abstract: Consideration of privacy is crucial when sharing a database that contains personal information with other
organizations. Many organizations have utilized personal information while realizing the importance of personal pri-
vacy protection by anonymizing personal information according to existing indicators, such as /-diversity. However, if
a database containing certain personal information holds similar sensitive attribute values, there is a possibility that de
facto diversity is not satisfied, even if anonymization is performed to satisfy /-diversity. In this research, we propose
(I, d)-semantic diversity that is able to consider more actual diversity to solve the problem of not being able to satisfy
de facto diversity with the existing indicator. We also propose an anonymization algorithm and analysis algorithm
suitable for the proposal indicator, and we conduct evaluation experiments.

Keywords: Privacy-Preserving Data Mining(PPDM), [-Diversity, dummy
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Algorithm 1 Anonymization protocol for record r

Algorithm 2 Analysis protocol

Input: Domain of a sensitive attribute S, Privacy level /
and d
Output: Set of anonymized sensitive values for record r
Create set r
/*Adds original sensitive attribute®/
R ={EM)}
/*Adds dummy sensitive attributes*/
fori=1,---,(I-1)do
R = RU rand(S \ {dist(d, R)})
end for

return R
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Input: Reported sets, category size F, database size N,
parameters / and d
Output: Distribution of true categories
fori=1,---,Fdo
F; < size of dist(d, {a;})
if a; ¢ dist(d, a;) then
4ip = (- D/(F - F))
else
q9i.p) <=0
end if
end for
X; «— gauss(w; = x; + Zk¢j q,j) * Xi) for all i
/*Calculate Simultaneous Equation*/

return £;(i=1,---,F)
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8 Occupation 14 2
63 HEBEER

ELe7VT) ZLWIZET S, vy T 1 TEED
AFTVRF R, YT« TR O EEEE 71305
PRIZICD IZHERLL THE Z A - 72, ICD I3 S 4 D ARiED
MEt DL m-THEY, vryF s TEMEMEE UTIRES
4ADKN ) — RDAEFALTHS. H7 3V H%EIFICD
2R, Y YT« TR ER O EE &I, Bk
J—FRETOHEMTEHETS. X213 ICD O—#% AKiEE
TRELZEDTH 5.

M2 E0BZIEHBZLI—=RAWIAVIEIZLBIL T
WSy y T TREEERREL TV T 5. 1
BoEaVI"OFR/ — N, 2ED"aAVIEIZLSaL
PRIV =LAV IEIZEEaLI57RIET. P2
o X GERIYE DT/ — K, DED AL IEIZLS
aL o7, "IV h=NLIAVIEIZLDZ ALV IENGTF T

— 1538 —



Original 2000
3000
2000
1000

<100
-1000<500 -1000<500

Proposal

4000 Existing 4000 Simple

B3 FENTF—Xty MIHT 28RN T A

Original

" -1000 {4
Ew ﬁ%
%0 KBy N wEt o
i ¥ % W 'bﬁ % T a0 7
ECEESER RE ™ gt <
s&‘ﬂ‘ari\,ﬂ%%ag‘f“\<§ ixee 'ﬁ§%\e<§
BEERER 4 ¢ N X FEERERR S M a
FE T gg s = -
e 2 R
8 E o & ﬁ 3
2 &

Proposal

000 Existing | ., Simple

SR T OB A SR
TRHAE R O A ShAE

2
n I
(PR S
o <40 E g
& #
59 feRcaRd
L 3 XEER D
- LR R
EE e T Euxd
K g s W
tﬁ%, *Hﬁ

B4 WRTF—&ty MIHTBEL AN T A

1.2
1.0
0.8
0.6

0.4

- in. 1N

0o [ [
d=2 d=3

B Simple M Existing ™ Proposal

E®5 WRTF—ZLy FDK MSE

A7%&¥ET. ROT (3,2)-EHRNZ 2729 L D IZES
LU 7254, ClikEls:, "BED, " OERIRKE D W
ITNPDS - OXI - L TCERINENEI NS, £z,
FPUX 100 FHZ d=1 ¢ LTHEOEHZE L2 L TWAS,

7. REBRER

7.1 MREEER

9, MPIZERLEZTFT—ZEy MR LTBI G-~
MEEEBROMEREZRT. M3 FENT—&ty v2A) Y
FLUTF—=RE U, AVVFILTF—RZDLANT T L, &
7L a) Xz oitflansze 2 v75 4, BEisH
WIS NZL AN S LTHS. FARIZLT, X4
WWIRIRT — 22y v2A VU FNTF—RE L7z, LA D
TSLTHB. AT ITLIHBITS xHilie yilillidk >
T4 7EEEOSHEE ERE TN ENRLTE D, il
EHERLTVWS., FEHIFI0RIeoELTED, X3
DYy TF 4 TEMEIXICD IZH W B EAL DS EHZ R L

(© 2017 Information Processing Society of Japan

18.0
16.0
14.0
12.0
10.0

8.0

6.0

4.0

2.0 l I

0.0 — L
d=2 d=4

d=6
B Simple M Existing ™ Proposal

6 FINF—&Ev hD& MSE

T 19 BEIZHEE, 4Dty yT 1 TEMEZ 100 FHETF,
200 5 EAR,---,1000 S LBATF, 1500 AT, 2000 7 H
LAR, 2500 AFLATR, 2500 B LEE LTWA.

Erz, TV ITV AL L B[O MSE &, Hiffis
B, BEFEFRICIZ L BHRO MSE 2 22k 7245 R1
WBIRDOK S, 6 D& Si24 57z, IRIZ adult data set 1%
UTHE o BEEFERICHN§ B KR 2R . f#ET LT
) A L% HWTESAL U /- adulta data set 12X LT, L&
ERIBRICHGEERRZ B Z -7z, & 51T adult data set 125
L T Mondrina Zf|H U 7=ZEL BTV, 92 E I7h->
7o DAED 458D OFEHRIZN U T MSE %2 KD 725 H %2 1K
WZRY. 22T, REFEOSN, BEFEFIEOSN, Hil
DI OB (2,4)-FRNZREM 20723 L 5128
Z 72> 72H, Mondrian % 2-Z kM2 729 & S IZER&L
EBIRoTW5S. £z, MTIEENZTNDHIIZLDIE
JENZCANT T LTHS.

— 1539 —



Original Proposal

b A~ ¢4~ o

Existing Simple

Mondrian

7 adult dataset IZXTBK% L AN T A

MSE (Proposal) :  1.0899 x 10~

MSE (Existing) :  1.8748 x 107*

MSE (Simple) :  3.0421 x 10~

MSE (Mondrian: 2-diversity) :  0.7499 x 10~*

72 ER

X3, K4 L0EBELZSHTILTY XL & - THEH
INELANTSAMNTOL A NS MTHEEELL TW
52 enbnd. Bl ZIXEH T O RIT 2RI EEE
INTHEY, HEPENTUE > TVWAIEERTHEIZLS
L A NI LI M E T LoD D 2o T W 5.

7z, 5 M6DII7NSIRET LI XLDERD
MAEHINNE W, BEFEF O MSE 23840 4 © MSE {4
IDBHEREVEDOVEETLHE L LT, BIEWEDODH
T T X LIFBEFFROESAT IV TY XA LTHELTE
D, SEOELETNVIT) ZLIHTLBELTWSEEE
ATRWERIZRZ LR TERVWIASTHS.

adulta data set |23 B MGLEROIERIZB VT, RBEF
#® MSE %* Mondrian ® MSE & W  KE WK & L T,
Mondrian % (I, d)-Z I > TWRWRSTH L. 7
FANVRHEL T —ZOEFRAMEE N — A 7OBBRTH
0, T4 NVEHERBEL TV BIRETIED HAEDN
RKEWV, ULrULAHBS, #EFIEL Mondrian O MSE D7
NS L, REFIEVERATHELEERS.

8. XBWXDFEH

AWFETIE, HMAICET ZBEREEALZT —EAR—2%
EL4MTT 2, Yoy« 7R EOBEU»L S FHET S
BhOdH b, HELEOLREEERMZTZENTERL LW
S BEFARIE DOFRE % fRIE T 5 7= DI Hi 72 8 (1, d)-F&
K2 RRME 2 FRE L 72,

7z, REEECS X I -EBINFEZHAWEZELL
TOTY ZALORERE, BETNVITY XLITHE L 7208
ThTY ZALDREEIT, BEAEFEBROMER L v iIREIH
TREBENT VWD Z L 2R L. RIFFRICB I 28E
EWETA-DICRO LS REHEH T NG, (1) EHK
VT TEMEEADEE. 2) L0 LWIfERIT LTV
ALDRE., Q) HEHOERTELE2 VYT 1 TEEME~D
WG, @) DT IA N AOBFEM. Bl ED k> iz kk
FLTnL.

© 2017 Information Processing Society of Japan

T

AR5 IL ISPS BHAE JP16K12411, JP17TH04705 D

Bk 3726 DTY.

SE 3

(1]

(2]

(3]

(4]

(5]
(6]

(7]

(8]

(9]

(10]

(11]

(12]

(13]
[14]
(15]

[16]

— 1540 —

Y. Sei, H. Okumura, T. Takenouchi, A. Ohsuga, Anonymiza-
tion of Sensitive Quasi-ldentifiers for [-diversity and t-
closeness, IEEE Transactions on Dependable and Secure Com-
puting, 2017, DOIL: 10.1109/TDSC.2017.2698472.

K. LeFevre, D. DeWitt, and R. Ramakrishnan, Mondrian Mul-
tidimensional K-Anonymity, in Proc. IEEE ICDE, 2006, p. 25.
A. Machanavajjhala, D. Kifer, J. Gehrke, M. Venkitasubrama-
niam, D. Kifer, and M. Venkitasubramaniam, /-diversity: Pri-
vacy beyond K-Anonymity, ACM TKDD, Vol. 1, no. 1, p. 3,
2007.

N. Li, T. Li, and S. Venkatasubramanian, t-closeness: Pri-
vacy beyond k-anonymity and I-diversity, in Proc. IEEE ICDE,
2007, p. 106-115.

C. Dwork, Differential Privacy, in Proc. ICALP, 2006, p. 1-12.
G. Acs, C. Castelluccia, and R. Chen, Differentially Private
Histogram Publishing through Lossy Compression, in Proc.
IEEE ICDM, 2012, p. 1-10.

J. Soria-Comas, J. Domingo-Ferrer, D. Sanchez, and S.
Martinez, Enhancing data utility in differential privacy via
microaggregation-based k-anonymity, The VLDB Journal,
vol. 23, no. 5, p. 771-794, 2014.

K. LeFevre, D. DeWitt, and R. Ramakrishnan, Incognito: Effi-
cient full-domain k-anonymity, in Proc. ACM SIGMOD, 2005,
p. 49-60.

V. Iyengar, Transforming data to satisfy privacy constraints, in
Proc. ACM SIGKDD, 2002, p. 279-288.

N. Mohammed, B. Fung, P.C.K. Hung, and C.K. Lee, Cen-
tralized and Distributed Anonymization for High-Dimensional
Healthcare Data, ACM TKDD, Vol. 4, no. 4, p. 18, 2010.

K. Mancuhan, and C. Clifton, Statistical Learning Theory
Approach for Data Classification with [-diversity, in Proc.
SIAM International Conference on Data Mining, 2017, p. 651-
659.

Z. Huang, and W. Du, OptRR: Optimizing Randomized Re-
sponse Schemes for Privacy-Preserving Data Mining, in Proc.
IEEE ICDE, 2008, p. 705-714.

R. Agrawal, and R. Srikant, Privacy-Preserving Data Min-
ing, in Proc. ACM SIGMOD, 2000, p. 439-450.

BB A, ER. BE RO R OGS
http://www.mhlw.go.jp/toukei/sippei/

B % 5 8 A, F Rk 26 F (2014)
http://www.mhlw.go.jp/toukei/list/10-20.html

SFHAEZ, $aARsET, LSRR, AR, KSR T —
RANDZESYT T A 3T D, in Proc. ACM SIGMOD, 2000,
p. 439-450. TEHALIE . 2350 CGE, 56(9), p. 1801-1816, 2015.

BHGH A



