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Proposal of Automated Defense System
based on Business Impact Analysis

Tomohiro Shigemoto™?2  Yasuhiro Fujii™ Hiroaki Kikuchi'?

Abstract: In recent years, the damage from cyber-attacks caused by sophisticated malware has increased. In a situation such as
this, it is necessary to clarify the characteristics of the malware so that countermeasures can be taken quickly to prevent the
damage from expanding. A dynamic analysis method is used in order to clarify the malware’s behavior. However the dynamic
analysis results sometime contain benign site used by malware’s verifying network communication. So if block the malware
communication listed in analysis results, thus it has caused disruptive effects on business. In this paper, we propose Automated
Defense System based on business impact analysis. Proposed system evaluates business impact from connection log and decide
whether to block communication or not.
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Figure 1 Overview of Automated Defense System.
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Figure 2 Architecture of Automated Defense System.
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ThreatAnalyzer[11]7¢ &3 F7E$ 5. F 72, OSS(Open Source
Software) Tl Cuckoo Sandbox[12]8 AFHHETH 5. 1BE
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Table 1  Available Threat Information for Security Devices.

FASE D2 IPS FwW

(Squid[b]) (Snort[c]) (iptables[d])
IP7 RL X O O O
KAA O O X
URL @) O X
User-Agent O O X
aT Y X O X

BIZIE, 7 u X THAETT 5 HBAITIE, IPT R AR,
RAA Y URL, 2—HFx—x v hOHEEHREHHT L,
HEHET 2.

(3) EBRIFHRETMAAE

1 BTz L 9IT, MR R ORI L 72 B BiE i
FERY A NROEROXBERNZENLIEERHD. &
JBE AT RE Ik, BRUERICHEEEZ 5T 252 & T,
ZHUHIEHRY A PREROSEF LR GEBLTLES Z
a5, BEIEHEEAMHEEE T, i L 7o BB
W LT, X2 T 4 _RUEEOINOT — 4 _X—2 %
SR UMEEEA RN T2 22T 5 BB 27 ATIE,
VirusTotal[e] &= ZH L, fiefE% & LT High, Middle, Low,
None, Unknown OW§ L& H )95, VirusTotal & id=
— YRR SRS, KA A2, URL 25001
AW Y 7 FR, Web A b A% v e 8 &k HWTRENT L
TR EZRT T —EXATHD. BEFETIE, EBE R
T4 7)) EHIWT L7z Web YA R AT ¥ T OBUCE U TSR
EEREET 5. 7ok, iHMOXISROEEE®RL VirusTotal 12
BERE T RN, #EEEE TUnknown) 2 1795
VirusTotal & W25 O ER 2 R 2 1ITRT.

b) http://www.squid-cache.org/

C) https://www.snort.org/

d) https://www.netfilter.org/index.html
e) https://www.virustotal.com/ja/
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# 2 VirusTotal & AW REG SR T
Table 2 Confidence Configuration using VirusTotal.

TRIZEE | AV L Il L7 WEB R %+ D%
None 0
Low 1
Medium 2
High 3LE
Unknown -

BT, BEIEWAMEREIL, BEIE®R%Z STIX & LT
HAT 5. STIX THATHZET, BEV AT LLHND
STIX ZIEH L7ctX 2 U7 s s L O L RIREL 72 5.
SIZEBEH D M1 % w T

<?xml version="1.0"?>
- «stix:STIX_Package version="1.2" id="example:Package-023b27dd-
083f-4563-9258-4efa0056e1a9"
xmins:xlink="http:/ fwww.w3.0org/ 1999 /xlink"
xmins:cyboxCommon="http://cybox.mitre.org/common-2"
xmins:example="http:/ fexample.com"
xmlns:URIObj="http://cybox.mitre.org/objects#URIObject-2"
xmins:stixCommon="http:/ /stix.mitre.org/common-1"
xmlins:xs="http:/ /www.w3.0rg/2001/XMLSchema"
xmins:indicator="http:/ /stix.mitre.org/Indicator-2"
xmins:cybox="http://cybox.mitre.org/cybox-2"
xmins:stixVocabs="http: / /stix.mitre.org/default_vocabularies-1"
xmins:xsi="http:/ /www.w3.0rg/ 2001 /XMLSchema-instance"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlins:stix="http:/ /stix.mitre.org /stix-1">
- <stix:STIX_Header>
«<stix: Description>M3AS:STIX</stix:Description>
</stix:STIX_Header>
- «<stix:Indicators=>
- «stix:Indicator id="example:indicator-d8e915a9-b215-42ba-
96e4-f81e6455fe8e" xsi:type="indicator:IndicatorType"
timestamp="2017-07-20T04:29:15.688158Z7">
<indicator:Type
xsi:type="stixVocabs:IndicatorTypeVocab-1.1">Domain
Watchlist</indicator: Type>
- <indicator:Observable id="example:Observable-4878bc33-
9f54-4f6f-8a76-26fc87895824">
- <cybox:Object id="example:URI-3d155515-d634-48e1-
9d3f-9c2bc976bad6">
- <cybox:Properties type="Domain Name"
xsi:type="URIObj:URIObjectType">
<URIObj:Value>apartments-
gurgaon.com</URIObj:Value>
</cybox:Properties>
</cybox:Object>
</indicator:Observable>
- <indicator:Confidence timestamp="2017-07-
20T04:29:16.6062587">
«<stixCommon:Value>High</stixCommon:Value>
</indicator:Confidence>
</stix:Indicator>
</stix:Indicators>
«</stix:STIX_Package>

3 BEfEHOF
Figure 3 Example of Threat Information.
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Table 3 Automatic Response Configuration.

TEfZ | xR
None 0%
Low 1%LLT
Medium 5%LL T
High 10%LL T
Unknown 3%LLT
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Table 4 Proxy Log.
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# 5 BB AT L OB
Table 5 Processing Time of Automatic Response System.

B R SVERL R R [FD]
BT BE 460
g R e 0.14
B B TAT B e 2.6
pop il H i e 1.0
H Bh s AL fE 0.54
7t 464.28

1R B 7= 0 OB RERRERIEK 464 B & o 7

(2) BEIILBEIZDONT

732 BRI SR BIEH (REEA A M) 1% 3,739 R A Ml
Hahiz. 728, 2 =— 7 70 & s 1% 508 " A MFFEL,
ZTDHIHLD 491 TR A MR BERILOR G LT o7, fRIGE
BB BEAEHRAMHE L O, et 285, B 8l $45 %
£ 6IRT. ZIT, xHUEEE LI, BN 0%k
O GHIICHWEZZTr X0 7T, 1 ETHLERIHERS
nic) BEIERORAEET.

* 6 RFAME R

Table 6  Evaluation Result.

WEfZ R | BRI | AL ES | BB Lk
None 132 17 115
Low 118 2 118
Medium 80 0 80
High 159 0 159
Unknown 19 0 19
it 508 19 491

# 6 XV, HEE None DBBIEHRD H B, RHLFEEN
MR S n7e 17 R HEHL ORI L 725 e 2 E R D
L. £z, WIGE Low OBBIEHRD 55, 2 RITRHLEE
DHER SN, FHEBEND 2D o7, BB
BLROTZZEByhoT=. 728, IS Low THRHLELE
DR S iz ke oik, JEME URL 4 k&, CDN (Content
Delivery Network) THIH S TWD RA AL U ThoTe.

() HEENHLEEEDAZRAWEBARLIZOWNT

(S TNone) DOFBUEMZ BEIHLOK GO LTc &
&, WBENOLIVREW (—ETHLT 7820 HD) &
BIEW A BB LD RN & LTZGE, REFIED 3 3%
— U DWT HERALH L, BERHLIC K o TEB A~
DD EBIEROY RHLEEE) OBFRER 71077,

# 7 BEAE L R
Table 7 Number of Automatic Response and Impact.

BBt | kLB
TS D 7 376 2
DS 489 0
REFIE 491 2
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(n=1,17,34) & HIfH] (N=13,7) 2 E(L B 7-ED FP 2[4 4
WZRT.

2.50%
2.00%
1.50%

1.00% [
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FP

el =1
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18 3H 78

FEEFMICAVSBEHN)

4 o—VPHBLOWIM & FP
Figure 4 FP rate with regard to the size of n and N.
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(1) AED &EDEEIZDINT
BELZBESAY 2T LOBBERER LD —> 8 L
T, EHELNBHEBELTWD AED #HW5H Z & T, ¥5E~
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0T HZEREZILND.
(2) ®FhOAREHEIZDLNT
BELEHEBXLY R T A TIE, ~AT =7 28RN
LCE LN BERZ AT A%EITH. iz, DGA
(Domain Generation Algorithm) [13]% FH VN CREHT D 1082
BieE AT D~ N T 2 TR0, T F DR~ IEE &
RAD~wNT =T I EIE, BT TR e 2 T A i
HTEMTET, MmN ZRZ LTLE D ATeetERn s A
T 5. ARMBIZ OV TIEfk g L TR FEE BET L Tn<.
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(3) HERA o TFI DT U REREDEEICDNT

AR, MRERITA T ) Vv 2 (BB IT #sm o
WaFs eI L O BT D o oxH LS W®) %
A L CTHBIH 2 DERBIEOMENEE L2205 5.
WELTZHEL Y AT A TIE, ~/Av =7 ORI
ENo/oN-BEEREZ BBXMLOXIG E LR, i
LDOA LTIz ANLELNIEREREANTES)
REFRBTHET, IVEORBIZHLTED LD
Wb tEZEx b5,

6. BHYIZ

AFETIE, MR T 2EEDRER v 75 kL% A
L2 BAERH L, BH U8 s S& HEhx L
EITO VAT LAERE L. S5, Ty bl
Ta hFATERAWVCFIFERIZE Y, 464 T T =
T OBHRNT D SHMAEA £ THRETTH2 L, Bery
=T 0D 508 EDEFEIER AT L, ZD 5 HD 491 %
HEILTE 5 Z L 2R L. 5%I1%, KEBEETO
KiEZB U T, MEMEEXS.

AR THELILTND VAT A - WEAE, SFEOPEHE
FIITREEE T

S5 3R
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