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Privacy preserved synthetic datasets generation by using statistics

RINA OKADA! SHOGO MASAKI' SATOSHI HASEGAWA! SATOSHI TANAKA!

Abstract: Recently, it has been paid attention to analyses of personal data which is one of big data. In-
dividuals who is in the personal data could be violated them privacy by an analyst, no matter whether
intentionally or accidentally. To prevent this, we can consider a way that is to disclose statistcs which is
aggregated information, not the individual’s information. However, the disclosure is unkindness for analysts
because it is not easy for analysts to obtain several information which are calculated from combinations
of given statistcs. In this work, we propose a method to generate data (we call them synthetic datasets)
whose form is same to micro data and which holds some properties of the raw data. It is easy for analysts
to obtain some information from the data which is micro data format. Paticuraly, our proposing synthetic
datasets holds the mean in each attribute and the variance-covariance exactly, the histgram in each attribute
and the cross-tabulation table in each two attributes approximately. Therefore, we can calculate exactly
linear regression models which are often used in big data analysis from the synthetic datasets.Our method is
able to apply not only numerical attributes but also categorical attributes. In this paper, we experimentaly
evaluated utility of histgrams and cross-tabulation table by using a real datasets.
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Algorithm 1 ##{U 7 — KX ALK TN TV XL

Input: EDF— KX DFHRZ ML pp, £DOF—RDHEES B
118 Bp, DT —RD AT I LEE Fp, BT 2DV
a— N N/

Output: pup & Xp 2{REE, Fp Oz AT 2807 — % D

1: X + FixHistogram(Fp, N’)

1 Y, T < Coding(X)

Z <+ FixMeanCov(Y, up, Xp)

D’ < DeCoding(Z, T)

: return D’
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Algorithm 2 BI% FixHistogram

Algorithm 5 BI#{ DeCoding
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Output: Fp (TG T AL AN T AR RRT2HUT—& X

1: Bl ac A, UA. DEANZ T L h, OWBE £ % HUEHIZ

qHd 5

2: foraec A, UA. do

3 for i to N’ do

4 W(s,q) + UniRand(0,1)

5: end for

6:  za <+ fi'(wa)

7: end for

8: return X
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1: for a € A. do

2 for i to N’ do

3 Y(ira)> L(i,a) < 1-0E-K(2(5,a))

4: end for

5

6

: end for
: return Y
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2 Y OEERT MV py EAEHESEITH Sy 2EET S
Sy =UyAyUL £7%22% Uy, Ay 255
Qv = Uy AY? %3509 %
for i to N’ do
Z; Q;I(Zi — py)
end for
YXp = UDADUg Y45 Up, Ap 2185
Qp = UpA¥? %3154 3
Z =Y QT + Idiag(up) 255 2

: return 7

©® DT wN

—_
o

X, Y, Z, DHOLI—F&§5.

HIID (47— X D) SEER it a 85 2 R T 2
T=RIZTBDITIE, EERT NVE 0, oEdkaidTsil
ZBAATH T IERUL T 2 B H 5. Algorithm 4 D 4~
6 THTIE, ZTOEHRMOEEEZT> TS, R [3] &
D, BA¥ FixMeanCov D ANID Y % IERDGIZHED T — X
& T 2 5E X ERD M OMEREERIE Z FIH L CIERLA
ARETHAHIZ L EZRLTWVWS. LH2L, B FixMeanCov
DAIDY 343U S ERDHIH > TWD LIFRS 250
7=, EEOHRELEEBINES T -2 TH5HE, EH
AEIPTTREDHEND ZERDH B, INEMHEIDT-FERZE
2.1 12,7,

EIE 2.1. M e Nt 2L, HEREHEZr cRM 95,

EREOMREEBEB g(r) /KD » OFHERT ML E
peRM, HEILSEITSIE Y e RMXM 295, Zok

© 2017 Information Processing Society of Japan

Input: A% FixMeanCov iZ &> THAHEN B Z, FElbT—7 N
T

Output: 717 3V EIENEBL S Wizl T — X D’

1: for a € A. do

2: @M a DWW SBATFITVEONYV -V a B v &L,

{=v—-1,93
30 e=2N {4+ (n0) TS
4 for : to N’ do
5 maxIndex = aqunlaxfz1 (cj(i))
6: if clexmdex > ¢ then
7 ni]axIndex —1
8 maxIndex FHHUAND () DHEFIZ 01295
9: else
10: D DETOEHEZE 0127F 3
11: df; 4y T ()
12: end if
13: end for
14: end for

15: return D’
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MEXD, Algorithm 112 & > TR LNBHELT — X T,
ETFT—XDEANTTLOEL, BUEEMEDEY - it
DHO—HERFFT S, LrL, BEFEICLHUT—
R ISR TR Z YT TV BB R NERL 4712 TH
THENERMERNTZD, TNHIZDWTIE 3 il TFHE
fiid 5.

3. EBR

AT, 2 #IIZTRZE LU Algorithm 1 12 & - THAK
TEHHEET — B ORE, EDT—XOMEEZRFET S
DA FEER T THEAM 5.

3.1 RE

AHEERTIE, UCI Machine LearningRepository [8] {ZT
REAINTVWIEHAREOHRTH S Adult T—X &Y
F*2& Census-Income(KDD)* 7 — X v + O “flH %
W7z, DIFETIE, Adult 7—X &Y b % Adult, Census-
Income(KDD) 7 — X+t v k% Census £FER. &5 50D
TRty bHALEE LT, REfEELT(LI—N)
ZHIBRU 2. BAEICHAWE T — X O (L3 — FE)
1%, Adult 30,162, Census 895,130 TH 5. BN,
Adult 2V 15(5 5, 6 BYEVBUEEYE, 9B T ITVE
M), Census 2¥41(5 5, 12 BUESBUEEYE, 29 EHE A
TaAVEN) THB. £z, ERTIEUT—2DOL -
REUE, ¥B5DETFT—ZIZxLTH 300,000 & U7z,

AHITR T EBIZIRDO =FHHTH 5.

o EER1: MUBREIRCHMHRELT — X Th 20 HE»rD
57012, BT — X DOEBEMEDI & 43k D
A% BT 5.

o EER2: MBI CHMARELT — X Th 20 HEIrD
572012, {F@EMO I o AEHE O E I

*2 https://archive.ics.uci.edu/ml/datasets/adult
*3  https://archive.ics.uci.edu/ml/datasets/Census-
Income+(KDD)
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T 5.
o EER3: JHMAN CHHAREMT — X TH 20 HEID
572007, &ZIEMERONEN MBI DR 2 55 5.
TR, BUEREMEIC® 27 TV B B EHTREAR,
Algorithm 2 AN ST —X %282 Ak A3V E
IR B 3 I BB D # Algorithm 4 % EH S % /5
HWOZHEE T5. LTI, BIEDGEEBETE A,
BEOHEZKRTFEB L LTRRT 5.
FEER 1 ITTHW 2 B DFRGE & Bt DR
#2aX 2, X3 IRT
Sainy 15 = 15|

AveMean = (2)
| An|

ZalinAn ZageAn |U(5117a2) - O-(Da'l,a2)|

4,2 (3)
72720, BT =X, BT -2 5B EINEEHRT b
VOEM a e A, cBT2EEEThEN, 1), ul) &
L, £5 =%, Bl5— 2258 E I N5 580 EdT5
DM a; € A, LEM ay € A, WHT 2 EHZEEZZNTH,
055“"12), crsja,l’@) 95,

FEER2 I THWS 7 u AEFO#EEEZN 41TRT. A&
F— R BT — 20, A8 (L a— ) D S B
DOHPFANVEL B 720, NInd 5 IVE L O K% (21T
ST EMTERWN. FDd, LA T LDELZILVHD
El%, EHROHAELL, ZTOMEEZFT 5. BUEREMEC
B BELILVOHEFIL, £TF— X BT —XDBRKIED
SHREWVWH%E maz, BAMED D BNIWH%E min & L,
#iPH [min, max] 2 10 2E L7z D& Uiz, 773 @M
2B A& EEORPIL, ETF—RIZBITEEEEDOERD
5 BMEE—DDRILDHEHEL TS, ZOLE, E5—4,
BT —2DEM a1 € A, Bl a, c ADiBFBHOLLOD
#Haxkzneh, Awed e gz

AveCov =

AveCross (4)

C(al,ag)‘ ‘ (a1,a2,i) (a1,a2,1)
c —cC |
D D’

i
= Z Z 1 |AZ - [Clar02))]

a1€AazeA

=1L, @M a, BY e D70 AEHERORILVOEEE
|Clala2)| v 43,

FER 3 IZTHWAIEMMHEDORZE %2 X 5 12R3. JHAL
MR, A7~ olBEGREEHWTEHITS. AT
<~ v OMBEREIL, EF—Z D, BT —% D NDOEH
BN OEBONEAIZ AL 72225 T 5. DT
X, A=A, UA. T 5.

AveSpearCorr (5)
1
= e Z Z |SpearCorr(a; (D), az(D))

a1€A az€EA
—SpearCorr(ay(D"), az(D"))|
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£ 3 HETFT—REBPT—ROFIHRY bV & S ERITH O %
LT A | WKFEB | #ETFE
AveMean (Adult) 6.58 E2 0 0
AveMean (Census) 29.25 0 0
AveCov (Adult) 1.92E6 0 0
AveCov (Census) 2.53E5 0 0

R4 ET-REBEUT RO B 0 AEFROHRE

LR A | WTE B | RETIE
AveCross(%)(Adult) 0.1191 0.2518 0.2331
AveCross(%)(Census) 0.5684 0.2385 0.7447

K5 ET—X BT — X OIER BRI DA

HFR A | HRFEB | #%5FE
AveSpearCorr(Adult) 0.0858 0.0858 0.0666
AveSpearCorr(Census) 0.1192 0.1242 0.1232

772U, DHOERED @ a € A& ay € AITHBIT B
N7 MV a1(D), ax(D) &L, D& D OFENEFNILE
T2 27T < v OHBERE % SpearCorr(ay (D), az(D)),
SpearCorr(a;(D’),as(D’)) &5 5.

3.2 REREER

FER 1 RTPHEICL D ER L BT — X D& EIEDFE
Y9 & O DR % G U 72555 % R 3 I1TRT. iR
FHEA X, FERT PV E SR BITHZET —2DE
DIZ—HEEIEEEZ LTV RN, EEREDR, —
¥, T B SIRETEL, FHRT ML E SIS
T RETFT—ZDOHLDIZ S E2MEET D720, ER
THHENENZ EVBEIrDONZ. 2D s, BE
FHEIZ L 28T — X OBEREEDFIE R E TV, &
T=R PSRN MEERET IV E T 5.

T2, 3: BFRICLVER L BT — RO @Y
O AEFF O & TN U /-5 %2 % 4102, TEAHBERE
D% TN U725 %2 & 5 10RT. Fhald, HRTFEA
IZEBHMLT — &%, BB S ITHNIZ T — R BERX
N57H, 70 AEFRPIEMMHBEIZAR NV E NS
RERZSN T T\, L LAaRs, MIEFEAIZL->TE
B U 728 T — X IE T S OFED IR TFIL B PRETFIL
DNV Doz, 2D, FEREIRIEETIC
FHBE ST L MERL A D A% R & T 55610, HIRFIE A
EHWHZENRRWEE RS, MUEEE, HBEOH, NEAL
D ETONE MR T 2551, HEFEDB LRE
FHEOELL2HIREPIIET —ROWEBERETH 5.

HTF— ROWEIRETH M ZRIZABRD. Adult D
IO AEHEOBAEIRE KEWEEEK 112, EENK
HLREWGEEMN 21277, Census 1%, BiLE D RIEME
EARUIT(LVa—F) OHIBRICE > TR 2 DX S ITHD 5
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original

synthetic

1 Adult 7—% ¥y hO @IS 0 ZAEEFEROT TR EEDD
WG (JEMA : Relationship, Sex). ZEIOD original 1342
T—ROFERTH Y, HlD synthetic IFHEHULT — X DFER.
x filllZ Relationship, y il Sex, z flllXEHOEIE. x i,
y#ll, ZPSHIZAP>TT NI 7 Xy MEZHERTEREL
TW5.

Original Synthetic

00 02 04 06 08 10

Census T— Xt v hOZ@MEs 0 AEHEROTTHREAD
DisngGE (B4 : Race, Full- or part-time employment
status). ZMIIZET -2 OFRTH Y, HAIIELUT— 20D
FEE. x #filX Race, y ##fild Full- or part-time employment
status, z HIZEHRDEA.

LIEOREN—FETHIBEEVPEEN TS, Zhitk

n, ZIEMEREOMBEZIT 2 Z 2B TERVIZHEEDS
$, Algorithm 4 NO SIS E — I LS LT 58
ERINA D70, REPFKEITTVEZ BT,
Wz, B S 2O R o EMER SRS N
TWs Adult TlE, XEBEEPKRSWVWEATER 1D LD
127 b, EF—RIOEVWDHERR TR I ENTESL L
WD o7z,

EER1253&0, EF—XIZHY > 2ER—FIETH
ZEMENE ENRT NI, SRR, WEMSH, MHEES N
DETOMEITOIBICIEREFEEAVD I LRV E NS
Z DD 0T,

4. FEHESEDEE

AT, ET—ZDFY, DEESE, AT T4
"o, TN6 & @S 1 AEFHR L NAMAHBIRE DR
EIRFFS BT — X BT R RE U L. B, ER%E
WUT, ETF—XIZWY S SEF—FEHTH 5@ E &
N nIE, BUEBEYEIZB U TR IERICHIE R 2175 2
EIRTE, 0, ALY, FHBIHT DFRE D A7 EHEL
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0.05



T—REERTESLZLERL.

SHBOMEIL, ROWUETH S, —HEIE, HoERN
JEVEDRAGDE DR Z IR U 78T — 2 2 45T 5
el ThB. HHERVEEOMAGDELIE, { K5
%} D& BHEREE LD VEFRVEEOHAGDED Z
ETHD. AMTOREFETIE, Z0&5udERV
BEIEDA G HEDOHIEZ %S, B FixMeanCov N
TTF—ZQEIEEEEEZEL 72720, TD L5 RELDEK
AEMUTULE o7, 5%1%, D& > ReLABIRz2#
7T — X AR TFE R RGT T 5.

ZREE, BEEMEICBVTERKAME, RAMEEERTS
BT — X 2R T 5 THS. T, EREECE
MRT 5. ARTOREFIETE, BT —2HNDOAT T
VEMERET -2 IEEh B VWEEEREFEELZVED
FHEEU 7208, BUERBMEICE L T, SRR B/IME O 174
FLUTWRWY., TR R, FEHRZ Lot D5
BRE2—WTE2EOD, £TF—XIZEENROIBIFHIZ K E
RAER N AR T — X2 DHPIZIZEFEELTLE - &
50, FEERD &S BIFADHELUDPEFELRWIET O
BHECODWTHADEEZERLTLE->TWS. 5%,
SEERY MV, SEIESEITHIORREE R/NZ L DD, &
T — RNOITAME, BUMENIZFIET 28U T — & % 4R
TBHZrE2HET.

=B, RERFIOVWEE SRR 25T — X 2 KT
52LTHD. ARTOREFIETIE, “dIR O
F=RIHTREUT — R TH B0, HHEOFKEDT—
ADPH/OENIMEMEZRETEDLDRDONGMNHR.
BRORROT—ZhoFGonsHHz2H2EDE LT
HOoRRET N 1] PBEEEET IV 5 b b, 5%,
BHORRDET - RIZNTE2INODETIVEEFELWVE
TNEGEREFTIHRUT X 2EKTSHZ e 2HET.

PUAE L, BEEBOMEHE % REF T 28T — X DEL M
ERETLILTHD. ARTOREFIEPSHOMGT
BT, T NNURHED DI E NG T2 W EHE
CHEBEHWTERMUT -2 2EKT52EZITNWAS.
UL S, ZO LS BAEITE > TEBIT NS HHL
T—=AMLET—=RDOWL D0DFT (LI — ) BRET
ERVWI L REHT EHBEND D, HEFHEL S BT — &
EHERT A5G, £F— XIZET ABRIEFHEHMEIC Lk
W, BT — 2 ARV A FEHEDORRICB I B E
#MEEEZZZEEELY. HEHEORRIZET S 75 1
NUBHEFEL UT, 2077103 [4] RRGHOBRH]
M [10] BB, LnL, 2T T4 NN TIHEANZREL
L5 T HRREEDRENHL N2, IFLALDEAT
IEHERARRHEIZ AR S N T, HBRICE > TEEEDORE W
HatEz2 B350 5. ERLIZBVWTIE, E07
FANVIFEEHUWKEZEDOREZ T 2D TR, HE
KR BEDREEZ B Z LItk > T, EMSEEMEDOR
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% L7 ULTHIEADREICIZENR S R WO 5

MEATRETHEZEEZTWS., £, THETOMEN
B I C I — DIRFHED & D AR E ) A2 &2 E &L
TWBH, EBOMKFHED NI & DE ML X T
WV, IN6DIZEns, SHBRITERO ERELEHED
ANBIZ BT BELMEICOWTHRETT 5.
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