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Proposal and Evaluation for a Classification Method of
Cyber Attack Programs in the Initial Stage
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Abstract. Cyber attacks should be detected early phase of the cyber attack in cyber security countermeasures. However according
to reports, cyber attacks of some security incidents could not be detected for over one year. In these cases, attackers probably used
cyber attack programs. These program methods cannot be detected by security countermeasures based on reconnaissance of
attacker’s targets. Target reconnaissance activities of attackers will be useful information to selectively decide enforcement points
of cyber security countermeasure for the defense side. We proposes of the reconnaissance activities model and the classification of

reconnaissance programs to detect reconnaissance activities. This paper also contains evaluation of the proposal classification

method.
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