Computer Security Symposium 2017
23 -25 October 2017

HTTPEEZERAL¥HEmH Y BmFEEICK S
<ILD T 7 RERIRRDIZER

vail s ORRA el M FIRED o B

BE EE, BMTE2AWAEIVY 2 TR EO S EFEOFBENEGE>T0a. LrL, —MRICH
FEEHWCTNAMEDE WSR2 ES 121, A RBETIEINZINLH ) F— ﬂ#n%taé#
RV T RPIERDSBIZBWTIE, TNMAHHZ D5 AMEER, e RBEEron s 2IETSZ
t@%bé#%,%%%K?NW%O?—&%%é_Zi@%fi&m.$hfi,077A FIDEZ
fidp 0 ZE%2HNT, HTTPE@EQ IS5 <L) = 7SR 2R 2 FEL2EE TS, 2k,
TRBHYT—=RIZDELPEOSNZVD, TRVBELT—XIIREBIZEOND LS 7%, EFa)T44
HENECERT RN T, WHAEOEWAMHEBREERT 2 I afEe b, £/, FHMBERICZ LD
PREEPMERDOEIH 0 FEIZE D PRI THE X S BRI REZRAITE 2 Z L 2R 7.

F—T— N REWHVEE, SO0, VYT, BPEA, HTTP

Semi-supervised Machine Learning Approach for Detecting
Malware Infected Host by Analyzing HTTP Traffic

TarsHI NiSHIYAMA!  ATSUTOSHI KUMAGAT! KAZUNORI KAMIYA! MASAKI TANIKAWA!

Abstract: Nowadays, there are increasing needs in correctly detecting malware infected-hosts by machine
learning. However, machine learning needs labeled data which covers various environments to generate versa-
tile and sophisticated classifier. Since labels are manually set by security operators looking at limited numbers
of enterprise logs, it is hard to always prepare good labeled data which have enough volume and cover various
type of network environments. In this research, we propose to apply graph-based semi-supervised machine
learning to HTTP traffic logs for detecting malware infected hosts. Through the proposed approach, ver-
satile and sophisticated classifier for infected-hosts detection can be achieved in the case, security analysts
often face the case, that small amount of labeled data and large amount of unlabeled data are available.
In addition, our evaluations demonstrate the superiority of our approach in comparison to a conventional
supervised learning approach.
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Fig. 1 Method of applying semi-supervised learning
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Fig. 2 Example of semi-supervised learning effects
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SA) Dy, =0(Dy DI SA) LD, ZDLE, LED
BOMNEE & > TiERREEHRT DL, T OBAERKI,

N
Err= — Z{yn IOgU(WTxn)
n=1
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x 1 FEEOEH
Table 1 Feature candidate

Destination IP Address
Destination Port Number
HTTP Method
HTTP User Agent
HTTP Status Code
Protocol
URL Scheme
URL Netloc
URL Path
URL Parameters
URL Query
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(3) R R A RET 5
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TIZENTWS Proxy B 2 % £LHE(Z, RIFEH D
Proxy B2 O RVEE /EEEOZ 37 IZHY Y 5
Fi 25T 5

(6) Bl U7z BIEED S 2% FE - 7250/
b DIZRYE/ BT XV ERMEL, 2050
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TRFEEAT 22T 5
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ZEMNE BMET UATOH02REMEEHETEZ e L.

5. FLMfZEER

AETIE, BITRUZ<IVY = 7 4R DA FIED
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DU x 7 HRDEEEAT O WK & AT SHEIIN LT,
PEEDHOFEEZBA U KR EBW DV FEZEAL
TR Z T 5.

51 7—4%+tvhk
FMEBRTHNZT =Xy MZDOWTiRRS, AT
&, TIEEHZaer=RMta s vy 7HkDEEb LW
ns=Etas) YEHTS. Bt LTk e¥EEo
Proxy 027 D—#%E W7z, 7z, BEo s LTk~
DT HEREY A FTIEI NV Y T RIKE BIR
WLUTEZHTTP F ey ruaZo—#z2H\. b,
<V = 7#KIE SHAL Hash 238720, K™Y A L 2%
Y T ML BBAMEA R EDR B R TR LR D &
5, HXEHDH D% —FHINEL, BRI LTWS.

ZDFEBRTIE, FRVBRUTF—XEMABII2L5%)
RAEMRT L7120, IRVBRLT—RXOEEFELT, 7
RUHYT—RZDT =Ry % 4FEEERK L2 (Dataset
A~D). Dataset A #*5 Dataset D IZEM T 512N T,
TRNVBHDT—ROENEL BEEICT—XLy %
AELTWS, ZNFRADIRLH D F—X Ly DR
BaER2LUTRT. 2720, £2H, Trainleg ITIEH
WA A1T IR, Train-mal X<V = 7 HEDE(E 21T
SR E TN TENEEKLTH Y, RHOFBIMAOKTIZE
FuZoBEEERLTWS. &b, SNLELTF—Zky
b UTIE, EHEBE21755RK 1000 WK (263037 &2
7)), < = 7 HEOEREE T D UK : 1000 Bk (24229
n2), TAMNHAT =&ty b&UTIE, EFEEZTH
K 1200 AR (40554 B2, ST T HEKRDBEEEITS
IR 200 WK (2502 ®m ) & U7z,

¥z, ThoousBEINERAER S & UTRY.
7272 U, Train-leg-semi 17 XV LT —X DS HIEH @
{E%21F7 5K, Train-mal-semi T VR LT —XDS5H
TV =7 HEDBIEET DR, Test-leg &7 A T —
XD DB IEFBIEEIT DA, Test-mal (T AT —4D
SHEYNT = THKOBEETOMAZEKRT S, K3 D
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K2 TARLHYT—ROWERBLIBET I
Table 2 Number of terminals and traffic logs of labeled data

Dataset Train-leg Train-mal
Dataset A 10 (80) 10 (113)
Dataset B 50 (4180) 50 (1731)
Dataset C | 200 (15738) 200 (3928)
Dataset D | 1000 (64812) | 1000 (24492)

= 3 FKiBlEn 7 OHASRH
Table 3 Acquisition period of traffic logs

Acquisition period
Feb/22/2014 - Feb/26/2014
Mar/1/2015 - Mar/7/2015

Feb/27/2014
Mar/21/2015 - Mar/31/2015
Mar/4/2014 - Mar/5/2014
July/31/2015

Train-leg
Train-mal
Train-leg-semi
Train-mal-semi

Test-leg

Test-mal

HIBWEIZEI N0 Z2HWTWA5.

5.2 HHE
RMEOBEME LT, R1DLS5hEEEZ, 05
DIFEHEOH» SR EZRE L. REEZRET 572
b, Aol 11U THEMD D O Ly EAEEZET
Logistic Regression Z#MA L, AUC &\ 5 #EEZHAWT
IR U 72, FEMIEM SR TR B D5, AUC & IEH0HHEBED
MEREZ R THIET, 0~1 DRDfEZ & D, 1ITEWEE &
WOBERE I ND. ZIZTRDZAUC Y EVE DIXRM/
EMES FLDHTEEZL2EBHRLTWS 20D, RiEE
EUTHHALE. T0L E0FEBRIERERL L LTRT.
RBRPOKRFZIEGERMD AUC 0.7 A ETHEZ L %
RUTW3. Logistic Regression DA N—NF X =& C
FENTHD AUC Rl KE 2 XD IR L. kb,
EEROBE Dataset D T A MHTF—& &y b2V, Z
NoDEENRY MVET ZBRIZIE, BE5AK A TR
BIZBVWTHETHRETONX—V % 1 DOERL AL
T, ZTOBEZRPYFEFIHAITIE L2057 T0/1 %2
# D YT7 (Bag-of-words iZ & W FiflE 2 A L72). B
RINZEHT 5728, TOT—XLy FNOflE2ES5 & U,
ENERT MUALLZZHDEE 6 L LTRT. 2720, &
5 1D Logl, Log2, Log3, Log4 & Terminal A Oi@{E 1
JTHDH, Logh, Logb ik Terminal B D#{EH0 7 TH 5.
ZoHloEE, %655, Terminal A 1 [1,1,1,0,1,0]7,
Terminal B (% [1,0,0,1,1,1]T & RZ hULTE S, KE
BRCIX, Z0&5EEE2LTOREE, SRBEOET
DHEFIZHLTIT D T e TREBEZ XS MLELTWS.
KAIZBWT, AMTIXAUC A 0.7 A EThEEM/
B 7% S $ L ABT AREPHIETETVWE EE R,
RTOEDBREEZRAU .
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R 4 HBlEMHzET 5 AUC
Table 4 AUC of each candidate

Feature C AUC
Destination IP Address 0.1 0.993
Destination Port Number 1 0.518
HTTP Method 0.0001 | 0.644
HTTP User Agent 10 0.924
HTTP Status Code 100 0.846

Protocol 1 0.5

URL Scheme 1 0.5
URL Netloc 5 0.992
URL Path 50 0.982

URL Parameters 1 0.5
URL Query 1 0.748

x5 iEfF0 ORI
Table 5 Example of contents of traffic logs

Dst IP | Dst Port
Logl | 1.1.1.1 80
Log2 | 2.2.2.2 80
Terminal A Log3 | 3.3.3.3 80
Logd | 2.2.2.2 80
Logh | 4.4.4.4 8080
Terminal B[ 6 11111 80

R 6 U MULL@EER T D
Table 6 Example of vectorized traffic logs

Dst IP Dst Port

1.1.1.1 2.2.22 | 3.3.3.3 | 44.4.4 | 80 | 8080
Terminal A 1 1 1 0 1 0
Terminal B 1 0 0 1 1 1

£ 7 BRHAULRHEE
Table 7 Adopted feature

Destination IP Address
HTTP User Agent
HTTP Status Code

URL Netloc
URL Path
URL Query

5.3 ERER

FHbidD b FH B D D FHIC L BERDOEE KT
578, AUC ZHWTLHIEKT 2. Tz @EH L -4
FBaEM3 & UTRT. ROERI?VBEID D FH Iz L 548
B, HFORMOPEMD 0 FHILBERTHD. KERT
FANZANA 28— 085 A — R DAEIZ DWW TR A2 1Z50H
LTWa. 3 75, Dataset A~Dataset D D4 T DN
R—2TYEDH L FHOWEIIAM D D FHOKME S L
FloTHH, FTRUVEEMEN (TRVBELT—ENRIR
LD TF—=RIZIEERTEH W) IEFEEEERDH » 8 L B H
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0.96
Q 0.9305 P
> 0.94 ,7 0951
rd
0.92
0.8971, s — Semi-supervised Learning
0.9 ' — Supervised Learning
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3 T—X&vy rITEoD AUC
Fig. 3 AUC of each dataset
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0.20 — Semi-supervised Learning
' — Supervised Learning
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4 Dataset B IZx3 % ROC Hlif#
Fig. 4 ROC curve of Dataset B

DFED AUC DENKE NI EAGAINS. —BIZ,
PHAED D ZEBNE T RV LT =R OENL L hhiEn b
FEEHEEOR ENRRADSZEAMoSNTE D, KRERKE
RTHLARDEAVPRONZEE R S.

¥ 7z, Dataset B D4 THiWZ ROC iz 4 & L
TmRY. M4H»5, AU FPR (GEMAIE : False Positive
Rate) THEAUZEE, FEiH 0 FH OMERIZHN H
DZEDOMAEE ERSEZ 2N bhrb.

WIZ, FEMAIRZ TG U 2B OBAIRIZOWT S KT
5. X270 Tl, BRANS Ve TR KD
N57-H, BERIPDLWEEORAENEGHINS. £
T, TAMT—ROIEFBEZ1T DA ITN L T DR
M 1% 5 &5 I 2B LU ZBoRME L,
B v FHRB LA D D FHOENENIZH U THL
U5 ER 8 ITRT. R8N 5, WIhOLEE LA
H0FEZ X BAERV B D D FEIC LR E 5T
W5 Z DA S, FZ, Dataset B Tld FPR=1%®
EEDTPRAPHIBS RA Y b ELTWSZ e bhb.

BARIZFHERHIZOWTEY. HEA TR REn 70
B LRI ER S0z, #HE I MIUNI OV
W#E FiEE2 WD BELND 5. Dataset D 2T, K
FEERCTHEL M %2FHIT 5 L, Hiid 0 FEHOGENK
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x 8 FPR=1%DEEDFZliDH H F#E L Hliid » F#HD TPR
Table 8 TPR of semi-supervised learning and supervised
learning when FPR=1%

Supervised Learning | Semi-supervised Learning
Dataset A 0.07 0.095
Dataset B 0.165 0.515
Dataset C 0.54 0.765
Dataset D 0.92 0.98

30 R, D 0 FH M 105 ey, +oEHBE TR
RAUNESWZ EHERD STz, B, RERTHWZE
BRERIE X CPU : Intel(R) Xeon(R) E5-2660 v3 2.60GHz,
OS : Ubuntu 14.04 T» 5.

6. F&H

ARTIET T 7 R=ZADN D v 28 % HWT, HTTP
BEV TIPSV Y o 7GR Z RT3 FE2RE
U7z, &7z, AUC PREMEIRN 1%I1272 5 & 5 ICBME%
BUBOMAE, LW HEEEHWT, REEL/EEKD
Bid 0 FHIZH O FEOKELZ KLU, AUC O
BT, HWiF—&ty hOETONRR =V TREED
BAEAHER T, TRVEEMEWEGHIZEHEEDN L
MESNBEZ L E2RUEZ. /7, BHBRANEN 1%127%5 &
SIZHIMEE L ZBRoBMRO KT, AnzT—24
£y bOETONRE -V TREEOEMMEDTHER S iz,

AEERP S, EHEIH D FEEH NS LT, TV
OEHEZBR L D DINAED @SV o 7RG R D
DHEREFRTEDLZLWREZ. ZOZ2ns, IR
BUTF—RELTHHEOILY = 7ICBH L - 5H % & A
5 B RN ZBER 7 RTEHA L CEEHiHD 0 2P 2175
&, HHEOILVY =7 O—HIZHIn U7z 5 EHa»sER T &
5 ZeWIfFTE S,

SHOBEE LT, HTTP @E 0 7/ ORI E O/ &
DHDOX SRBBHENEITOND. FEOREEE LT,
URLDEX, FAASVZIZIP 7 RLVAD XS T2 &
OLDED, URL IZHEER T DA > TWBDED, HRERk~
BHLONEME LTEZOND. F72, MEOBEHRIEZE M
WT, GeolP [HHRP KA DL aTF—Ya vzl
BU, BEEL LTRSS AiERESERAOND. &
DEDHERFAITREFIEHO—DOTH 5. HlAiE, Daeef
5 [14] 1Z URL 2R 2 AT ZBUIZATE L R U < &
AN, RA, JTVIZFEHLTWSH, Bag-of-words T
1372 <, N-gram {EZ2 AWV TR MELTW3.

T, BEEEHOCTRMTE LY = 7TICBELTIX
BRERMTEZDD, 50T o THRRIMTE
D, R EDELRITSHEITD FETHS. Label Spreading
WXHLUE (A2 7), Logistic Regression 13 &R &R D 5-
RILHI-2BME2AHT AN TEE-D, ZThH 2
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&
Al MEEITIEISIE

Z 2 CIEMEREBIZH W2 TPR, FPR % AUC &\ 5
FAREIZ O WTHEBIT 5. £3, UTORD XSz, HEG
£ (TP: True Positive), #4B51: (FP: False Positive),
k2t (FN: False Negative), EF&M: (TN: True Negative)
ZEHRTD.

ZD e E, AR (TPR: True Positive Rate) ¥ & O'F&
%= (FPR: False Positive Rate) 1ZIXD & 51275,

TPR = Tp PN (A1)
FP

FPR= ——— A2

R FP+ TN (A-2)
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xR A1 EAETH

Table A-1 Confusion matrix

Actual
Malicious Legitimate
Positive True Positive False Positive
Test Negative | False Negative | True Negative

WIZ, AUCIZDWTEHIAT 5. AUC & id Area Under
the Curve DT, FHHROUREEZRTIHETH S, #Htdh
12 TPR, Mz FPR 2 kot 71y b Ukl U 72 gk
D Z &% ROC Hh## (Receiver Operating Characteristic)
LIFATWSD, AUC i3 ROC HIFRD T DER7D D HifE % 5
HesZeciRonsd. AUC IEHT 0~1 OO F % &
D, LISEITNSBEVZEEEERS WA HERE S X 5.

A2 NAIN=INTA—%4

FEERTHWIZNS N=RFT A=K %ERT. Kilid b
B (Logistic Regression) THWZNA R=RFA—X%
FKA-2, FEETD 0 FE (REE) THOANAIR=R
TA—REHRA-3LTB. 7z, REEDETT Label
Spreading % #H U CEMEELVRIMEZ NEl -7z /M2 F X
WIRUT = RIZT NV ENELTWED, TOEIZNEL
F2IRNVOERA -4 LUTRT. RA—-4HO Sum
IETRVEMNEURBETH S.

R A2 Hfid)FHDNAIR=NFT X=X
Table A-2 Hyper-parameter of supervised learning

C

Dataset A | 0.001
Dataset B 0.03
Dataset C | 50000
Dataset D | 50000

xR A3 PHMMBDOFEDONAN—=RTA—X

Table A-3 Hyper-parameters of semi-supervised learning

C ¥ o Ty T,

Dataset A | 0.006 1 0.1 | 0.99 | 0.01
Dataset B 10 2.3 | 0.2 | 0.99 | 0.01
Dataset C 900 3 0.2 | 0.99 | 0.01
Dataset D 300 4 0.99 | 0.99 | 0.01

& A-4 Label Spreading IZ & % 7 U554
Table A-4 Number of label assignment by Label Spreading

TN | FP | FN | TP | Sum
Dataset A | 286 93 379
Dataset B | 504 203 710
Dataset C | 564 16 | 440 | 1022
Dataset D | 608 0 691 1300

=N W O
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