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Trade-off Evaluation of Privacy-preserving Degree and Efficiency
in Privacy-preserving Log Analysis
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Abstract: This paper discusses communication log analysis problem to detect attacks aiming at unautho-
rized login under the three-party model, which consists of distinct three entities, namely, log owner, log
administrator, and log analyst. In this model, the owner consigns privacy-preserved logs to the administra-
tor, and the analyst analyzes the logs. Such privacy-preserving log analysis can be realized if the personal
information necessary for analysis is provided to the analyst but kept secret from the administrator. However,
by disclosing a part of the personal information to the administrator, the computational cost at the analyst
can be reduced. In this paper, we focus on analysis where equivalence of personal information between
different log records is used. Then, we evaluate the trade-off between the amount of equivalence information
disclosed to the administrator and computational cost at the analyst.

Keywords: Privacy-preserving Log Analysis, Trade-off Evaluation, Three-Party Model, Equivalence Infor-
mation
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SELECT COUNT( *)
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