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An Authentication Scheme Based on the Channel Characteristics
Against to Wireless DoS Attack

Miyuki Hirose! and Atsuo Inomata'!

Abstract: To protect the network from attacks like wireless denial of service (DoS) attacks, a wireless intrusion detection system
(IDS) is designed to compromise a network security. Most conventional IDSs do not go below the IP layer to detect anomalous
behaviours and are largely ineffective at securing the lower layers needed to protect wireless networks. Key transmission schemes
in multipath environments were proposed. In this paper, we proposed an authentication scheme based on the propagation and
transmission characteristics against to wireless DoS attacks.
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DSSS: Direct Sequence Spread Spectrum
DBPSK: Differential Binary Phase Shift Keying

DQPSK: Differential Quadrature Phase Shift Keying
CCK: Complementary Code Keying

© 2017 Information Processing Society of Japan — 1147 —

Propagation gain [dB]
=

fa @

FASL

X 1 JE¥H 2 GHz #7712

B DA

SOKE).

TIEARAL Y ML, E—ar TN AERE TN

B (100 2 U BREIRE)

FAT

M7 r—REy X FEETS.
MR (7947 M) 1%, FFEEYEEIAF v
VL, T EBARRA Y FMESTWD AR K EBRIL,

Wty NU—ZNOFTXTH Y



FIFCE D EAKREEENT O E—a v 25T 5
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B A-1.  OFDM FRDA~Z FVELE.

TED. Y7 Xx VT HBOLREENERVES>TNDLD
ST L CRABFIREZR DIE, KA1 DX DI, 07 %+
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— XX 52) OV T X U TICHE L, Ko S5 5 Band
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/7 #|% E (Orthogonal Frequency Division Multiplex, OFDM)
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