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Abstract: With the rapid growth of IoT device attacks, wireless security becomes important concerns for
IoT networks. Physical Layer Authentication(PLA) is proposed to enhance security in wireless networks
using characteristics of received radio signals. In PLA, Carrier frequency offset is used to authenticate wire-
less devices. This method excels in that it is not affected by environments of wireless communications, and
can be done with existing wireless transceivers. In this paper, we propose the way to authenticate wireless
devices using AFC function of RL78/G1H. In addition, we developed and evaluated our PLA methods.
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Table 2 Experimental evalution using signal genetator results
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Table 3 multiple comparison

FeBgnfg: | diff [(kHz]  p adj g% | diff [kHz]  p adj
t2-t1 1.660 1.53e-11 t7-t2 -9.153 1.53e-11
t3-t1 -6.899 1.53e-11 t4-t3 2.065 1.53e-11
t4-t1 -4.835 1.53e-11 t5-t3 1.851 1.53e-11
t5-t1 -5.049 1.53e-11 t6-t3 0.600 1.53e-11
t6-t1 -6.299 1.53e-11 t7-t3 -0.594 1.53e-11
t7-t1 -7.493 1.53e-11 t5-t4 -0.214 2.43e-11
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t4-t2 -6.495 1.53e-11 t7-t4 -2.659 1.53e-11
t5-12 -6.709 1.53e-11 t6-t5 -1.251 1.53e-11
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Table 5 Experimental evalution(2) results

0000000 [MHz] | averagelkHz] p-value
925.6525 -0.377 5.417e-16
925.6520 -2.720 2.2e-16
925.6515 7.906 2.2e-16
925.6510 6.048 1.397e-10
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Table 6 Experimental evalution(3) results

00 [kHz] OO (O)kHz] p-value
oo0o 4 | 3.134 3.293 2.89e-08
ooos | 3.19 3.366 3.83e-05
o006 | 1.974 2.011 0.18
ooo 7 | 0.702 0.641 2.78e-07
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