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Asset Derivation Method for Risk Assessment
of Information Devices in Smart House

Tadashi Shiroma'™  Hiroyuki Inouef'f?

Abstract: Different types of assessment frameworks exist for security risk analysis. These frameworks begin identifying the
assets that should be protected. However, the effectiveness of the identification process depends on analysts' security knowledge
and experience of the assessment. To mitigate the problem, we can use asset guidewords on security risk assessment guidelines.
It also has a problem in that we cannot identify the assets without accessing the documents of the analysis target. In this paper,
we propose an asset derivation method focusing on device connectivity in smart houses. The method derives assets from device
connectivity and paths to information and function of devices. We also evaluate the method by conducting a case study to assess
a smart house with it.
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Figure 1 Flow of asset driven risk assessment.
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Figure 2 Flow of asset derivation using guide words.
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Figure 3 Flow of asset derivation using proposal method.
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Figure 4 Example of block definition diagram.

ibd [block] f5#iR1 (WZ7 0y EOB /

REER
— sEEE
19-714Z1 . _|
«requirement» BEEES
REEENOTIEA

REREHOTE

M5 NE7 ey 7 KO
Figure 5 Example of internal block diagram.

LOSHEE X VM bS5 2 LT, REGEEH & B
DRI O ARETH D, £, A F—T A R
WHIET S e haloxxy FEHWDSZ & THEEE A
LT 52 EBRAETHS.

INDHDFNEELT=FERIL SysML 7 v v 7 EFRIX THE
OB EFLRT 5. BEFEICEGDELET 1 v 7 EHK
OIERFIEILL T O®Y TH S.

FIE1-1 : HEREIRE T 0 v 7 & LCRERT 5.
FIE1-2 - HHIEIRDA L B —T A R BT 0y I ER
KOR— k& LTERETD. A F—T = AL T
XHHAIIE, FA PSR- ELTR#EL, MiEn
ONbdEIITS.

FIE 1-3 : HIEREIROSRNDA VA —T 2 A
2T B RETRES.

LROFIETHEXT 270y 7 ERKOH 2 4 125

7 a sy XGRS E R L, HEEERNEEo A X —T
A ATy I EEROR—FTERHLTVD. FR—
MZEELIOR—FE 7o haLOBFGEOL IR A L
7oA — MEHRZTLHEH L, USB THINIETT A AT T A,
Bluetooth THiX7 1 7 7 1 /b, Wi-Fi LB LAN % Ch
TUZHTTP R Telnet 607 7Y r—3v 2 > L E T
LCR#T 5. UEoFIECLY, EHREROEKEZD
ORNY ET Ry ERKTERT .
322FIF2: A VB —T AR LDREZEDEH
FIE 1 CEHHELZIEREERE A X —T7 oA AEHIZ,
A B =T 2 ANDLT 7 AR R#EEEAEH LT

© 2017 Information Processing Society of Japan

WL, ZDEE, EBRIZA VY H—T oA RAIORNDHIEHR
AR E R 2 TN TN A U IBRTIT 9 = & T
DY AT HZ L NTE S, Hl2IE, USB @ HID 73
A 27 T 2R LTV A s I L TiE, F—aA—
REHRHL, F—R— FOBIEIZLY & &5 RERo
BRIZT 7B ATEL0% 58 %, Ethernet (25 L TIEA
v 74 R PC HEREER L TR 5. EoX
D IRE O RE MR PEIC M 12500 & D 0, G E
OREERT A NU—RERET 5. Zhicky, VA
I TRAALY NORBRIHFE LD E VD RSB TH IR
BREZMATE, S EDNRIIATI 2N TE 5.
ZOFNETIT o I EERBRIT SysML ORNET = > 7
TR %, ARTLIETIE, SysML ETIEDKEHEZRD L 5
WCEFET D.
o Tyl Tt ROMREE .
® R— | ST ROIEREROBAERLT —F DA
MBI o H—T = A A,

o XU & FREEEDRERE R TR,

o /— | REEBE~DT 7 B AIKERSEME. ) —
k@ Z ~VIZ Requirement & W5 AT LA X A 7K
ik LAY

ABMTIHEINLOERZLHOCHE 7 v v 7 XA
T2, BEFECADELAH T 2y 7 IOERFIEIZLL
ToO®EY ThHoH.

FlE 2-1: KA v F—T =24 A&ETHTDH. USB R
Bluetooth D L 52 A v & —T = A AR HSLTE DG
Wi, RA RSN R—E LTRETS.

FlE 2-2 1 DB LB REERN ST 7 & A BE e RHEE
FEET a7 LTRETS. ZokE, S2T— o
WHREENLERBACET 7 ADEMELE LT
Requirement / — b & F#7 %.

FNE 2-3: FNE 2 THEHH LIREREND T 7 & AFHE
RIREEPEOEL AR KT, oL &, SHINTRE
BRER & ax 7 ¥ THES.

FROFIETERTENE T a v 7 KOF %K 5 IR
RISV F—T 2 A R—F & LTRELTEY,
CDOR— IO T VT EARERREGELEZ TRy 7 L L
TRHL, TINOEBILT 7 EATE HIR#ELEEL T
w7 ELTHREBLTWSD., ZoLE, REEEL~DOT
T ARG A Requirement / — k& L TSR L 2T
FRRLTWA. DEOFIEIZEY, W7 v v 7 XEIERK
L, R#EEESLOZOMRERETS.

B L= 7 v v 7 ERECNE 7 v v 7 ik, &1 4
— 7 A ADPDHREEE~DRAFIREEZ HZ L HTE,
22 fHiTHl_7= DFD BT T VU v 7 FEICEB W THFIH A
HETHD.

— 1128 —



4, r—RAREBT 4

REFIED T —ARZT £ ATV, KFEOFHEOHRE
WDOWTCEMT D720, A~ — by A% T 2 EHAs
2D EMITKIT B oWk RIZ O VW TIRR B, 2B, A%
G LT DIEWAEERI L MO ER DO BT E1T > T 5.

Ky —ARAHT 4 THWBRR A2 WITRT.

o EFTULITY—

Enterprise Architect System Engineering Edition 13*1

@ (H—TxAfAAXF ¥} :

> X hU—7 : Zenmap 7.01*2
» USB : umap 1.01+FaceDancer21*3
» Bluetooth : blucat (Revision 572dfc8)*4
o fEikaR
> R—AF— R U A N—H
Buffalo Air Station WXR-2533DHP
> X7 L | PC: AppleiPad Air 2 32GB €7 /v

FRROEREIRO USBRWI-FiZ%ED A 4 —7 = A AT
PC i L, RONBEOFHEEEZ T,

41 FHRBBLA VI —T A RDFNE

FP, HFHREBBREZOAL X —T A ZAEHIEL, TN
LOBRMTHL 7y 7 ERKEZER L. {ERLZT
0y EHRKERTICRT. A=A = T = —HZ X
Ethernet 1815 O 72 O DA #} LAN 38— b2 Wi-Fi O > & —
ZxA AL, LAN NOZ 7 A VILHFEDTHD USB A ¥
— 7 xR, TOMOYBRY U ELTND. £z, ¥
7V w b PCIE, [EERIC Wi-Fi A% —7 A A&, USB
L [FEEDBIE % 4T 9 Lightning 1 v % —7 = A X, £7=, A
OB & OGO T=H O Bluetooth f > % —7 = A A, ER

BRHEHEOWER Y V2R D, F—LF— U =A
N—2LZT Ly hPCIEWi-Fi £ ¥ —TxAATDR
NHI, WERERT T oy Eaxy X THAUE.

42 HHRBBRNOREEZEOET

WIT, BIEREREDOA VX —T = AN T 7 ¥ Ak
RIREEFEAEN L TV, SEIER - — U = AL
—ZiZxt L CEHEERITo 72, 72, A4 FU—RIZiX
21 BT R SCMR[A) DA RU— REMHEH L.

R—AT— R T oA L—FE, HH LAN ° Wi-Fi A >
—7 2 A AQHTTP AR — M5 Web BELEHIZT 7 £ AT
5. 20O Web BHEEICEHET v hTus Ao
L, R—=AF =P U A —FDEERESROL T %
fTHZENTED. £/, AMLAN & Wi-FiAf v X —7 =
A A® UPnP R— & T UPnP 12 L A Hl#EEEREIC T 7 &
ATE5. UPP FFR—2F = T2 N—F DRy FU
— 7T A EROAR— b~y B T OREL T ELE

*1 HTTP://www.sparxsystems.com/products/ea/
*2 HTTPs://nmap.org/zenmap/

*3 HTTPs://github.com/nccgroup/umap

*4 HTTP://blucat.sourceforge.net/blucat/

(© 2017 Information Processing Society of Japan

FEHRR LICFATT D LN TE S,

LRCET O REESH L, ERLEZNET 1y 7 X%
B 6 1ZRd. REEEOEHRICEWT, Al OMRELISNC
§, B SZ T — R WIi-Fi © SSID, % —, 77 —2A
U 7 EHHERE, WAN I IP 7 L AEHEE, kEx 2ok
EPEAEM L7z, 72721, AOSS HEHED L 9 72N ZHlE
WEEDFEMZ M D 72D R¥ a2 AV 2B BT 50N
HY, WRTIELEFRICFF 2 A PBRMETHDL EVD
FREN RO, F72, UPnP TiX SOAP A v E&—T D%
SZEVPLETHY, TR RIBGEEEL ST 572012
I ED—EDAFIVNEREND.

«block=
A—hT—boz (N4 «block»

AT byhPC

EERTY
SEHHERTY

=LY

Wi-Fi
PAN

AVRCP

Handsfree

Mass
Storage

EFLAN Bluetooth

Audio
Audio

uss Wireless iAP

Mass Storage HID

EEAYF Phonebook

[
Q
[}

AOSSHIY

M7 r—ARZT4IlBITD7 1y 7 EHKN
Figure 6 Block definition diagram on the case study.
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