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A study of risk awareness and management in IoT data

Shoko MASHIMO'™ Kanae MATSUI™ %

Abstract. In this paper, we define the data having characteristics such as fine granularity, immediacy, diversity,
and connectivity obtained from the IoT system as IoT data, and presents a risk management method aimed at
safely distributing IoT data. By making the risk assumed from the characteristics of the IoT data, attention is
drawn to the person who collects the data and uses it. In addition, we clarify what type of risk management is
assumed for data distribution along with data anonymization method. Through these risk management, we aim to
contribute to services and applications that consist of data such as smart city, community.
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Figure 1 Flow of IoT data creation.
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Table 3 Indicators of anonymization methods.
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Table 4 Advantage and Disadvantage of IoT data and their expected anonymization.
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