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Information Flow Control for Smart City loT
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Abstract: Smart city is a concept to provide better services using 10T techniques. A smart city platform with 10T is useful for
citizens, but we can identify risks of cyber attacks as well as existing IT systems. Especially, if critical life lines such as electricity
and water services are attacked, the damage affects daily life of citizens. Therefore we have to prevent such attacks. Moreover,
smart city 1oT would handle privacy data such as pictures of surveillance cameras for public safety and medical data for healthcare
services, and such privacy-sensitive data must be protected from the attacks. To mitigate the attacks, we propose an information
flow control method for smart city loT. Our method controls information flows by a PEP that monitors the flows among components
of the smart city 10T platform and a PDP that makes decision on the basis of information flow history. We further show an initial
prototype and its feasibility.
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Mo A TERERL, HRREZFHMT 2 TFETHD.

WA, i nl 5 O ERER] 2 100 [ L, SRR % 5Kk
Wiz, BIEE, 43 R—F ORI OISR Z 1000
PNE—=VHERR L, neodj A b7 LIZIRBEETIT o 72, T OFE R,
17V H7= 0 QBRI 17msec TH Y, T DOFEUE
M71L, 6msec Tho7o. KEDOZ = U nEH 45 &, PDP
D neodj MR/RNT F—< 2 ADR bV ZITIR D RN
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HDLTD, TN ZADOERNE MO ESAT DB R LK
7R A7 LTI, ERIEEEIHEE Y 2 — i, fR%E
Xr v T HEENRLETHLEEZOND.
FREREETHLIERMEHHES 2 —NLDA v E—
/@7/ﬁt,m BRI EE Y 2 — L ~DNAbED
ZEOA =N~y FERSE, 1 aVvR—3 Y
@%ﬁﬁt@ﬂ‘~/v\/ RiL, E4 0 15msec+it i ] 4]
ED 17msec TH D, IO A —,3~ v R, 32msec X #EH
ToHarR—R ML D.

6. E=E

6.1 thoFBEREA X & DE

TEm OB RHPAZ H 3 25L& LT, Multi Level
Security(MLS)23 % . MLS T, il o —Z Ik
BLAUREID Y THRTEY, HRITHESE L~ Loy
A= EPEENA Y a— A ~ORFIND X )
STWND. ZHIZE ST, BWELLOEWERR, HE
LDV a s o — 2 ~iHT 52 2L TS,
Type Enforcement(TE)i%, LU 78 ANRT 7 &R
AR Y V=2 R ER L TEBFANTHY, SELinux 7 &
WZEHEATWD

N0 LX) REEET VL, A~— kYT 1 loT 12X
WERNEBZOND. RERL, BRI LS A~
—FV?4MT®%@i Rz RIGHROMEITL DIV R
WY — 2 ORI A —FH#@IT72 MLS 55
7 mﬁx&ﬁﬁﬂﬁﬂ@yf%*& 5 Type Enforcement |3R 1437272
OTHDH.

6.2 Remote attestation & @) B

Remote attestation & #£%% L 7= BRI 55 < FE it i il
IIAi5ERIfR I A . Remote attestation 2352BEZR G, X TF
LAMIELLSEET 5 Z EMNMRIES LD DT, i Wt 4
FEARECTHD. LaL, loT T35 AIZiE, HW Ol
5, remote attestation X EATE RWHEERH L. Eiz, V
7%?:7@A7% REDIAETIEH S Z LM TE 0.
ZOL D RGAIE, BFWREESALNETHL EEZD
na.

6.3 FL—RINY Y

AFRICTIE, BERCIES W T2 i@ sl s>
WART=D, BEFRUIHERDO FL—2AARNY JIZHHFEATH

— IS, X2 VT A VT RBRAELERIC
m,%@%iﬁﬁumif,E@i5ﬁ%%ﬁ%éﬁ%%
PCT DMENDD. REFNTIE, HRICHREEEDN

uafiéé’bfb‘éf’éb FOMEEREY v ZIciiek L TR <
LT, ATy MEERCRIR LIS E RO HATCIRIR
HPADRENEZIZRDEEZBND.
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7. BEEWE

7.1 TOERADOETBEICEITVET Y ERHE

Tt AOMEELE=F Y L TTHI LKLY, BXa
U7 4R Y COEREET DEMEPREI N THD[T].
BIRMIZIE, 7 7 ANVDF =T o R0fihEE OREND,
SELinux @7 7 B AR Y V&2 EKT 5. £z, Futk
ANELLEELTWDEEDRHR, VY—RIZTI7EAT
X259, TuvROERITREBIZESWIZT 7 & A
FRAPEEINTWS[E]. LL, Zboml#E, 7 a
TINIKT DT 7RG THY, Tr s T LAOETE
EEZFIH LTS, —F, #F5AL, HRo@EgE T
HY, T EAFEICHOCDERA RS> TN D.

7.2 DY—RAOBREBEICESVET7 I X

XML R¥ = 2> FOBRIZESN =T 7 & 292
BEINTWS. BEEMIZIE, XML F¥a X2 FHIZ,
create, transfer, delete, change 72 K OBREAZFL&HKT 5. Mx
T, 7—F_N—R 21, R¥axy MHOa b —oEN
FEkEND. FLC, ZORFaA L MNIT 7 ®ATHEE
%, FFa XAy MIRESNLTWDEEOHRIZ, RY T
BE LI RE =3 20 ERF L, T 27 ARG OH
175, Fiz, HHOM L Z A(Provenance)iZ 3 77 &
AT R[N B SN TND. 7T T RV AT L%t
LLLBY, 77U RDT7 7 A NMIEZRADERIZ, 774
NOBTFBRETLERT S, 777 ROT 7 A /WITxt LT
TEWBI 20X THAVEA~EIE ) O 85 i E) &3 DRI, £
VTEDNFFRI S5 2%, provenance 12 & - THIET 5.

o7 7 ARESERIL, AFXERFT XS ICE®R
DIBIEIZ TS WHI# 21T > TV B DY, AFRILE RO
WICT A —HALTOWDRNRER-TVD. BRI
B D a W= b OWEBIEIE 2 fdk 3 5 KA Bk L
TR EDERTHY, V77 TRY VETIHRTH
LIZE-T, KVEEICHEBORY 27l TE 2 K808
aryhJbEa—varThsb.

8. &

Aw—hTT 4 10T ZBEIZT B2, R THEE
WOLERD HIHERE T2 — B L CEBT 2 fERiis@ b
RE|RELTZ., AFKTHE, 1oT I v b7 r—2sDav
A= METTHMAEZAE SNDERIC, PEP NZE Dk
BEREEGL, Mo uiEEIE % 52 PDP DM EMOEZIE D
AEAHIWT 5. S50, a NEATEEEL, EAMN
ThHhoHZ EHRLT.
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