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An efficient method to extract malicious websites from massive
end-user access log
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Abstract: Drive by download attack has been a huge threat in recent years. The attack redirects web clients from compromised
websites and malicious advertisements to malicious websites that exploit vulnerability of clients and distribute malwares. In this
report, we propose a method to efficiently extract malicious websites from web access log collected from over 100 thousand
users. Since it is inefficient to analyze all access log in detail, we focus on URL patterns shared by malicious websites and users

who frequently access malicious websites to extract candidates of malicious URLs for further detailed analysis.
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