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Malware Classification Based on Data Compression Algorithm
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Abstract: The method to classify automatically the malwares as quickly as possible without their detailed
analysis has become an important research subject. Traditionally, the malware classification has been per-
formed by the characteristics of the APIs observed from the dynamic analysis, and the researchers compete
the accuracy. In this research, we focus on the time order of the API call, and try to classify the malware
variant by its characteristics. The originality of our research is to use the LZ77 algorithm, known as an
universal data compression algorithm, to derive the characteristics. The LZ77 is a slide dictionary method,
and its data compression ratio is depend on the size of the slide dictionary and the time order of the APT call.
We classify the malware variants by the characteristics derived from the data compression ratios, which are
computed by the different kind of sizes of the slide dictionary. We perform the malware variant classification
based on the SVM algorithm, and examine the accuracy of our method. Experimental results show that the
proposed method is effective.
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LdrLoadDIll LdrGetDIllHandle DeviceloControl NtAllocate-
VirtualMemory LdrLoadDIl IsDebuggerPresent LdrLoadDIl
LdrLoadDIll LdrLoadDIl LdrLoadDIll LdrLoadDIl NtCreate-
Mutant NtOpenSection SetWindowsHookExA SetWindow-
sHookExA CreateThread NtAllocateVirtualMemory NtAllo-
cateVirtualMemory NtAllocateVirtualMemory NtAllocateVir-
tualMemory NtOpenSection NtClose SetWindowsHookExA
SetWindowsHookExA RegOpenKeyExW RegQueryValueExW
RegCloseKey RegCloseKey LdrGetDIllHandle ...

1 “Trojan.Win32.Agent.rxht” O API J—)L 4
Fig. 1 The API call sequence of “Trojan.Win32.Agent.rxht”
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NtOpenDirectoryObject NtFreeVirtualMemory LdrLoad-
DIl LdrGetProcedureAddress LdrGetProcedureAddress
LdrLoadDIl LdrGetProcedureAddress LdrGetProcedureAd-
dress LdrGetProcedureAddress LdrGetProcedureAddress
LdrGetProcedureAddress LdrGetProcedureAddress LdrGet-
ProcedureAddress LdrGetProcedureAddress LdrGetProce-
dureAddress LdrGetProcedureAddress LdrGetProcedureAd-
dress LdrGetProcedureAddress LdrGetProcedureAddress
LdrGetProcedureAddress LdrGetProcedureAddress NtPro-
tectVirtualMemory NtOpenFile NtOpenFile NtOpenFile
NtOpenFile NtOpenFile NtOpenFile NtOpenFile NtOpenFile
NtOpenFile NtSetInformationFile NtOpenFile NtOpenFile
CreateProcessInternalW ~ NtOpenFile
NtOpenFile WriteProcessMemory WriteProcessMemory Nt-
GetContextThread NtSetContextThread NtResumeThread
ExitProcess

WriteProcessMemory

K 2 “Backdoor.Win32.Androm.bknn” @ API J—)L %l
Fig. 2 The API call sequence of
“Backdoor.Win32.Androm.bknn”

RegOpenKeyExA RegOpenKeyExA NtAllocateVirtualMemory
NtAllocateVirtualMemory NtAllocateVirtualMemory LdrGet-
ProcedureAddress LdrLoadDIll LdrGetProcedureAddress Ldr-
GetProcedureAddress LdrGetProcedureAddress LdrGetProce-
dureAddress LdrGetProcedureAddress LdrGetProcedureAd-
dress LdrGetProcedureAddress LdrGetProcedureAddress Ldr-
GetProcedureAddress LdrGetProcedureAddress LdrGetProce-
dureAddress LdrGetProcedureAddress LdrGetProcedureAd-
dress LdrGetDIllHandle NtAllocateVirtualMemory NtAllocat-
eVirtualMemory LdrLoadDll LdrGetProcedureAddress Ldr-
GetProcedureAddress LdrGetProcedureAddress LdrGetProce-
dureAddress LdrGetProcedureAddress LdrGetProcedureAd-
dress LdrGetProcedureAddress LdrGetProcedureAddress Ldr-
GetProcedureAddress LdrGetProcedureAddress LdrGetProce-
dureAddress LdrGetProcedureAddress LdrGetProcedureAd-
dress LdrGetProcedureAddress LdrGetProcedureAddress Ldr-
GetProcedureAddress LdrGetProcedureAddress LdrGetProce-
dureAddress LdrGetProcedureAddress . ..

NtOpenDirectoryObject NtFreeVirtualMemory LdrLoadDIl
LdrGetProcedureAddress LdrGetProcedureAddress Ldr-
LoadDIll LdrGetProcedureAddress LdrGetProcedureAddress
LdrGetProcedureAddress LdrGetProcedureAddress LdrGet-
ProcedureAddress LdrGetProcedureAddress LdrGetProce-
dureAddress LdrGetProcedureAddress LdrGetProcedureAd-
dress LdrGetProcedureAddress LdrGetProcedureAddress
LdrGetProcedureAddress LdrGetProcedureAddress LdrGet-
ProcedureAddress LdrGetProcedureAddress NtOpenFile
NtOpenFile NtOpenFile NtSetlnformationFile CreatePro-
cessInternalW  WriteProcessMemory  WriteProcessMemory
WriteProcessMemory  NtGetContextThread NtSetContext-
Thread NtResumeThread ExitProcess

3 “Backdoor.Win32.Androm.affh” & API J—/)L%
Fig. 3 The API call sequence of
“Backdoor.Win32.Androm.affh”
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4 “Trojan-Spy.Win32.Zbot.hpyq” @ API I—)L3l|
Fig. 4 The API call sequence of
“Trojan-Spy.Win32.Zbot.hpyq”
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91.2510936133
83.3770778653
69.3788276465
65.0043744532
63.3420822397
61.7672790901
59.3175853018
57.4803149606
88.188976378
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5 “Trojan.Win32.Agent.rxht” OFFH~Y )L

Fig. 5 The characteristics vector of
“Trojan.Win32.Agent.rxht”
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Table 1 The malware family names

VU777 IV AR AR
Trojan.Win32.Waldek 687
Trojan-Spy.Win32.Zbot 581
Trojan.Win32.Yakes 577
Backdoor.Win32.Androm 445
Trojan.Win32.Agent 434
Trojan.Win32.Inject 351
Trojan.Win32. WBNA 308
Hoax.Win32.ArchSMS 304
Trojan-PSW.Win32.Fareit 272
Trojan-PSW.Win32.Tepfer 218
Backdoor.Win32.DarkKomet 206
Trojan-Ransom.Win32.Foreign 204
Trojan-Dropper.Win32.Injector 185
Trojan.Win32.Jorik 171
Packed.Win32.Tpyn 163
Trojan.Win32.Kovter 145
Trojan.Win32.Scar 142
Downloader.Win32.LMN 123
Worm.Win32.Vobfus 120
Backdoor.Win32.Matsnu 110
Trojan-Downloader. Win32.Upatre 108
Trojan.Win32.Llac 100
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® 2 RETFHOKE
Table 2 The accuracy of the proposed method

84.4483298058
70.359804914

48.7347013895
43.2041961903
37.2135824054
34.3885156897
32.0971749333
31.2321707923
74.4731756695
59.8325204748
44.9618109874

83.3716757155
65.685101684
45.3759087145
42.8085028067
35.7044262446
34.1308548818
31.977546701
30.7720622067
72.3014631453
57.651605779
43.8115395233
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Fig. 6 The characteristics vector of

“Trojan-Downloader.Win32.Upatre.foih”

“Trojan-Downloader.Win32.Upatre.foih” OFHH~7 k)L

VT LT T IV Tk 1[5 LT
fEER (%) | HEER (%)
Trojan.Win32.Jorik 90.48 85.71
Worm.Win32. WBNA 91.87 94.05
Trojan.Win32.Agent 72.02 63.69
Worm.Win32.Vobfus 94.05 93.45
Trojan.Win32.Yakes 81.25 71.43
Trojan-PSW.Win32.Tepfer 75.60 86.90
Trojan-Spy.Win32.Zbot 74.80 70.83
Trojan-Dropper.Win32.Injector 70.24 70.24
Hoax.Win32.ArchSMS 94.84 91.07
Trojan.Win32.Inject 69.64 75.60
Trojan-Ransom.Win32.Foreign 86.31 77.38
Trojan.Win32.Scar 75.00 73.21
Trojan.Win32.Llac 76.19 81.55
Backdoor.Win32.DarkKomet 81.25 83.93
Downloader. Win32.LMN 89.29 91.67
Backdoor.Win32.Androm 79.88 73.81
Trojan-PSW.Win32.Fareit 79.37 79.17
Trojan-Downloader.Win32.Upatre 76.79 91.67
Packed.Win32.Tpyn 79.76 85.71
Trojan.Win32.Kovter 90.48 93.45
Trojan.Win32.Waldek 91.59 88.10
g 81.94 82.03

T D FHELEANTRELMELTWY
% “Trojan-Downloader.Win32.Upatre” IC D\ T # &
$%. 2OV 7Ty IV—TCWE, AFA4F
BMRELGZDZICMW THEMENE L% D. HlA
¥ “Trojan-Downloader.Win32.Upatre.fogk” & “Trojan-
Downloader.Win32.Upatre.fpbh” DR ML ZFhn
TR 6 LR 7ITRY. KA MVOROD L /)b L
2% £ 0.3647 TH O IV = 7 HREDRHEN Y LD
EMUT NS, FAERERFBOREANY MLz DXLy o
THENZENDTOHERNEL G- EEADBNS.

—J5C, “Trojan.Win32.Agen” ZHEEHR N A Z KT
LTLE-oTWAS. 2OV 7T773IYU—IciE,
APL a—)VHDIR 2= Nl B 2HEN 2 T X
NTws. iz, “Trojan.Win32.Agent.rxht” & “Tro-
jan.Win32.Agent.wlgm” ¢ API I — )L 7z L4 % .
“Trojan.Win32.Agent.rxht” ¢ API I—)LFNIZ K 1 1T/
LTHED, “Trojan.Win32.Agent.wlgm” D API I1—)L4]
M 8 I/T.

“Trojan.Win32.Agent.wlgm” @O API I — )L ¥ T,
“NtAllocateVirtualMemory” & MHENZ API AY 2 [\]721F
MEUHE NS E, “WriteConsoleA” A 80 HIFEFUFHIE 11
ZEDICE>TVS. TNHD APL a—)VFZHKRL T
PBEICNRA—UNE{HIZE. ZOkHIIILVT LT

© 2017 Information Processing Society of Japan

84.0836453292
70.0849237513
48.7535384896
43.1924025203
37.1472924847
34.3256323623
32.0062094786
31.0747876906
74.212400694

59.684047119

44.9000091316
42.4892703863
35.3118436672
33.7320792622

83.0152497489 74.1302164186
65.4734727422 59.2548625696
45.4113779564 44.635193133
42.7723495571 42.6627705232
35.6588439412 35.3666331842
34.06994795  33.5129211944
31.8874988586 31.5678933431
30.5360241074 84.0836453292
72.0025568441  70.185371199
57.5655191307  49.356223176
43.758560862 43.2563236234
41.8226645968 37.1107661401
34.8461327733 34.3530271208
33.4763948498 32.1614464432

72.0299516026
57.1089398228
43.6215870697
41.7222171491
34.9100538764
33.2846315405
31.3487352753
83.0335129212
65.6652360515
45.8405625057
42.8727970048
35.5127385627
34.1247374669
32.0336042371

31.8692356862 31.5404985846 31.3030773445 30.6638663136

7 “Trojan-Downloader.Win32.Upatre.fpbh” ORI~ T ~ )L
Fig. 7 The characteristics vector of

“Trojan-Downloader.Win32.Upatre.fpbh”

NtAllocateVirtualMemory NtAllocateVirtualMemory Write-
ConsoleA WriteConsoleA WriteConsoleA WriteConsoleA Write-
ConsoleA WriteConsoleA WriteConsoleA WriteConsoleA Write-
ConsoleA WriteConsoleA WriteConsoleA WriteConsoleA Write-
ConsoleA WriteConsoleA WriteConsoleA WriteConsoleA Write-
ConsoleA WriteConsoleA WriteConsoleA WriteConsoleA Write-
ConsoleA WriteConsoleA WriteConsoleA WriteConsoleA Write-
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ConsoleA WriteConsoleA WriteConsoleA ...

8 “Trojan.Win32.Agent.wlgm” @ API J—)L¥l|
Fig. 8 The API call sequence of “ITrojan.Win32.Agent.wlgm”
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