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Abstract: Annually, against improved Cyber Attacks, it needs to make more efficiently incident response for incidents caused
daily. Particularly, in order to respond to simultaneous multiple incidents with limited resources, responders must decide which
incident to investigate at first (triage). In this paper, we propose the malware type classification method based on network com-
munication behavior of each malware to provide some information that the type of malware infects in the devices is RAT, PUP or
another for triage. In this method, we estimate the malware type by estimating functions of malware by monitoring the network

communication of each devices and applying the behaviors to the attacker behavior transition model.
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