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A Study on Access Control for Devices with Trusted Execution
Environments
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Abstract: Trusted Execution Environment (TEE), one of the famous security technologies provided by hardware, is defined by
GlobalPlatform. One of the implementations of TEEs for embedded devices, TrustZone, is proposed by ARM. However, secure
memory spaces (secure world) which consist of TEE have only one access level. Therefore, it lacks flexibility for designing of
device architecture. In order to solve this issue, this paper proposes a multi-level access control method for TEE’s secure world.
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TE=H—DOHFMETHS. Cortex-M @ TrustZone Tix, &
FaTT=F—2FHETAEYDOT L 2AER—R|ZL
TeXa )7 OR#EL T H. BEEMIZIE, NSS Tl
TI7RATERWAET) T FLRAZET, ZOESICES
2 T IRERT — X B RET S, DF Y SS & NSS TIEFE
CAEVZERELETHEOD, 778 REFANELR-T
WA, 728, Cortex-M Tli, X270 bE%= T4l
DA ZRIZFFOHT o0kt LTexFaT =
& —DfP Y IT Secure Gateway (SG) sy &\ 5 LM 4
& Non-Secure-Callable attribute (NSC) &\ 5 Bk 722 @
AE YA TSN TS, NSC Tt F = 7 Z2Mic F24
ENTWAN,NSSTT 7 & ANTRER AE VEETH 5.
72721, NSCIZIX, SGHMEFDLNELEENTEY, SG M
FLMENSC S ETTE RV, £/, EEF 2T /lI 5
& 2 T O A IESERICIE, %9 SG mhEFETLAR
FAuEZe 7. Zhik, SG M TO A SSIIKEER T
EH1OTHD. 2B, Cortex-AlZWbd b A = K
Jo7ut vy L LT, Cortex-Midu—= Ko7ty
e LTMESITONTED, T3 AZERI LD AR
v IO UTERESND CPUBEWSITHNS.

Z Ofth Intel SGX[10]H TEE @ B ARy 75234 & L T4
LN TUW5.SGX 1% Skylake "HEASHIZEF 2V T o
WCBET 2% x86 JAIEMAE Yy N THDH. SGX X7 7V
= a VYNV AT L AT RICHRD GRS IR
(Enclave) Z#1E T2 2 L 2 F AT Hm5 THD.
TrustZone ® & % = 7 22§ & [FI4RIZ, Enclave ~[ZZF DT A
T LATEMEROMD T 0 7T ART 78 2452 LIEAT
BETHY, £/, Enclave NTEIMEL TV DT BEAST —
i3l za—YPTho THEERMETE 2. o, H
FEETIZE L D 10T /34 121X ARM %D CPU 73, loT
Tt A EMEENARLIZIT Intel 5RO CPU BEE#H S
NTWBEZ Lnn, HxiploT T34 AloT ¥ — U = A
IZ TEE NEESNDBRENENDOOHD.

2.3 TEE OEME

AHiTIL, TEE OFF SRR E T OREBRR E 2D £ T
DREEIZ OV T 2. —iXE9IC TEE TliE, 20729
T F o T EMANFEES N TODEREOHERIE 1 EEO I &
o TW5D. BlziX Intel SGX TiXV > 7 7rasrrvayr
W25 Ring3, T 720 bLREHERY X 27 ZMICA 5
INTWD. ZOHAE, BEEHL T vEARNER 27 %
I FEE SN EF OBEZ ST Th B, DFED,
T—=XT7 7T ¥ ORFHIIBIT D HBEIZLAT, TEE HHE
ICRESN TV AHEEN~ Y Uy A ThoZBRIC, EBED
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DIFELTRY, FEEXFaT7EMNLEF 2 TEM~T 7
TRATBHDITE, BIMICTRE LT 7 R EEE
ERRBATOILEND D, BB, T/ AHEEEIZITRY
=PMEFEENTEY, AU —IE-SW\WT Enclave O
RaEEFET .
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= TICRET D, 2) 77 BRHEEELRY) v —Dh%
FEEL-HH O TEE 21ERT 2, REDHRNZZ LN D.
AFETIX, OpenSGX THIAHINL TV 5 gemu DY — R % —
Wk 5 Z LTk o T, BN CPU RIZT 7 & R HIE
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Z LT, TEE BNBERENTZEED Y 27 K T& 5.

4.2 REFEOHNMEE

AHITIL OpenSGX # AW THRETIEERIEL, AW
WCCIRET OHRBRENFATCELZ LR T 5. 723,
FERIZH WD PC i, Ubuntu 16.04 (64bit) % OS & L, CPU
!X Intel Core i5-3230M, RAM |3 4GB CTh 5.

4.2.1 FH@ Fi%

F77, X 6 IZ3CHR[1L] TR & T D OpenSGX D7 —
XTI F v L, KR CREEZMA ;A ERBNTDS.
OpenSGX 1%, —#%f7 gemu 12 SGX Z#I = L — 3
T HHEEEE N % 72 QEMU SGX Z_X—2A L LTW5. ZL
T QEMU SGX EIZ0S DI 2b—H L T34 75 %23HE
ELTW5. OpenSGX W=V 7 My =7 OBFRE I
Enclave (2 34E7 5 HRE 4 C S3EIC L o TIERL L, OpenSGX
DA A NVEREFAVW T XA NTHZLITL-T
Enclave Program Z {Ep 3 5 Z &N T& 5. AR T
OpenSGX ZfH /@ X3 TV % Enclave N T Hello world % 5
7957077 A NEMNRITFTHMEIT D . BRI,
Y — AN puts LD EFT % Enclave DHERRIZE U CHIET
5. ZHUZE > T Enclave L EEHNETICEXF 2T 72
F v RVERETDH. TR EEREE NN~ Ry =T L
IZFELET 57212, OpenSGX @ gemu (BT 5D Y —A D
5 b, sgx-helperciICER T 5. ZdDY— A%, OpenSGX T
Enclave & EHB T 572D D~ANS—ERE LD LT
5. FDOHIZ, sgx_eenter() & V5, Enclave ~DT 7 X%
H DB H 5. ZoHiZ, Enclave (245 U HEIR DRRE &,
FHERRICIS UTe 7 7 B AR &2 FET H 2 L2 k- T, %E
BINS TS D23 CPU (NN— R =7) LiCT 7 & A HEE
BEAY S —2FETH LN TES (M8). KJ—0
FCEkIE Enclave ID N—ZXTITH b0 & L, ZFOEHIX
get_auth(BAEUIC L » THEBLT 5. get_auth(OBEEUE, 5l &
7t o7 ID ZFFD Enclave DOFEMRZ RSl TR, ARIdk
BITIE, Voo rusy g LRk, BEEOMA /N
SWVIEEHERDBEWLDET D, ok, ARICBTL7 2
T AHELLE L CPU OYLIRMERE L L TEET D7D,
Enclave ~F23E4 ZHAE (B 2 1XT XA A KT A N\ L)
ZDHDDOYEIIRETHD.
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Enclave Program Page Info

Code | Data |

switcl

SGX Libraries

- SGX

| SGX OS Emulation

| QEMU SGX

I\ SGX
Instruction

Tt AR
RUS—

6 0penSGX D7 —F 7 7 F v LIRRFIEE
D 7= 6 O UIEE Y

opensgx/user/demo/
hello.c
N—

#include <sgx-lib.h>

#include <stdio.h>

lave_main()

"hello sgx!\n";

7 Enclave Program @i (Hello world)

static void sgx_eenter({ |qemu/target—i386/sgx-helper-C

.'i-nt auth; //policy checker

// Ensure that the FLAGS field in the TCS does not have any
reserved bits set

checkreservedBits((uint64_t *)&tcs->flags,
OXFFFFFFFFFFFFFFFEL, env);

eid = tmp_secs->eid_reserved.eid_pad.eid;

auth = get_auth(eid); //obtain access level from the policy

/**/ RS =R Y DECHOEZFORIE
if(auth !=0){
printf("You don't have permission to access the
enclave¥n");
raise_exception(env, EXCPOD_GPF);

}
/%) N
[ HERRAVRU VB E (3B 2 F A & & TR Z T ]

8 OpenSGX D BLI&EHR 43 (AR SCF-EB47)

4.2.2 iR

OpenSGX T L DR TFIEOETHERAZK 9, M 10 |27
F. [X1 9 1% Enclave OHERRA EWEE, X 10 1IAERRAMEW
LEOFITHERTHD. £7, K9 XV, Enclave DFFO#E
FRASE WAL, Helloworld @ puts TN EITENTNAE D
LMD, ZhiT sgx_eenter)ISBINI L= T 7 & AHERRRR
TN BE4 ARERE (X 8 IZIBFE L7z Enclave @ ID (2t U724
FRZBUG3 2R84k &, MEBRICIS U CALBRZ i3 2 if 30)
W2 K> CTEMEA EE R & HE SN ORRTET.

— 7 THERR2ME 413 Hello world @ puts SCASEAT T
&P, HERMEVERRDVICERENTNWD. &k, #
FRASENZ & &2 FRRT D791 sgx_eenter()IZBFL L 7=
printf %, Enclave SMZEIEINTWD. ZORERID,
Enclave DR OHER MRV G1E, 7 7 & AR E IR
ZHEHEIZ K > T Enclave WORSHRED FEAT (AEHRTIL puts
X) EFWESELIENTERLILEZEKTS.
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[eoe atk-lap01@atklap01: ~
atk-lap0i1@atklapo1l

Jopensgx-master

X 9 0penSGX (2L B> Fha— NOFEFTHER
(HERR =)

r
® © ® atk-lapo1@atklap01: ~/opensgx-master
atk-lap01@atklap01:~/opensgx-masters$

10 OpenSGX {2 L B9 > 7L o — KD EITHE R
(MERR 1)

- T, ZOMBELY T 7 & AHEMRIZIE LT Enclave N
DT OB ADEITAEERETE 2. DFE Y, Enclave D
R2EBINOBEMICERETE DI &R LIz, B, 4
EIOEFRTIL Enclave 2»HEERR (H)) £TO—HM
R LA, R —DOREEZLEETHZ LT, X
Enclave ~O AN & FIHT 22 L HFRETHD. 2FE D, K
FHRDEX 2T RF v XNVERET LI L LARETHD.

5. BEEWR

AETEEXF 2T =Y =7 2 M7= BENE %R
NI 5. FRCexa 7 EZE N AEAHETOMICEX 2T
T X RNVERFES D LIZER LR ERNTT 5.

3, Intel SGX & X5 L L= BIEAFZE & L C SCHR[12]28
25N %, [12]1TiE, Intel SGX @ Enclave 7>5 A5
NAAETOMITEX 2T 2T ¥ 2NV ENED FIEORE L
TWa., BEMIZE, BETEDI A /N—= A, — %
T2 7-®1Z, hypervisor attestation & VY9 /A /= 3f HF—
~0 Attestation #1795 Z L ZREL TWD. TN Lo T,
FHE T 2x% % @) TEE IC{R_{F &4 TV 5 Trusted
Boot(TB)IZ LERTEMZTIT THR L, (b) ~A 78— HF—
() BEHTEXALATNAARTANETIERLTWS., 223,
[12]TiZ, MERREHIINA NR—= A P—THEfET 5 Z &1
AMENTVDER, KRBT D|ETIEL IR, K
U —i%EIC X B Enclave ~0 B A HETR AT 51347 > T
|AVAQAN

RIZ, ARM TrustZone % xt4IiC L7 BRI & LT, X
BR[L3] N BN TV D, [13]1THE, =2—F DA 7y b b
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BEHOT 7 87y hETOMIZ TrustZone ZF|H L Tk HF
2T RF v FVEHEET DL HEEREL D, BRI
X, TRXAARTANRNE Ty b RERy 7T R
FFT7urs by FEEX 2 7HRICRFET 28T
WERTRZ X 2T ICERESED. B, TRXAARTA
Np7ury by RENy 72 T proxy 20 L TR0
RO %#iT5. ZhilEoTCa—¥LHh—bvRlTEX=T
72 Interaction NEHLFFE L 7B, 7272 L, EHOEDITIX
TNAARTGA N —BUET HLERNHY, EFIoNTA
NWEIESTZOD T v =B A FIET IVBENH S

X 2T RTF Y RNVERET DHOCHHEND HO
X TEE 720 Tixzav. B ZIESCER[14] Tl TPM & Intel
Trusted eXecution Technology (TXT) [15]Z 0425 Z & T,
I TA4TV NDOT A ZANEPGEBIZH D —FETD
MICEX 2T RF v 2V EHEET L HEEHRL VD,
7B, [BWTHEINDIEXF2T 2T ¥ FUE—FFHEDOH
Xl LTEY, BIFHTEAZW.

TEE ° TPM 22 8D F 27— R =7 ZF AT
X aTRTF v RNVEHRET DR BFET L. IR
STHR[L6] T, AT SA ANBT A ZARNEOT 7Y
= aryETORICEF 2T RF ¥ XNV EMWNLT 520
W2, BEX a7 BNA RN —2T T r—a itk
S THEET B HIELRIRELTWA, =770, FEEHEICX
STIEY 7 M7 =T ONATIT & - THegatEA 3629 % mhE
HEREEND.

6. BbHYIC

0T ORI ESTFR Yy MU — 7 ([THEE S DA A T
BN ETETHML TS, Z20O—FHT, HEEEROL
SR EDRIETE~DOINRPEE L > TETED, &
WEF 27 " — Ry =7 RSN TND. KIFE Ttk
FaT7N—RU=z7O—fETH5 TEEILEHAL, IoT 7N
A AZREITHET 57202 TEE & AR — ME o4
BT — S X aTIBET DT ¥ XNVEBET L L
ZHIELT, txa 7 ZHOMRE ¥ ¥ 2 7 225
MOBMERICRET HHIEHME L RE L. SHICREF
EEEE LT AL ZAERIZOWTED KRB ZHENL,
OpenSGX % FVNTE DAF M ZFHIT L 7. AREIZIIT 512
RIZE ST, 10T VAT LEBET DT /54 ADAH IR
— b TEE EFCICHEINDI Ty IV ER#ETLIZ L
WATREL 72 5.

AWFIREOES%OFEE LT, BAELLT ORI OV THRET
TThHD.

o ERTFIEOEMRIT X DA MM
® TEE ZHird L7z IoT T84 Z AT O * =
TTNA AT —%T 7 F ¥ OfesL
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