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Detecting mimikatz by Sysmon

Wataru Matsuda™  Mariko Fujimoto!  Takuho Mitsunaga'!

Abstract: In targeted attacks, attackers who have intruded into an office network often use a tool called “mimikatz” to
steal credentials in order to attempt to perform lateral movement. It is difficult to judge whether an access is made by
a legitimate user or an attacker when mimikatz used. As a breakthrough, some methods have been proposed which
detect DLLs loaded by mimikatz using Sysmon. However, false detection can be caused because they are tested on
the specific Windows and mimikatz versions. This presentation proposes methods to reduce false detection rate by
investigating difference among Windows and mimikatz versions. Furthermore, a technique using Elasticsearch (an
analysis engine) to effectively detect compromised machines will be introduced.
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Authentication Id : @ ; 465750 (MBABABEN:ABA71H56)
i : Interactive from
: cllentBI

UINSERUEFZQBB
: ?/9/2017 18:59:47 PM
: S 1-5-21-348563849-1777579595-28763208-11688

Logon Server
Logon Time
I

Sy =
[(BPPBBAB3 1 Primary
* Username : clientBi
»* Domain : EXAMPLE
* LM : e52cach?41%a%a224a3b1@8f3fabchbd
»* NTLM : 8846f7eaee8f h117adB6hdd838h7586¢
* SHA1 : e8f97fha?104d1eabB47948e6df h6 7f acd?£5h73
tspkyg =
»* Username : clientB1i
* Domain : EXAMPLE
* : password
: clientBl
: EXAMPLE
: password
: clientB1

: EXAMPLE.COM
¢ password

sSSP
credman :

2 HE I

Figure 1 Stolen credentials by mimikatz.
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Figure 2 An example of attacklng by mimikatz.
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T |~ [Imageloaded: C:¥Windows¥System3¥wintrustdll
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MITOLR(CLo>TO-Ran | Signed
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L Signature: Microsoft Windows

SignatureStatus: Valid

3 Sysmon ® 7 ®— 13
Figure 3 Example of Sysmon log.
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DLL List
* crypt32.dll

+ advapi32.dil

+ user32.dll
Loaded DLL Loaded DLL
[ crypt32.dll a :
& advapi32.dll W advapi32.dll
& user32.dll avy o user32.dll Q
! Not
r Detected! Detected
‘Jl o
I i
Windows 7 Windows 10

B 4 DLL U A MZ &% mimikatz O
Figure 4 Detection of mimikatz activity using DLL list.
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Figure 5 Creating of Common DLL list
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Table 1 The difference of loaded DLLs on each Windows
versions
Win7x64 Win8.1x64 Win10x64

C:¥Windows¥System32¥gdi32full.dll - - O
C:¥Windows¥System32¥hid.dll o} @] ®]
C:¥Windows¥System32¥imm32.dll ] @] O
C:¥Windows¥System32¥kernel.appcore.dll - @] o
C:¥Windows¥System32¥kernel32.dll O O O
C:¥Windows¥System32¥KernelBase.dll @] O O
C:¥Windows¥System32¥logoncli.dil C @] Q
C:¥Windows¥System32¥Ipk.dll O -
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Table 3  Test result

Total amount of False positive False negative
processes rate(%) rate(%)

Windows 7(x64) 1102
d
e oo " 2016 0 0
Windows 10(x64) 290 0 0
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@FRFENf0s
% Elasticsearchh'43
#r L Kibanah'aJ 48

92

elasticsearch lopstash  kibana

(DmimikatzA*0 — K3 5DLL%
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Wmdows/f ~e bR

Logstash i EE

Sy
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EX %)
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6 ELKZX2%m 74K & R ofiaX
Figure 6 Concept of centralized detection using ELK
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2: Detect mimikatz

1: Create Common DLL List

Dmimikatz*0— F ¥ %

DLL&sysmon#*iCiRT %

X 7 5@ DLL U A b OERL & s oM X

Figure 7 Concept of creating common DLL list and detection
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i A1 FEEDLL Y X b
4.1 FiTidik L7= Windows & Mimikatz (O3 —3 g > THG@AYIC
o— RENDDLL#3@ DLL Y A b & L, #4277
# 4 HHEDLL U X b
Table 4 Common DLL list

Common DLLs

1 C:¥Windows¥System32¥advapi32.dll
2 C:¥Windows¥System32¥crypt32.dll

3 C:¥Windows¥System32¥cryptdll.dll

4 C:¥Windows¥System32¥gdi32.dll

5  C:¥Windows¥System32¥imm32.dll

6  C:¥Windows¥System32¥kernel32.dll
7 C:¥Windows¥System32¥KernelBase.dll
8  C:¥Windows¥System32¥msasn1.dll
9  C:¥Windows¥System32¥msvcrt.dll
10  C:¥Windows¥System32¥ntdll.dll

11 C:¥Windows¥System32¥rpcrt4.dll

12 C:¥Windows¥System32¥rsaenh.dll
13 C:¥Windows¥System32¥samlib.dll
14 C:¥Windows¥System32¥sechost.dll
15  C:¥Windows¥System32¥secur32.dll
16 C:¥Windows¥System32¥shell32.dl|
17 C:¥Windows¥System32¥shlwapi.dll
18  C:¥Windows¥System32¥sspicli.dll

19  C:¥Windows¥System32¥user32.dll
20 C:¥Windows¥System32¥vaultcli.dll
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