Computer Security Symposium 2017
23 -25 October 2017

LA MDOELERIZEB LERMDOTILY = 7 DRMICET S8R

e BT A BT

B|E  TEVA NI I DWEMEZE L TBY, YA R~ X 2T 4 OHEIFNEEICR->TETWD. itk
DT VFIANVAY T ROAT 2T HRAMFIEDIZEALE, VY 2T OF —FEE2RR LZERT —F L DH
Witk ch D, LovL, ZOPETE, EET —FBRIGELAEVWERHNO~ LY =7 OBRMBKRETHD. 2T, f#
WRIORMO~NT = TIZ L AREEBHIET 57200 E LT, BEABDNRMBERTH S, RFRTIX, a7z
V= NVERNWT, v TFETRO T 7 ANV VA RN Y DT I R E RN LTz, Z ORI E S X,
LYARY OB EIZEH LEERIMO~S ALY = 7 ORMTFIEICONTRET 5.

Research on detection of unknown malware focusing on registry
change

Kento Kono" Koji Okamura®

Abstract: In recent years, the damage caused by cybercrime is getting worse, and the technology of cyber security is getting
important. Most of conventional malware detection methods of anti-virus software are simple comparisons with definition data
that describes the data structure of malware. However, with this method, it is difficult to detect unknown malware that does not
correspond to definition data. Therefore, behavior detection is effective as a technique to prevent attacks by unknown malware
before analysis. In this research, we analyzed access status of files and registries at the time of execution of malware using various
tools. Based on the analysis result, we will examine the detection method of unknown malware focusing on the change amount of

registry.
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