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Malware Detection Method based on API Call Patterns, Elapsed Time
and System Load between API Calls
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Abstract: Malware has functions which detect the system environment, disable the security protection and
remove myself. Using these functions, the malware tries to avoid detection. From these backgrounds, mal-
ware detection method is needed to provide high-accuracy detection because mechanism for hiding myself is
getting sophisticated. In [1], the authors analysed the elapsed time and system load between API calls of
malware, and reported that the elapsed time and system load between API calls of malwares are different
from these of regular programs. In this paper, we propose a malware detection method based on API call
pattern, elapsed time and system load between API calls.
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£ 1 BRBOAZELBREKE (CCCDataset)

Table 1 Detection results considering API call patterns (CC-

CDataset)

EY TPR TNR | FPR FNR | Accuracy
1 96.7% | 100.0% | 0.0% | 33.0% 98.4%
2 96.7% | 100.0% | 0.0% | 33.0% 98.4%
3 96.7% | 100.0% | 0.0% | 33.0% 98.4%
4 96.7% | 100.0% | 0.0% | 33.0% 98.4%

= 2 ERLKERMZERLUZBRAERE (CCCDataset)
Table 2 Detection results considering API call patterns and
elapsed time (CCCDataset)

E¥ | TPR TNR | FPR | FNR | Accuracy
96.7% | 100.0% | 0.0% | 33.0% 98.4%

96.7% | 100.0% | 0.0% | 33.0% 98.4%

4 96.7% | 100.0% | 0.0% | 33.0% 98.4%

xR 3 EBLATVMAREZEL ZBRARER (CCCDataset)
Table 3 Detection results considering API call patterns and

memory usage (CCCDataset)

& TPR TNR FPR FNR | Accuracy
2 96.7% | 100.0% 0.0% | 33.0% 98.4%
3 98.3% 91.7% 8.3% 1.7% 95.0%

98.3% 90.0% | 10.0% 1.7% 94.2%
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x4 EBBOAEZEEL MERR
Table 4 Detection results considering API call patterns

ER TPR | TNR | FPR FNR | Accuracy
1 47.1% | 90.8% | 9.2% | 52.9% 69.0%
2 34.5% | 96.6% | 3.4% | 65.5% 65.6%
3 39.1% | 97.7% | 2.3% | 60.9% 68.4%
4 37.9% | 97.7% | 2.3% | 62.1% 67.8%

R 5 &R L MHERGHE & M U 7 BRORS R
Table 5 Detection results considering API call patterns and

elapsed time

#f | TPR | TNR FPR | FNR | Accuracy
43.7% | 93.1% | 6.9% | 56.3% 68.4%
55.2% | 93.1% | 6.9% | 44.8% 74.2%
75.9% | 52.9% | 47.1% | 24.1% 64.4%

x6 EBLATYMHELZERL AR
Table 6 Detection results considering API call patterns and

memory usage

#¥ | TPR | TNR | FPR | FNR | Accuracy
49.4% | 93.1% | 6.9% | 50.6% 71.3%
49.4% | 90.8% | 9.2% | 50.6% 70.1%
43.7% | 95.4% | 4.6% | 56.3% 69.6%
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