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Proposal of the Observation Method for Cyber Attack Logics using
Status Modification Type Reactive Sensors

T

Kanako Kobori’ ~ Masaki Inamura

Abstract: Implementation of all conceivable security measures for all attacks is not realistic because of the cost problem.
Therefore, cyber security measures should be implemented efficiently based on risk analysis. According to reports attackers
probably use a logic, e.g. cyber kill chain on cyber-attack operations. Therefore, we consider the method, which takes measures
against attacks and are utilized for risk analysis, by knowing the attacker’s logics. In this research, in order to know a part of the
logics, we considered an observation method to change the state from a passive sensor to a reactive sensor. And a result of actual
observation, Possibility of perceiving a part of the attacker's logics are shown.
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