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Proposal of an enhancement technique for detection systems

Takumi Yamamoto!  Hiroki Nishikawa®  Keisuke Kito?  Kiyoto Kawauchit

Abstract: Detection systems are being used for various kinds of purposes such as detecting malfunctions in a system being
monitored or detecting malicious activities in an enterprise network. However at developing detection systems, preparation of
sufficient number of normal samples and abnormal (e.g., malfunctions and malicious activities) samples to represent all possible
future events coming to the detection system is nearly impossible, which results in unignorable number of false positives (given a
sample is normal but the sample is identified as abnormal) and false negatives (given a sample is abnormal but the sample is
identified as normal) making the system less effective. Therefore, we propose an enhancement technique for detection systems, in
which normal samples and abnormal samples are automatically synthesized and generated. In this paper, we focus on a technique
generating samples likely to be false positive or false negative, which makes the detection systems being much more effectively
and exhaustively evaluated. Implementations and evaluations of the proposed technique are left as future works.
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