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A method to find IoT devices based on image features of their WebUI
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Abstract: In recent years, cyber-attacks targeting IoT devices are becoming a major threat and Internet wide scanning for
investigating the usage and security status of IoT devices are increasingly important. In this paper, we utilize hierarchical
clustering for images of web contents captured by wide network scanning to find IoT devices. We show that WebUIs of similar
IoT devices can be clustered in to the same group by our method and variety of devices can be identified by manually

investigating these clusters. The proposed method is effective for identification of IoT devices in large network.
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Figure 1 Procedure of the proposal method.
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Figure 2 Distribution of clusters.
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Figure 3 Examples of similar IoT devices in the same cluster.
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Figure 4 Examples of same IoT devices in different cluster.
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Figure 5 Hash values matrix of Figure 4.
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