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Recognition-based User Authentication with Associated Information
for the Users and the Usability Evaluation

REI YAMAGISHI! TETSUJI TAKADA!

Abstract: Recognition-based authentication has an advantage in memorability. However, it has vulnerabil-
ity to guessing attacks because the answer candidates are shown by the system. In this paper, we propose the
authentication that uses associated information for users as a secret. Based on this proposal, we implemented
a prototype system whose secret is defined as four associations for the user from ten words. We evaluated
the system through usability and guessing attacks experiments by subjects. We find that a user is available
it after two weeks and it has security against guessing attack of 70 attempts.

Keywords: User Authentication, Recognition-based Authentication, Guessing Attacks, Association of In-
formation, Security and Usability
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